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Executive summary

This report provides an overview, based on desk research, of the legal and policy frameworks
relating to privacy, freedom of expression, data protection, and the journalistic exemption in
Kenya and beyond. It explores the scope of, and justifications for, the journalistic exemption
from data subjects’ data protection and privacy rights. It examines the need for greater
specificity on the scope of the exemption, including by contrasting it with the European Union
and United Kingdom’s comparable legislation.

The second section goes on to consider the media’s obligations to comply with areas of the
Data Protection Act, even when relying on the journalistic exemption from certain provisions.
Section 2 therefore first lays out the media’s responsibility and obligation to comply with data
protection principles of data security and accountability. Section 2 then goes on to detail the
findings of a survey ARTICLE 19 conducted of Kenyan media practitioners’ awareness and
practices regarding data protection issues in relation to journalism. The findings of this survey
can inform media leaders of the need for increased training and support on the issues covered
in this report.

Our desk and survey research shows that:

o overall that the journalistic exemption plays a crucial role in balancing the right to privacy
with the right to free expression, free media, and the public’s right to access information.

e The scope of the journalistic exemption in Kenya needs to be clearly defined so that the
media sector may know which provisions of data protection legislation may be derogated
from provided that the criteria are met.

e Further work is needed to increase levels of awareness in the media sector of data
protection obligations and of the journalistic exemption in Kenya, and training and other
support is needed to strengthen data protection-related compliance in the media sector.

Report recommendations

Kenya'’s Office of the Data Protection Commissioner should give effect to both freedom of
expression and the right to privacy, and not unduly limit the right to free expression and access
to information in the context of journalism.

Specifically, the ODPC should:

¢ Clarify and define the scope of the journalistic exemption under the Data Protection Act
2019 including which derogations are permissible under the exemption.

e Clarify that the journalistic exemption extends to work that involves material that is
newsworthy and in the public interest.

¢ Require media organisations to publish and review their editorial policies relating to
personal data protection and privacy, and to train staff on their policy.



¢ Encourage digital media practitioners to comply with the Code of Conduct for Digital
Media Practitioners.

Kenyan media organisations should:
* Publish and regularly review policies relating to personal data protection and privacy.
¢ Train new staff — and retrain existing staff — on the policies, particularly in areas of

balancing between privacy and free expression.

Kenyan digital media practitioners should commit to comply with the country’s Code of Conduct
for Digital Media Practitioners.



Abbreviations

ACHPR African Commission on Human and Peoples’ Rights
CATI computer-assisted telephonic interview(s)

CFREU Charter of Fundamental Rights of the European Union
DPA Data Protection Act (Kenya)

EU European Union

GDPR General Data Protection Regulation (EU)

ICCPR International Covenant on Civil and Political Rights
ICO Information Commissioner’s Office (UK)

ODPC Office of the Data Protection Commissioner (Kenya)
OSCE Organization for Security and Co-operation in Europe
UDHR Universal Declaration of Human Rights

UK United Kingdom

UN United Nations

Glossary

For the purposes of this report, the following terms have these meanings:

Data subject. The individual whose data is being processed, for example website visitors,
clients, employees, and contractors.

Personal data. Information relating to an identified or identifiable natural person, which may
include name, age, sex, etc.!

Processing. Any action performed on data, whether automated or manual. Examples include
gathering, recording, organising, structuring, storing, utilising, and deleting data.

Sensitive personal data. Data that reveals a natural person's ethnicity, health status, social
origin, personal beliefs, genetic or biometric data, property details, marital status, family details
(including names of the person's children, parents, or spouse(s)), or sexual orientation.



Introduction

Research methodology

This report is the outcome of a combination of desktop and survey research ARTICLE 19
undertook between January 2023 and July 2024. The desktop research focused on the legal
and policy frameworks relating to privacy, freedom of expression, data protection, and
journalistic exemption in Kenya. We drew on decided cases, and legal and policy frameworks, in
both Kenya and other jurisdictions, to explore the scope of the journalistic exemption from data
subjects’ right to privacy and to protection of personal data, and the justifications for this
exemption.

The desk research also included study of the data protection policies of media houses in Kenya
to understand media industry practice regarding data protection and free expression.
Additionally, ARTICLE 19 undertook a survey to collect quantitative data on Kenyan media
practitioners’ awareness of the data protection framework and current data protection practices
through computer-assisted telephonic interviews (CATI) and focus group discussions between 9
and 13 January 2023.

Report structure
We have structured the report as follows.

Section 1 looks at the legal framework for data protection, freedom of expression and the
journalistic exemption, and illustrates the need for further detail to be provided by Kenya’s Data
Protection Commissioner on the scope of the exemption.

o Chapter 1 contextualises the journalistic exemption through a review of the legal
framework, in Kenya and beyond, relating to media freedom, the right to free expression
and to access to information, and data protection and privacy, and considering how free
expression and data protection relate to one another in this framework.

¢ Chapter 2 focuses on the journalistic exemption, its scope, and its application criteria in
Kenya. It brings in comparisons and case examples from the European Union (EU),
United Kingdom (UK), and other jurisdictions, to show how the exemption can and
should be applied in practice, and to underline the need for further specificity to be
provided on the scope of the Kenyan exemption.

Section 2 looks at the obligations of media practitioners to comply with data protection
requirements and the levels of knowledge and good practice currently within the media industry.
e Chapter 3 considers the media’s responsibility and obligation to comply with data
protection principles of data security and accountability.

o Chapter 4 details the methodology and results of our media sector data protection
awareness survey.



The recommendations section provides practical proposals for a Guidance Note on data
protection and the journalistic exemption.



Section 1: The legal landscape




1 Free expression and data protection

The right to free expression is entrenched in various human rights instruments including Article
19 of the Universal Declaration of Human Rights (UDHR) and the International Covenant on
Civil and Political Rights (ICCPR).

Article 19 of the ICCPR states:

1. Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include freedom
to seek, receive and impart information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or through any other media of his
choice.

Article 9 of the African Charter on Human and Peoples’ Rights states that ‘Every individual has
the right to receive information’ and ‘to express and disseminate [their] opinions within the law’.?

Media freedom, the right to free expression, and access to information

A free, independent, and pluralistic media is one of the most fundamental tenets of a democratic
society. The media plays a key role in investigating and sharing information and ideas on issues
of public interest, keeping the public informed, and enabling the public to fully participate in
society, economically, socially, and politically.

The Organization for Security and Co-operation in Europe (OSCE) states that free media is
important because ‘no nation can hope to develop democratically without the free expression,
publication and distribution of ideas and opinions’.® With this realisation, Principle 11 of the
Declaration of Principles on Freedom of Expression and Access to Information

in Africa places an obligation on the state to promote a pluralistic and diverse media that
facilitates the free flow of information and ideas and make these accessible in local languages.*

The right to freedom of expression and access to information is a key enabler of media freedom
and of the practice of journalism centred on freedom to investigate, know, speak, and inform.

The Charter of Fundamental Rights of the European Union (CFREU) requires that, while
exercising the right to freedom of expression and access to information, media freedom and
pluralism shall be promoted.® General Comment 34 of the United Nations Human Rights
Committee explores the relationship between free expression and media freedom, stating that
free expression allows the free press to comment on public issues without censorship or
restraint and to inform public opinion, while citizens have a corresponding right to receive media
output.®

The Declaration of Principles on Freedom of Expression and Access to Information in Africa
states that the right to express oneself through practising journalism should not be subject to



undue legal restrictions,’ further emphasising journalism as a key mode of exercising the right to
free expression. In addition, the Declaration of Principles places an obligation on the state to
promote a diverse and pluralistic media to facilitate citizen access to information.®

The freedom and independence of the media is guaranteed under Article 34 of Kenya’s
Constitution of 2010.

Data protection

Data protection is part of the broader framework of the right to privacy. The right to privacy is
key to maintaining the dignity of a person by allowing each individual a space free of intrusion
from either the state or other individuals. While privacy relates to the protection of private affairs,
data protection involves the regulation of the processing of personal data that may be in either
the public or the private domain. It refers to the processes and procedures that ensure data is
processed fairly, transparently, and securely.

Data protection creates obligations for data controllers and data processors and rights for data
subjects.

The rights of the data subject include, among others:®

a) Right to access data held about them by data controllers or processors and to be
informed of the purpose of processing;

b) Right to object to the processing of all or part of their personal data, for example to
object to use of data for commercial purpose or profiling;

c) Right to rectification of inaccurate or misleading data;

d) Right to erasure, that is, the deletion of data where it is inaccurate, misleading, no longer
necessary, irrelevant, or unjustifiably made public; and

e) Right to data portability, which includes the transmission of data on an individual held by
one controller or processor to another.

Several international frameworks such as the ICCPR and the UDHR provide for the right to
privacy prohibiting arbitrary or unlawful intrusion into a person’s family, home, or
correspondence and unlawful attacks on their honour or reputation. 1011

In addition to international frameworks, regional frameworks also provide for the right to privacy
and data protection. In Europe, the Charter of Fundamental Rights of the European Union
(CFREU) provides for both the right to privacy (respect for private and family life)*? and the right
to data protection. The latter ensures data is processed for a lawful purpose and gives
individuals data protection rights overseen by an independent authority.3

The African Union Convention on Cybersecurity and Personal Data Protection (Malabo
Convention) provides a regional framework for the regulation of personal data. It provides for
the creation of independent national bodies to oversee the implementation of any legislation on
data protection at the national level, principles of data protection, rights of data subjects, and



obligations of data controllers.** The Declaration of Principles on Freedom of Expression and
Access to Information in Africa also requires that data be processed for a lawful purpose
according to the principles of data protection and provides data subjects with data rights.*®

In Kenya, Article 31 of the Constitution provides for the right to privacy, which includes
individuals’ right not to have:

a) their person, home, or property searched;

b) their possession seized,

¢) information relating to their family or private affairs unnecessarily revealed; and
d) the privacy of their communications infringed.

In 2019, Kenya enacted the Data Protection Act (DPA 2019) to provide a legal framework that
further gives effect to Article 31(c) and (d) by regulating how personal information is collected
and processed, establishes data protection rights, and creates the office of the Data Protection
Commissioner to oversee implementation of the Act.

The nexus between free expression and data protection

Freedom of expression is not absolute and is subject to certain limitations prescribed under
Articles 19(3) and 20 of the ICCPR. Such limitations or restrictions are justifiable where they
are:

a) Provided by law — the law must be accessible and precise, overseen by an independent
body, and include safeguards against abuse;*®

b) In pursuit of a legitimate aim — the restriction must have a genuine purpose, which may
include protecting the rights and freedoms of others, and the protection of national
security and public order; and

¢) Necessary and proportionate — where the least restrictive means is employed.

Equally, the 2021 Report of the Special Rapporteur on the right to privacy pointed out that the
enforcement of an individual’s right to privacy and data protection may be limited by another
individual’s right to legitimate free expression and vice versa. A balanced approach is thus
necessary to facilitate the full enjoyment of both rights.’

The Constitution of Kenya broadly provides for the right to free expression,® free and
independent media,'® access to information,?° and the right to privacy.?* However, these rights
to free expression and free media do not extend to propaganda for war, incitement to violence,
advocacy for hatred, or hate speech.?? Additionally, when exercising these rights every person
is required to respect the rights and reputation of others.?

Article 24 of the Constitution provides for the factors to consider when determining if a limitation
to a right is reasonable and justifiable.?* Among these factors is the need to ensure the
enjoyment of a right by one individual does not prejudice the enjoyment of the rights of others.
This balancing test is needed to ensure the right to data protection and privacy does not unduly



limit the right to free expression and vice versa. Under Kenyan law, therefore, the rights to
freedom of expression and to privacy are not absolute.

While developing the Global Principles on Protection of Freedom of Expression and Privacy,
ARTICLE 19 noted that while freedom of expression and privacy are often mutually reinforcing,
they sometimes come into conflict, ‘including where privacy claims may be used without
justification to prevent the dissemination of information about individuals in order to restrict
reporting on matters of public interest and to avoid public scrutiny or deliberately mislead
others.’?

On data protection specifically, the Global Principles note: ‘data protection legislation can be
misused or abused to prevent, end or restrict the legitimate public dissemination of accurate
personal information in order to enable individuals to control their reputation at the expense of
freedom of information, the right to truth and wider public interest’ (emphasis added).?®

ARTICLE 19 has noted the growing use of data protection rights and legislation to protect
reputation at the expense of public access to information already in the public domain, for
example while analysing the decision in Google Spain SL, Google Inc. v. Agencia Espafiola de
Proteccion de Datos, Mario Costeja Gonzalez (2014) (‘Costeja judgment’),. This use of requests
for erasure of information that, although truthful, is ‘no longer relevant, or excessive’, brings into
conflict the public right to know and to access information, and the right to erasure, which
individuals may abuse to protect their reputation.?’



2 The journalistic exemption

What is the journalistic exemption?

As we have seen, every person including all members of the media has a responsibility to
ensure they respect other people’s right to privacy and data protection while exercising their
right to free expression. In tandem, data protection, while protecting the rights of the data
subject, should not unduly limit or interfere with the freedom of the media.

Data protection legislation in some countries therefore provides for an exemption from
compliance with certain provisions where necessary in order to reconcile the right to protection
of personal data with the right to free expression and access to information where data
processing is carried out for a journalistic purpose. This is known as the journalistic exemption.

This concept precedes the enactment of the Kenyan data protection law of 2019. For example,
in the EU the General Data Protection Regulation (GDPR) allows member states to create
national legislation that allows for derogations or exemptions from certain provisions of the
GDPR. This can occur where data processing is for journalistic, artistic, or literary purposes and
is intended to reconcile the right to protection of personal data and the right to free expression
and access to information.?® Prior to the GDPR, the 1995 EU Directive on the protection of
individuals with regard to the processing of personal data provided for this exemption.?®

Part VII of Kenya's data protection legislation, the DPA 2019, allows for the exemption from
compliance with certain provisions of the law where necessary for various reasons and special
purposes, including the facilitation of journalism, literature, or art. Specifically, the DPA states:*

52. Journalism, literature, and art;
1. The principles shall not apply where:

a) Processing is undertaken by a person for the publication of a literary or artistic
material;

b) Data controller reasonably believes that publication would be in the public
interest; and

c) The controller reasonably believes that in all circumstances, compliance with the
provision is incompatible with the special purposes.
2. Subsection (1) (b) shall only apply where it can be demonstrated that the processing
is in compliance with any self-regulatory or issued code of ethics in practice and relevant
to the publication in question.
3. The Data Commissioner shall prepare a code of practice containing practical guidance
in relation to the processing of personal data for purposes of Journalism, Literature, and
Art.

Scope of the exemption

The journalistic exemption applies to personal data relating to an identified or identifiable natural
person. Unlike the EU’'s GDPR,®! Section 52 of Kenya’s DPA 2019 provides only the criteria for
applying the journalistic exemption but does not specifically list out the scope of the exemption



in Kenya. This leaves confusion and requires inference to be made regarding the exemption’s
exact scope. Table 1 compares how the applicable legislation in the EU, the UK (the law dates
from before the UK left the EU and refers to the GDPR), and Kenya defines the scope of the
exemption.

Table 1. Scope of the journalistic exemption: EU, UK, and Kenya compared

EU GDPR, Article 85 UK Data Protection Act 2018, Schedule | Kenya DPA 2019,
2, Part 5 (‘Exemptions etc based on Section 52

Article 85(2) for reasons of freedom of
expression and access to information),
Section 26(9)%?

Exemptions/derogations from | ‘For the purposes of this paragraph, the | Provides criteria

the following chapters: listed GDPR provisions are the following | only; lists no
provisions ... (which may be exempted | specific details of
e |l. Principles of data or derogated from by virtue of Article exemption scope.
protection law 85(2) of the GDPR) —
° III.leg[lts ofthe data | ) in Chapter Il of the GDPR
subjec (principles) —
e |V. Controller and

(i) Article 5(1)(a) to (e) (principles

processor _ :
relating to processing);

e V. Transfer of
personal data to third | (ii) Article 6 (lawfulness);

countries or (iii) Article 7 (conditions for consent);

international
organisations (iv) Article 8(1) and (2) (child’s consent);
e VI. Independent (v) Article 9 (processing of special

supervisory authorities | categories of data);
e VII. Co-operation and
consistency
e |X. Specific data
processing situations (vii) Article 11(2) (processing not
requiring identification);
(b) in Chapter 1l of the GDPR (rights of
the data subject) —

(i) Article 13(1) to (3) (personal data
collected from data subject: information
to be provided);

(ii) Article 14(1) to (4) (personal data
collected other than from data subject:
information to be provided);

(iii) Article 15(1) to (3) (confirmation of

(vi) Article 10 (data relating to criminal
convictions etc);




processing, access to data and
safeguards for third country transfers);

(iv) Article 16 (right to rectification);
(v) Article 17(1) and (2) (right to
erasure);

(vi) Article 18(1)(a), (b) and (d)
(restriction of processing);

(vii) Article 19 (notification obligation
regarding rectification or erasure of
personal data or restriction of
processing);

(viii) Article 20(1) and (2) (right to data
portability);

(ix) Article 21(1) (objections to
processing);

(c) in Chapter IV of the GDPR (controller
and processor) —

(i) Article 34(1) and (4) (communication
of personal data breach to the data
subject);

(i) Article 36 (requirement for controller
to consult Commissioner prior to high
risk processing);

(d) in Chapter V of the GDPR (transfers
of data to third countries etc), Article 44
(general principles for transfers);

(e) in Chapter VIl of the GDPR (co-
operation and consistency) —

(i) Articles 60 to 62 (co-operation);
(ii) Articles 63 to 67 (consistency).’

As the table shows, the EU GDPR states the provisions which may be exempt, while the UK
Data Protection Act provides further information on the exact derogations possible under UK
national law. Both laws thus provide for the scope of their exemptions.

In Kenya, however, the act provides the criteria for applying the journalistic exemption (see
further below), but no specific sections are listed that may be exempted or derogated from. As a
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result, journalists and editors must infer where they can apply the exemption, provided they
believe it necessary and are in compliance with the criteria for journalistic exemption.

Section 30 of Kenya’s DPA 2019 states that a data controller or processor may process
information, even without the consent of the data subject, where the processing is necessary for
journalism, literature, or artistic purposes. Section 39(d) also specifies that a data controller or
data processor is not subject to limitations on the retention of personal data if the retention is for
journalistic purposes.

It is important for the Kenyan Data Protection Commissioner to provide more clarity on the
scope of the journalistic exemption, and on the exact provisions for which derogations are
possible under the journalistic exemption, to ensure certainty, transparency, and consistency
(see Conclusions and recommendations). This could be done through the code of practice
provided for in Section 52(3).

Criteria for applying the exemption
Section 30 of the DPA sets out that a data controller or processor may lawfully process personal
data for the purpose of journalism.

Section 52(1) of the DPA sets out the criteria or test to meet in order to apply the journalistic

exemption. This test includes that:

e The processing is done with the aim of publication of the journalistic material;

e The data controller reasonably believes publication is in the public interest; and

e The data controller also reasonably believes compliance with the data protection principles of
the DPA is incompatible with journalism.

Additionally, Section 52(2) specifies that ‘Subsection (1)(b) shall only apply where it can be
demonstrated that the processing is in compliance with any self-regulatory or issued code of
ethics in practice and relevant to the publication in question.’

Below we discuss the interpretation of these criteria. lllustrative examples from other countries
are included to show how comparable criteria have been interpreted in other jurisdictions and
therefore how such provisions could be interpreted in Kenya:

Processing for the purpose of journalism

To apply this exemption, one must process data for the purpose of journalism. While in other
jurisdictions journalism is mentioned specifically as a special purpose,® under the DPA 2019
‘literary or artistic material’ can be interpreted widely to include journalism. Journalism as
defined under Kenyan law includes the collecting, writing, editing, and presenting of news or
news articles in newspapers, magazines, radio, television broadcasts, the internet, or any other
medium.3



The emphasis here is on the purpose of processing for journalism. A broad interpretation of ‘the
purpose of journalism’ should be adopted, especially where the publication aims to inform the
public or contribute to public debate (see Conclusions and recommendations).

This should be interpreted to mean the writing of newsworthy material or material in the public
interest and does not necessarily mean who publishes the news, because this exemption
applies broadly beyond journalists to media practitioners and other non-media persons including
civil society organisations.*®

For example, in Steinmetz and others v. Global Witness, the UK Information Commissioner’s
Office (ICO) found that Global Witness, a civil society organisation, could rely on the journalistic
exemption under the UK Data Protection Act in order to process data concerning Steinmetz and
others and investigate and publish a story on corruption at the company BSG Resources. In
particular, the ICO stated: ‘non-media organizations may be able to invoke the exemption if their
purpose in processing the specific information is to publish information, opinions or ideas for
general public consumption. It is our view that this constitutes a journalistic purpose even if they
are not professional journalists and publication is part of a wider campaign.’3®

Processing with the aim of publication

The exemption applies where processing, which includes the collection, use, or storage of data
about a person, is undertaken with the intention of making the resulting journalistic material
accessible to the public.

In the UK’s Steinmetz case, the ICO held that not all personal data collected needs to be
published, and the exemption would still apply even where that data is collected and analysed to
write a story, even though the personal data is not in the end included in the story.

Reasonable belief that publication is in the public interest

Section 52 of the DPA requires the data controller to consider relevant factors including an
individual's right to privacy and data protection, the public right to access information, and the
right to press freedom. The test is subjective, and the controller is called upon to exercise their
own judgment, which should in all circumstances be reasonable.

In the UK, the ICO has stated that a controller may be required to demonstrate their decisions
were reasonable and performed to achieve a public interest that is set out in law 3’ Although this
obligation is placed on the data controller, it may be delegated to data processors as the
controller sees fit.

While Kenyan law does not define public interest, the country’s Data Protection Act (General)
Regulations 2021 state that public interest includes lessening or preventing a serious threat to
life, public health, or public safety, locating a person reported missing, and taking appropriate
action in relation to unlawful activity or serious misconduct.3®
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In Biriuk v. Lithuania, the European Court of Human Rights found that, although the press has a
duty to inform the public on matters of public interest, this should not result in harm to an
individual. In this case, the biggest daily newspaper in Lithuania had published sensitive
personal data about the plaintiff, Biriuk, revealing her HIV status. The court found after
examining the facts of the case that publication of the plaintiff's health status did not serve any
public interest, was not likely to contribute to public debate, and was merely to boost the
newspaper's sales.*®

Compliance is incompatible with journalism

The data controller is required to demonstrate a reasonable belief that compliance with some of
the provisions of the DPA is incompatible with journalism. Such situations may include the
disclosure of journalistic sources and third parties who provide information to the media such as
whistleblowers, or investigative journalism practices requiring journalists to operate covertly.
The Code of Conduct for the Practice of Journalism allows journalists to obtain information
through subterfuge where no other means is possible.*°

In the previously mentioned Steinmetz case, for example, Global Witness refused to comply
with a data access request from Steinmetz, as doing so would have been incompatible with the
exposé they intended to publish.

Compliance with codes of practice

As mentioned above, Kenya’s DPA also specifies that exemption from the principles of
processing personal data on the basis that the data controller reasonably believes that the
publication is in the public interest, only applies where the processing is demonstrably in
compliance with any applicable self-regulatory codes or codes of ethics. Kenya has a framework
of relevant standards and codes:

e The Media Council Act sets and regulates media standards in Kenya. Section 3 states
that, when exercising the right of free expression through journalism, media enterprises,
journalists, media practitioners, and consumers of media services should be guided by
the following principles:*

a) Reflect the interest of all in society;

b) Be accurate and fair;

C) Be accountable and transparent;

d) Respect the personal dignity and privacy of others;

e) Demonstrate professionalism and recognition of the rights of others; and

f) Be guided by the ‘National Values and Principles of Governance’ as expressed
by Article 10 of the country’s Constitution.

e The Code of Conduct for the Practice of Journalism further expounds on these
principles and applies to journalists, media practitioners, and media enterprises. The

11



code provides for fair and accurate reporting, with any false, misleading, or inaccurate
reporting corrected immediately,*? protection of confidential sources, especially where
those sources may suffer harm,*® and respect for individuals’ privacy, which should not
be interfered with except in the public interest.**

The Code of Conduct for Digital Media Practitioners is a self-regulatory set of
guidelines published by the Media Council of Kenya for digital media practitioners,
including online publishers, influencers, bloggers, and vlioggers.*® The code makes
explicit reference to the need to balance between free expression and privacy by
encouraging content creators to ensure disclosure of personal information does not
cause unnecessary harm to individuals or their families. Additionally, the guidelines allow
for the disclosure of certain information where this is in the public interest, such as data
about a person’s health, sexuality, religion, or tribe.

Editorial guidelines. Journalists in our survey (see Section 2 below) also mentioned
relying on editorial guidelines provided by media houses to balance between privacy,
data protection, and free expression, especially when determining when material is in
the public interest.*® The Nation Media Group’s editorial policy and guidelines highlight
elements to guide practitioners on this balance.*’ These include protecting the
confidentiality of sources, the use of subterfuge only in cases of public interest, and
recording interviews and conversations with the knowledge of the subject unless in very
limited circumstances. Other media houses likely have similar editorial policies, although
few such guidelines are in the public domain.

12



Section 2: The media and data protection
obligations




3. Survey: data protection awareness and
practice in the media sector

ARTICLE 19 undertook a media sector data protection awareness survey in Kenya under the
survey title ‘Our Data, Our Voice’ (Figure 1) between 9 and 13 January 2023. The purpose of
the survey was to ascertain levels of awareness of data protection and current data protection
practices among Kenyan media practitioners.

Questions covered topics including awareness of data protection legislation in Kenya, digital
security practices and media organisations’ in-house policies. The results show that further work
is needed to increase levels of awareness of data protection obligations in Kenya, and training
and other support is needed to strengthen data protection-related compliance in the media
sector.

AR

_—

v

Our Data Our Voice

Survey in Kenya

Figure 1. ‘Our Data, Our Voice’ survey title page

Methodology

ARTICLE 19’s survey used a primary data collection approach. Undertaken among a sample of
media practitioners the survey employed quantitative methodology to collect data through
computer-assisted telephonic interviews (CATI) integrating phone calls with an online survey.
CATI is a research methodology whereby an interviewer or moderator works through a
computerised questionnaire script with each respondent during a phone call or online video call.

CATI software enables researchers to ask different types of questions in a set sequential order.
This technique guarantees accuracy in questionnaire administration. The interviewer can give
explanations when questions are unclear, to improve the response rate.

To select survey respondents, we used simple random sampling from a contact list of mobile
telephone numbers. The sample frame contained different types of media practitioners in Kenya
such as journalists, online creatives, bloggers photographers. Some of the respondents were
drawn from marginalised communities to ensure the study was inclusive. We achieved a total
sample of 50 completed surveys out of the 80 contacts we approached (Figure 2).



Sample

A total of 80 contacts were used in this study
Sample : 50 completes achieved

Data collection date : 9 January 2023 to 13 January 2023

Mode of data collection : CATI ( Computer Assisted Telephonic Interviews)

Figure 2. Survey sample and other details

The respondents

We undertook the survey among 50 media practitioners from more than ten media organisations
countrywide, mostly those based in Nairobi, Kakamega, and Mombasa (Figures 3 and 4).

Organizations

The survey covered different media houses as well as media groups
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Name of your media organization/institution?

Figure 3. Media organisations with practitioners included in the survey
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2. Which county is your media house based?

Most of the respondents interviewed worked with media houses based in Nairobi,

Mombasa, or Kakamega
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Figure 4. Geographical location in Kenya of media organisations in survey

Interviewees included diverse media practitioners in Kenya (Figure 5).

Designation

Most respondents interviewed were reporters or presenters.
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Figure 5. Interviewee designations (media roles)
To be representative, the respondents were aged between 25 and 38, and most had worked in

the media for between one and ten years (Figure 6).

n=50



Respondent age and years of service

About 78% of those who took part in the study were between the age of 25 and 38 years old. Only 22%of the respondents
to the survey had served for over 10 years.

Respondent Age Years of service as a journalist
39-44 18-24 Over 15
Years,10% 45+,4%Years,8% Years,4%

10-15 ‘
Years,18% 1-5
ears,32%
5-10
Years,46%

4. What is your age range?
5. For how long have you worked as a journalist? n=50

Figure 6. Age of respondents and number of years as a media practitioner

The media practitioners interviewed worked in diverse media, including radio, online multimedia,
print and TV, and blogs (Figure 7).

Type of media

Over 50% of the survey participants contribute to radio, multimedia online, or print or TV outlets. Most of the media
practitioners work across different platforms.

90%
549% 50%
46%
l . -l =
Radio Multimedia Online Print TV Blogs Other

6. Which type of media platforms do you work with or contribute to (You can select more than one)

n=50

Figure 7. Respondents’ work by media platform type
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Awareness about data protection

The survey aimed to find out the level of awareness of data protection among media
practitioners. Of the 50 respondents surveyed, 10% claimed to have excellent knowledge of
laws governing data protection in Kenya, 74% said they had good knowledge, and 16%
admitted to having poor knowledge (Figure 8). Despite this claim, when we probed further, the
findings showed that actual levels of knowledge were very different.

Knowledge of laws governing data protection in Kenya

A high number of journalists claim to have awareness and knowledge of the various laws governing data
protection in the country.

Knowledge of the various laws governing data protection in
Kenya

Excellent,10%
|

11. What is your level of knowledge of the various laws governing data protection in Kenya? n=50

Figure 8. Respondents’ claimed knowledge of data protection laws in Kenya
To probe further, respondents were then asked:

a) If they were aware of the DPA 2019.

b) If they were aware of the journalistic exemption under the DPA 2019.

c) If they were aware of the Office of the Data Protection Commissioner (ODPC) in Kenya.

d) If the answer to (c) above was yes, if they were aware of the roles of the Data Protection
Commissioner.

e) If the answer to (d) was yes, what specific roles of the ODPC they were familiar with?

Figure 9 shows the results of questions (a) to (d).



Data Protection Act 2019

There is still low awareness of the complete Data Protection Act 2019, its clauses, the existence of the
Office of Data Protection Commissioner and its roles.

g ® Not aware at all
Somewhat aware (aware
™ of its existence but not the
- details)
u Familiar (aware of some
details)
" Knowledgeable (well aware
but not completely)
I E Completely aware

Data Protection Act 2019 Clauses that exempt The Office of the Data The roles of the Office of the
journalists from adhering to  Protection Commissioner ~ Data Protection Commissioner
some of the Data Protection

Act 2019 requirements

12. Are you aware of the Data Protection Act 2019?

13. Are you aware of clauses that exempt journalists from adhering to some of the data protection act 2019 requirements? n=50
14. Are you aware of theOffice of the Data Protection Commissioner?

15. Are you aware of the roles of theDffice of the Data Protection Commissioner?

Figure 9. Respondents’ knowledge of the DPA 2019 and ODPC

Question (e) was answered by 32% of respondents (16 people), who said they were at least
familiar with the roles of the ODPC. Most of these respondents knew the ODPC is responsible
for investigating complaints of infringement of the right to data protection (Figure 10).

Awareness: Roles of the Office of the Data Protection Commissioner

The Office of the Data Protection Commissioner receives and investigates complaints of infringement of
rights under the Act. It also exercises oversight on data processing operations.

B5%
4 5%
35%
15% 15%
Receiving and Exercising oversight on Establishing and COwverseeing the Other
investigating any data processing maintaining a register of  implementation of the
complaint by any person operations, data controllers and data Data Protection Act
on infringement of the prOCessors
rights under the Act.
16. Which roles are you aware of? n=20

Figure 10. Respondents’ awareness of the roles of the ODPC



Although 74% of respondents claimed to have excellent or good knowledge of laws governing
data protection in Kenya (Figure 8), as Figures 9 and 10 show, awareness is actually still low.
For example:

e At least 22% of the respondents were not aware of the existence of the DPA 2019 and
28% aware of its existence but not of the contents.

e At least 56% of respondents were not aware of the journalistic exemption under the
DPA.

e 64% of respondents were not familiar with the ODPC , and a further 68% were not
aware of the roles of the ODPC.

We combine these findings in Figure 11. The image on the right in Figure 11 shows the average
level of actual awareness (on a scale of 1 being not aware at all to 5 being completely aware)
among the respondents who claimed excellent, good and poor knowledge of the laws governing
data protection in Kenya.

Knowledge on Data Protection Act and awareness of specifics

Of the 74% of those who claim to have good knowledge on laws governing data protection, a majority are
aware of its existence but not the details.
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Aware of the Data Protection Act 2019

:Aware of clauses that exempt journalists from adhering to some of the data protection act 2019 requirements?
Aware of the office of the Data Protection Commissioner?

waare of the roles of the office of the Data Protection Commissioner

11. What is your level of knowledge of the various laws governing data protection in Kenya?

12. Are you aware of the Data Protection Act 2019?

13. Are you aware of clauses that exempt journalists from adhering to some of the data protection act 2019 requirements?

14. Are you aware of the office of the Data Protection Commissioner? n=50
15. Are you aware of the roles of the office of the Data Protection Commissioner?

Figure 11. Respondents’ awareness of the specifics of data protection in Kenya

Digital security practices

The survey also sought to understand digital security practices among Kenyan media
practitioners. This is because media practitioners are not exempt from obligations to maintain
data security while processing data for the purposes of journalism. Poor personal digital security
habits could lead to an infringement of the data protection and privacy rights of others.



The survey results found that a majority of respondents had been exposed to digital security
threats, and 63% had faced online intimidation. The survey showed that 6% of respondents had
had their emails hacked; 3% had had their phones tapped; and 3% stated they had been victims
of cybercrime. Although the precise nature of the intimidation was unclear from the survey, this
may have affected some respondents’ ability to conduct journalism. (Figure 12).

Intimidation, threats, violations, or abuse in relation to work

There is a high rate (70% ) of intimidation, threats, violations, or abuse in relation to work of journalists. This is mostly
through insults published online and online intimidation which happens  occasionally.
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n=50

n=35

7. Have you experienced any online intimidation, threats, violations, or abuse in relation to your work as a journalist?
8. If Yes in Q7, Kindly specify the type of threats you have faced?
9. How frequently have you experienced digital security threats (from the examples you have given above) while performing you r work?

Figure 12. Respondents’ experience of online intimidation, threats, violations, and abuse

In addition to digital security threats, we also sought to find out if any daily habits of respondents
could put them or those covered by their work at risk. More than 70% of respondents believed
privacy is more important than convenience and worried a lot about levels of privacy protection
while online. More than 76% said they protect the contents of their emails and browsing habits
from advertisers and third parties (Figure 13).



Online data protection

Most (over 70%) of the journalists believe privacy is more important than convenience and they worry a
lot about the levels of privacy protection while online and they protect the contents of their emails and
browsing habits from advertisers and third parties.

Strongly disagres
Disagree

Neutral

Agres

Sirongly agree

| protect the contents of my emad In general, | arm worried about ry  Privacy is more important than | hawe changed my online behavior

and browsing habits from current levels of privacy protection  corvenience when i comes to because | thought my
advertisers and third parties by I5P, e-mail and websites intemet communication was being
monitored

17. Do you agree or disagree with the following statements?

« | protect the contents of my email and browsing habits from advertisers and third parties

* Ingeneral, | am worried about my current levels of privacy protection by ISP,4nail and websites
* Privacy is more important than convenience when it comes to internet

« | have changed my online behaviour because | thought my communication was being monitored

n=50

Figure 13. Respondents and online data protection: views and practices

Secure devices are important when processing data. However, the survey showed that some
respondents worked online in various ways that may compromise data security. At least 12% of
respondents said they used devices in cybercafés; 10% connected their devices to public wi-fi;
and some used devices borrowed from friends (Figure 14).

Computers used while filing stories

Personal and office desktops or laptops are commonly used to file stories by journalists who were interviewed in this
study. Personal mobile phones too are commonly used when filing stories.

Computers used while filing stories

58%

+ Friend’s laptop

* Personal mobile
phone
22%

12% 10%
B e =
|
Desk topllaptop at  Office Desk top in my  Computer in cyber  Laptop that | connect to Computer at a Other
Home media hause cafes niernet in vanous resource centre
places (WIFI)
n=50

21. Which computer(s) do you use while filing your stories?

Figure 14. Online devices and locations used by respondents to file stories
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Training and resources

Survey questions also sought to learn about the resources available to help media practitioners
understand their data protection responsibilities and what more would be required to improve
current practices.

At least 68% of respondents said their media organisation did not provide training or resources
on data protection or digital security (Figure 15). However, after a further probe, the results
showed that organisations did at least provide and implement certain policies.

Training and resources by your organisation

Most media organisations do not offer trainings or resources for digital/online security or data protection.

Yes,20%

Digital'online security Data protection

10a. Does your organisation provide training and/or resources for any of the following? Digital/online security n=50
10b. Does your organisation provide training and/or resources for any of the following? Data protection

Figure 15. Respondents’ organisations’ provision of relevant training and/or resources
After a further probe, the findings included that:

e At least 62% of respondents stated that their media organisation had a policy for dealing
with requests for personal information from data subjects.
At least 12% stated that their media organisation did not have a data protection policy.
44% of respondents did not know if their media organisation had a record retention or
disposal policy (Figure 16).
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Media house policy implemented

Over 50% of media houses have implemented policies for dealing with requests for personal information
and information security policy. There is still low implementation of data protection policy as well as
internet and email policy which relates in part to data protection.

mhot aware
Mo
I I I-Yes

Policy for dealing with Information security Privacy policy Records: Diata protection policy  Internset and email

requests for personal policy retention/disposal policy which relates in
mformation palicy part to Data
Protection

18. Does your media house have in place any of the following policies? (Read out; tick any that apply)- Yes/No/Not aware
+ Data protection policy

+ Internet and email policy which relates in part todata protection

« Privacy policy

+ Records retention/disposal policy n=50
« Information security policy

« Policy for dealing with requests for personal information

Figure 16. Media organisations’ implementation of policies relevant to data protection

These findings indicate that some media organisations need to develop additional policies in
relation to data protection and that media practitioners need to become more familiar with
existing organisational policies that cover critical aspects of their data protection obligations.

Finally, 100% of respondents showed high interest in receiving more training on data protection

and digital security. This is critical to ensure media practitioners understand their obligations
(Figure 17).
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Interest in training on digital security and data protection

There is high interest in training on digital security and data protection among journalists who were interviewed in this
study. All respondents would like to be part of the training.

Interest in receiving training on digital security and data protection

Yes,100%

n=50

23. Would you like to receive training on digital security and data protection?

Figure 17. Respondents’ interest in receiving training on data protection and digital security
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Recommendations

Kenya'’s Office of the Data Protection Commissioner (ODPC) should:

1.

adopt an approach that gives effect to both freedom of expression and the right to
privacy and not unduly limit the right to free expression and access to information in the
context of journalism.

Define the exact scope of the journalistic exemption, including the provisions of the Data
Protection Act 2019 from which derogations are permissible under the exemption.
Clarify that Section 52 of the DPA 2019 includes journalism, with a wide definition and
interpretation of what constitutes journalism.

Clarify that the journalistic exemption not only applies to journalists and media
organisations but covers civil society organisations and campaigners as long as they
publish, or intend to publish, journalistic material that is newsworthy and in the public
interest.

Establish that organisations and campaigners can collect and process (analyse) data to
produce a story even if in the end the data is not published, as the collection of personal
data plays an important role in facilitating journalism

Require media organisations to publish and regularly review their policies relating to the
protection of personal data and privacy, and to train new staff — and retrain existing staff
— on their policies, particularly in areas of balancing between privacy and free
expression.

Encourage digital media practitioners to comply with the self-regulatory Code of Conduct
for Digital Media Practitioners.

Kenyan media organisations should:

1.

2.

Publish and regularly review of your policies relating to the protection of personal data
and privacy.

Train new staff — and retrain existing staff — on the policies, particularly in areas of
balancing between privacy and free expression.

And Kenyan digital media practitioners should:

3.

Commit to comply with the self-regulatory Code of Conduct for Digital Media
Practitioners.
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