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In this report, ARTICLE 19 and Digital Rights Collective investigate how
closed-circuit televisions (CCTV) are procured in Myanmar.

An underlying concern for this report is the transparency of public
procurement and spending and accountability of government operations.
Public procurement is supposed to provide for citizens’' needs, and
therefore it must be accountable to the public. Access to information is
key to this accountability. Transparency of public procurement allows
civil society to act as an effective watchdog on government systems,
making recommendations for change and bringing this crucial area —
where public and private sectors meet — under better public scrutiny.

CCTV cameras form an essential prerequisite for artificial intelligence
(Al)-based biometric surveillance technologies that make up smart

cities’ infrastructure, such as live and retrospective facial recognition,
automated number plate recognition, and emotion recognition, among
others. Given the grave human rights implications of CCTV infrastructure
and its increasing scale in the country, we seek to understand the
compounding risks of this technology against the backdrop of a military
coup. This is crucial to study, given that CCTVs are an important building
block for remote biometric identification and mass surveillance, both of
which are steadily becoming entrenched across Myanmar.

Thousands participate in a protest against the military coup in Yangon's downtown area, Sule. CCTV
cameras are installed on all four sides of the Sule junction.
Photo: February 2021, Digital Rights Collective.



Who buys and controls the CCTV? Back to contents | 07

Our report demonstrates how CCTVs are procured and deployed in
Myanmar, and the human rights implications of their use. It aims to:

Equip civil society with the necessary background and context
on public procurement within the country to carry out further
research and advocacy;

Provide relevant context of Myanmar'’s political
reality, legal framework, and legacy of surveillance;

Outline key information on current technologies of interest
and entities building and supplying these technologies;

Analyse the human rights implications of
CCTV systems; and

Highlight areas of further investigation.

In particular, this report emphasises the dire need for transparency and
accountability within the country’s procurement processes and technology
deployment. We seek to highlight that studying traditional infrastructures
like CCTV is important for digital rights activists and academics as it is
these infrastructures that pave the way for ‘smart’ biometric technologies
to scale rapidly further down the line in the absence of legislation,
safeguards, oversight, or human rights considerations.

In the pages that follow, we trace how CCTV cameras came to be normalised
and adopted within three cities in Myanmar, namely Mandalay, Yangon, and



Executive summary Back to contents | 08

Naypyidaw. We investigate who is building CCTV technology, who buys such
technology, the purported use cases intended for these technologies, and their
resulting implications against the backdrop of a military coup. The findings
presented here are useful to civil society actors for thinking through the
potential harms arising from the use of CCTV cameras and subsequent Al
applications in Myanmar and beyond, particularly in jurisdictions where
similar crises are likely to happen. With information gathered from media
reports, government tenders, leaked government documents, and interviews
conducted before the military coup, we discuss how smart city technologies
are currently procured in Myanmar to highlight a crucial stage of smart city
deployment that civil society is rarely able to influence. We also analyse
the impact of such technologies on human rights, particularly freedom of
expression, privacy, and freedom of peaceful assembly, and demonstrate
the need for a more rigorous analysis of the potential impact of technical
infrastructure from the stage of procurement to deployment. Finally, we draw
attention to the lack of transparency and the pieces of information that are
not known to us to highlight the difficulty and secrecy of the working of the
government's infrastructure. Overarchingly, we point to how opacity is
normalised as a feature and not a bug within Myanmar’s technology
procurement framework and we provide recommendations for a way forward.

In this report, we lay down the essential components of a rights-

respecting framework for developing smart cities in Myanmar, and make
recommendations to the military junta in Myanmar, and to the private
sector. The military junta should stop purchasing, developing, and using
technologies, particularly emotion recognition technologies, that impact
human rights. The private sector should stop selling and deploying
equipment for smart city infrastructures to authoritarian dictatorships.
They should also ensure that the design, development, and use of smart city
infrastructures adhere to the UN's Guiding Principles on Business

and Human Rights. Risk assessment reports and associated procedures to
mitigate risks must be carried out, published, and communicated effectively.

We consider the findings from this report as a first step towards equipping
civil society and investigative journalists with the information necessary
to push back against mass surveillance and repressive uses of technology
in Myanmar and beyond.


https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf

“Public procurement is meant to
provide for citizens' needs so it
must be accountable to the public.
Access to information is key to this
accountability. Transparency of
public procurement allows civil
soclety to act as an effective
watchdog on government systems,
making recommendations for
improvement and bringing this
cruclal area — where public and
private sectors meet — under better

public scrutiny.”
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‘Smart cities’ is a term used by governments and companies alike to
describe the use of digital technologies to facilitate and purportedly
enhance public service delivery! Initially coined as a marketing term by
IBM in 2009 under its ‘smarter cities’ vision to enable cities to ‘lead the
way into a prosperous and sustainable future’, smart cities are now also a
policy objective in countries across the world.?

In 2018, the Association of Southeast Asian Nations (ASEAN) member
states launched the ASEAN Smart Cities Network (ASCN) to encourage
the integration of digital services in 26 cities towards the overarching
goal of smart and sustainable urban development.® As is typical in
smart city narratives, the ASCN views technology as an enabler of
progress and innovation that will eventually benefit individuals living
in smart cities — the assumption is that greater data collection and
installation of sensors will facilitate the seamless delivery of services
and resource management across the realms of transport, sanitation,
healthcare, governance, and more.

While the promise of smart cities seems almost utopian on paper, several
human rights challenges emerge from their design, development, and
deployment. Various organisations, including ARTICLE 19, have warned
against the uncritical adoption of emerging technology for solving
complex social problems.# IBM's initial foray into smart cities included
controversial projects in Davao city that may have facilitated horrific
human rights violations.® A 2019 study in Pune, a well-regarded smart
city in India, has shown that while sanitation projects focusing on ‘smart
toilets’ and ‘smart health' may consider the needs of those who use the
toilets, they fail to consider the impact on those who clean the toilets.
Sanitation work is deeply stigmatised in India and typically forced

onto people from lower castes, specifically Dalit women. The study has
shown that smart projects do not consult these women at all during

any phase of their design or development. As a result, such projects are
exclusive from the outset, raising key questions around the extent to
which these women may be surveilled during their work without their
consent. Furthermore, the privatisation of such public functions dilute
government accountability to sanitation workers more broadly, raising
further questions around how these businesses could be held accountable



https://www.ibm.com/downloads/cas/2JYLM4ZA
https://www.ibm.com/downloads/cas/2JYLM4ZA
https://asean.org/our-communities/asean-smart-cities-network/
https://theintercept.com/2019/03/20/rodrigo-duterte-ibm-surveillance/
https://giswatch.org/node/6174
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should they fail to provide decent wages, proper working conditions, and
job security for those who clean the toilets. In other words, are these
projects truly ‘smart’ if they continue to perpetuate decades of oppressive
practices?®

Overarchingly, smart cities are built on the idea of greater data collection
(including biometric data) and sharing, with significant implications for
the exercise of human rights, including the right to freedom of expression,
the right to protest, the right to peaceful assembly, and the right to

privacy. Smart cities also impact economic and social rights, particularly
as ‘smart’ infrastructures now act as gatekeepers to critical sectors in
everyday life, from immigration to availing government benefits and from
healthcare to employment.

The design, development, and deployment of smart cities involve complex
systems of decision-making that is often done behind closed doors, with
little to no involvement from the public or civil society. Smart cities

are usually the product of public—private partnerships between city or
national governments and companies that provide the infrastructure and
‘smart’ technology including cameras, monitors, algorithms, sensors, and
so on.” The vision for smart cities is promoted not just by the companies
selling products alone, but also by management consulting giants aiming
to paint a picture of more liveable, efficient cities in the future.? Within the
umbrella of smart cities, technology procurement can reveal a lot about
how state actors organise their priorities around governance and public
service delivery. Peering into the process of procurement also reveals
how and why certain technologies make it to the stage of deployment and
point to accountability mechanisms (or lack of) within this process.



https://giswatch.org/sites/default/files/gisw2019_web_india_mal.pdf
https://giswatch.org/sites/default/files/gisw2019_web_india_mal.pdf
https://rosalux.nyc/rethinking-the-smart-city/
https://rosalux.nyc/rethinking-the-smart-city/

Overarchingly, smart cities are built

on the idea of greater data collection
(including biometric data) and sharing,
with significant implications for the
rights to freedom of expression, the
right to protest, the right to peaceful
assembly, and the right to privacy.

Smart cities also impact economic

and social rights because ‘smart’
infrastructures now act as gatekeepers
to critical sectors like immigration,

healthcare, and employment.
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In this report, ARTICLE 19 and Digital Rights Collective investigate how one
particular component of smart cities in Myanmar — CCTVs — are procured.

This is an important area of investigation for several reasons.

First, CCTV cameras form the infrastructural backbone of a host of emerging
technologies — including Al applications like facial and emotion recognition.
The mission creep embedded in technical and policy design for CCTVs go
from simply being installed cameras for ‘safety’, to being equipped to carry
out remote biometric identification. Verification capabilities are normalised
across policy documents but are rarely logistically understood. We focus on
CCTV infrastructure generally, not just on one specific application like facial
recognition or automated number plate recognition, as it is often
technologies like traditional CCTVs which facilitate the easy transition to
Al-based surveillance simply by layering on newer applications without
adequate scrutiny. In this report, we trace how CCTVs as an infrastructural
building block of smart cities, in particular, are installed in the first place
and ask how they may evolve in the future. We analyse these developments
through a human rights lens. We also provide a preliminary analysis of
CCTV installation in three cities in Myanmar to help the reader understand
these developments against the background of national priorities.

Second, this research is published at a particularly unique juncture in
Myanmar's political reality: it began when the civilian-elected National
League for Democracy (NLD) government was in power, and subsequently
developed during and after the military coup in February 2021. There was
an intensifying crackdown against protesters and activists in Myanmar
after the military coup. As the new State Administrative Council formed
after the coup, taking control of the country’s legislations, governance,
infrastructure, and technology, concerns surrounding potential uses

and impacts of smart cities’ infrastructure have evolved and become
increasingly urgent. Images of authorities monitoring protest movements
in traffic control centres were shared over social media.’® With the military
authoring new legislations and taking control of infrastructure and
technology, there are increasing indications that the existing smart cities’
infrastructure will be used to monitor people who are engaged in civic
participation and exercising their rights to free expression.!’



https://twitter.com/moramg20/status/1358465960299032578
https://www.article19.org/resources/myanmar-scrap-cyber-security-draft-law-and-restore-full-internet-connectivity/
https://www.article19.org/resources/myanmar-scrap-cyber-security-draft-law-and-restore-full-internet-connectivity/
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Third, CCTV technology and the various face, emotion, gait, and number
plate recognition capabilities it can facilitate have enormous implications
for human rights. The indiscriminate growth of CCTV networks facilitates
mass surveillance, with major implications for the right to privacy
which in turn creates chilling effects on the freedom of expression and
association. Selective adoption of CCTVs also exists, thus endangering
the right to equality and non-discrimination. Cameras are installed in
‘high crime’ or crowded areas, which globally have been shown to have

a disproportionate focus on historically disadvantaged groups along the
axes of class and socioeconomic status, among others.! It is important to
remember in the context of Myanmar's current political climate that
footage from traditional CCTV cameras can be used to conduct
retrospective biometric identification and analysis, whereas newer CCTV
cameras tend to come equipped with these capabilities.

theoretical basis

Methodology and

Our initial research methodology to understand Myanmar's smart

city involved conducting a scoping exercise based on interviews and
desk research to understand the nature of smart city projects, and

then subsequently planning to approach the implementing members

of the Mandalay smart city committee or Mandalay City Development
Committee (MCDC) to gather any information they would be willing to
share for analysis. We chose Mandalay as a vantage point to understand
smart cities and Al in Myanmar as Mandalay has been garnering
recognition for its efforts in implementing smart cities,’? while the
MCDC also had higher civic engagement. We planned to combine the
data they shared with the information from government tenders and
announcements of the smart city projects. After that, before the research
concluded, we hoped to conduct consultations with Myanmar civil society
to include their concerns.


https://www.mmtimes.com/news/mandalay-receives-smart-city-award.html
https://www.mmtimes.com/news/mandalay-receives-smart-city-award.html
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However, it was not possible to pursue this method after the military
coup, due to the risks involved for researchers working under the
drastically changed political landscape, and also because members of
the MCDC have been in hiding or are being detained by the military
junta. Therefore, we realigned our plans to gather as much available
information as we could from media reports, investigative journalism,
and leaked documents and tenders from the government to map out the
extent to which surveillance systems and Al technology infrastructure
had been developed in Myanmar'’s cities, especially within the new
context of the military dictatorship.

Our understanding and analysis from the scarce information that is
available online and from interviews misses the rich detail we could have
uncovered through field engagement. Yet our analysis of the government,
media, and civil society narratives offers the first step to foreground

the gravity of the dangers of the state surveillance used by the regime

on civilians in the near future. Our second difficulty is the inability to
verify some of the information collected from reports. Several pieces of
information for different projects are still missing or not yet reported, and
it remains risky to physically visit the project areas due to the pandemic
and an unsafe political environment. Thus, we present the information
we have as of now, as well as the information we do not have, as one of
the findings to highlight future areas of investigation.

Before the military coup happened, we managed to conduct interviews
during the initial scoping phase with individuals from eight civil society
organisations working mainly on digital rights and technology, and
those working with the government. We originally planned to use these
findings to formulate questions and topics to interview people directly
involved in implementing the smart city in Mandalay. As we resumed
this research after a hiatus from research activities during the early
months of the protests, our researchers, who are members of Myanmar
civil society, obtained leaked government documents and tenders from
close contacts. We searched across a total of 1,932 tender documents from
2020 using the following keywords — ‘cameras/mceqy, ‘CCTV', ‘control
room, ‘machine/oos’, ‘Monitor’, ‘Tech/spS:0po, ‘AT, ‘'safe city’, and ‘smart city'.
We extracted a total of 11 surveillance-related tenders in both Myanmar
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and English language announcements. In addition, we collected other
government announcements and news reports and investigated pieces
that came out after the coup.

Our mapping focuses on stages of procurement as we find that a number of
systemic issues are rooted in how and why technologies are purchased in
the first place. Although local media reports have given much attention to
the billion kyats (as per the 2019 exchange rate this would be approximately
USD 675,000, as per the 2020 exchange rate this would be approximately
USD 540,159) spent on CCTV megaprojects with Huawei, the focus has
primarily and exclusively been on Chinese involvement and potential
spying® through backdoors, as opposed to a systemic analysis of public
procurement. These findings are important but run the risk of missing
crucial insights into the procurement process that state actors in Myanmar
are pursuing to buy this technology, regardless of where it is coming from.*

Our focus on CCTVs — as opposed to a specific type of Al technology
like facial recognition — is a deliberate one, as we view CCTVs as an
entry point to understanding the larger ecosystem of smart cities in
Myanmar. CCTVs do not exist in isolation within smart cities, but
rather, as discussed earlier, form an integral prerequisite for many smart
city infrastructures to exist and function. This approach enables us

to analyse broader goals implicit within Myanmar'’s ‘smart’ future — a
majority of government documents simply refer to CCTV cameras at
the time of procurement, without specifying what kinds of surveillance
capabilities they wish to implement, such as face recognition, emotion
recognition, gait recognition, automated number plate recognition and
so on. We highlight this elision throughout the document.


https://www.irrawaddy.com/opinion/analysis/amid-intl-espionage-concerns-mandalay-embrace-huawei-safe-city-project.html
https://www.irrawaddy.com/opinion/analysis/amid-intl-espionage-concerns-mandalay-embrace-huawei-safe-city-project.html
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On smart cities, safe cities,

and political realities

After coming out of a five-decade-long military dictatorship in 2010, the
Myanmar military (Tatmadaw) relinquished their power to transitional
civilian governments for a little over 10 years, during which time the
country made notable progress as a democracy. In 2015, the long-time
opposition party against the military, NLD won a landslide victory in
the second general election since the transition, under the leadership

of Myanmatr's icon of democratic struggle, Aung San Suu Kyi, and
became the first government with popular civilian support. However,
this reign of power was not without grave problems either — during the
military operation that forced out more than 730,000 Rohingya, the NLD
government stayed silent, and Aung San Su Kyi rejected the accusations
of genocide against the Rohingya in The Hague.’®

Between 2010 and 2021, a focus on technological development as a
marker of democratic progress became gradually apparent. Smart city
achievements were lauded as progressive developments in a country
coming out of decades of dictatorship and are at the centre of a rapidly
growing surveillance infrastructure in Myanmar.’® Of all the cities across
Myanmar, Mandalay has received much media attention compared to
other cities for the openness and progress of the MCDC, the administrative
body of Mandalay. Members of MCDC have been relatively more engaging
than other regional governments, evidenced by the availability of
information in media, reports,” and the committee's appearances in
public interviews. The Mandalay government promoted and touted Al-
driven smart cities as the enabler of success and modernisation during
the five-year NLD terms.!® This is galvanised by regional recognition for
their progress in implementing technology-enhanced public services;

the implementation committee received an award® and Mandalay was
ranked fifth?° in Southeast Asia’s top 10 cities in the process of becoming
a smart city in 2018. Just a few months before the end of the NLD term



https://www.reuters.com/article/us-myanmar-politics-timeline/timeline-events-in-troubled-myanmar-since-suu-kyis-nld-party-came-to-power-idUSKBN2A112I
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.irrawaddy.com/news/burma/myanmars-second-biggest-city-receives-smart-city-award-2019.html
https://www.irrawaddy.com/in-person/making-myanmars-last-royal-capital-asean-smart-city.html
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and before the coup in 2021, the Mayor of Mandalay, Dr Ye Lwin,* posted
on his Facebook profile a list of city development projects achieved during
his term, many of which were smart public services. On the other hand,
both Yangon (the largest commercial city in Myanmar) and Naypyidaw
(the administrative capital and seat of the government) were also part

of Myanmar's pledge to the ASCN. However, both cities focused on other
projects like public housing in their smart city action plan,?? while
Mandalay’s focus was heavily on other public services.

Driven by ASEAN recognition and an award, the MCDC has strived to
push the integration of Al into its infrastructure as part of its 30-year
plan.?® Services include GPS to track garbage disposals, remote sensors to
control traffic flows, smart technology for solid waste management, smart
payment for Mandalay'’s digital payment system, and CCTV installation
in crime-heavy neighbourhoods, to name a few. By 2019, MCDC had a

fully operative control centre?* where the officers monitor traffic flows

and congestion on 13 screens and adjust the sequencing of traffic lights
accordingly through the detection of the sensors installed in CCTV
cameras.

At the same time, other cities were also integrating Al into public spaces,
albeit not under the smart city umbrella. For example, since 2018, Yangon
has been setting up smart payment for buses, while installing CCTVs
across the city in traffic lights, popular public areas, and airports that
are not necessarily under the frame of ‘smart city’ projects in media

or government narratives. According to interviews conducted for this
project, a member of the Yangon IT development committee informed

us that the committee had been less transparent about such projects
compared to Mandalay. Under the NLD government, one of the primary
reasons given for the CCTV installation was to ‘empower police by
complementing the lack of police staffing in preventing crimes to make
places safe’?® The Myanmar Government has been well versed in using
this justification of safety to exert control; one of the most notorious
examples is the ‘guest registration’ law, whereby a visitor staying
overnight at a person’s house needs to register at the neighbourhood
administrator appointed by the government. This law was practised
throughout the old military regime and removed during the NLD


https://asean.org/wp-content/uploads/2019/02/ASCN-Consolidated-SCAPs.pdf
https://www.irrawaddy.com/features/mandalay-chases-dream-becoming-myanmars-first-smart-city.html
https://www.irrawaddy.com/features/mandalay-chases-dream-becoming-myanmars-first-smart-city.html
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.irrawaddy.com/news/yangon-put-cctv-cameras-high-crime-neighborhoods.html
https://www.irrawaddy.com/news/yangon-put-cctv-cameras-high-crime-neighborhoods.html
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government due to public criticism. The new junta re-enacted it amidst
the growing protests in February, along with other legal amendments that
corrode individual freedom.

CCTV installation in Myanmar's smatrt cities is part of a longer legacy
of surveillance in Myanmar and sits at the juncture of two overlapping
policy initiatives. The first is that of ‘smart city’ initiatives which, as
discussed earlier, were conceived as part of NLD’s different regional
governments to digitally equip Myanmar's large cities — Yangon,
Mandalay, Naypyidaw, Monywa, and Mawlamyine — with Al technology.?
The second is that of ‘safe city’ plans that focus on CCTV installation in
specific civic spaces like residential neighbourhoods in Mandalay and
Yangon, as well as citywide CCTV installation in Naypyidaw.?” These
include AI and data-based projects, CCTV installation with facial
recognition, and vehicle licence plate recognition. Surveillance cameras
and CCTV infrastructure form an integral part of both initiatives given
their long legacy in Myanmar'’s surveillance practices. The companies
supplying this technology include Chinese giants like Huawei and also
local companies as discussed later in the report.

The Myanmar Police Force has also long relied on tracking vehicle
licence plate numbers to track down people. Car ownership in Myanmar
is a tightly controlled system with elaborate registrations using the
owner'’s personal information such as name, identification number, and
address. There are no data protection or personal privacy protection laws
that allow or limit how much the police or ‘authority’ can access the

data of a car owner. The government has projected a narrative of vehicle
tracking as an effective crime-fighting method since previous junta times.
Current CCTVs with number plate recognition can alert the police if an
unwanted or suspected car comes into sight.

On 1 February 2021, the military rule returned just a few months after the
third general election, when the Tatmadaw led by its current head, Senior
General Min Aung Hlaing, staged a coup d'état, detaining the leader of the
NLD party and the President along with other NLD government officials,
activists, and the artists, and thus ending a short-lived democratic period
in the country.


https://www.mmtimes.com/news/nay-pyi-taw-authorities-activate-335-cameras-able-detect-faces.html
https://www.mmtimes.com/news/nay-pyi-taw-authorities-activate-335-cameras-able-detect-faces.html
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Protests against the military coup have taken place on streets across
almost all cities in Myanmar since February 2021, often occurring
organically and spontaneously in many municipalities and large cities.
Since the beginning of the coup, thousands of people have organised
peaceful civil disobedience movements, boycotts, and protests in the
early days, and armed struggles at the later stage, to resist the coup

and demand the return of democratic rule and the release of the

people detained. Over a year after the coup, peaceful protests are being
cracked down on brutally and inhumanely by security and police

forces deployed by Tatmadaw. The Assistance Association for Political
Prisoners (Burma) reported as of 1 October 2021 that there were 1,146
people killed, 8,584 arrested, and 6,921 detained in relation to the military
coup since 1 February 2021.22 The military’s Ministry of Transport and
Communications announced it would include codes of regions and
townships of a vehicle’s licence plate as a ‘security feature’ starting by the

end of July 2021.%°

“CCTV installation

in Myanmar's smart
cities is part of a longer
legacy of surveillance.
Since February 2021
the military has turned
these cameras into

a weapon — to track
and arrest those who
dissent.”

After the military took power in
February 2021, the Tatmadaw took
command of the CCTV control centres
across Myanmar, making CCTVs a
new kind of weapon when repressive
forces seize central authorities.
Concerns around the chilling effect
of CCTVs on freedom of expression
arose almost immediately — people
protesting against the coup raised
concerns that the military was

using these systems ‘like a digital
dictatorship — the regime is using
technology to track and arrest
citizens, and that’s dangerous’®°

Responding to concerns about the increasing use of surveillance
technology, Huawei has maintained that they merely provide ‘standard

ICT infrastructure equipment’3!



https://aappb.org/?p=17934
https://www.hrw.org/node/378187/printable/print
https://www.hrw.org/node/378187/printable/print
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But infrastructure is not as innocuous and non-controversial as Huawei
makes it sound. During this intensifying crackdown against protesters
and activists, images of authorities monitoring protest movements in
traffic control centres were shared on social media.®? With the military
authoring new legislations and taking control of infrastructure and
technology, there are increasing concerns that the Myanmar military
can potentially utilise existing smart cities’ infrastructure — such as
Naypyidaw's fully functioning surveillance networks, Yangon's vast
CCTV spread, and Mandalay’s CCTV network — to monitor people who
engage in civic participation and exercise their rights to civil liberty.®

In Mandalay specifically, after the coup disrupted the plans in 2021, the
military ousted the incumbent MCDC by arresting®* the Mandalay City
Mayor, Dr Ye Lwin, who led the Smart City Project, and replacing® them
with its own Mandalay regional council. The implementation of CCTV
and other equipment, together with Huawei as part of the Mandalay
Safe City, has reportedly transferred to the military in May 2021. The
equipment arrived in February 2021.% It is not yet clear at the time of the
writing how the implementation will unfold under the military council’s
management. Two local companies, ACE and Zarni Electronics, won
tenders to install the equipment, but information or specifications about
such tenders could not be found. CCTVs equipped with face and licence
plate recognition are connected to servers accessible by police stations.
The seeds for Mandalay’s surveillance system pre-date the coup — and
despite this new deal with Huawei to ramp up ‘security’, Mandalay
already had over one hundred monitors®” that were monitored by the

police command centre since 2015.38

One of the major concerns expressed by civil society representatives
interviewed for this report was the restriction on the freedom of
movement and civic participation that smart cities more broadly could
impose. Civil society activists stated that CCTV networks with facial
recognition systems are on the horizon and that they could be used


https://twitter.com/moramg20/status/1358465960299032578
https://www.article19.org/resources/myanmar-scrap-cyber-security-draft-law-and-restore-full-internet-connectivity/
https://www.article19.org/resources/myanmar-scrap-cyber-security-draft-law-and-restore-full-internet-connectivity/
https://elevenmyanmar.com/news/mandalay-mayor-detained-again
https://www.irrawaddy.com/news/burma/huawei-supply-mandalays-safe-city-project-cameras-security-equipment.html
https://www.irrawaddy.com/news/burma/huawei-supply-mandalays-safe-city-project-cameras-security-equipment.html
https://www.facebook.com/CCTV.Cameras.Myanmar/posts/461288577405393/
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to identify and monitor activists who have been most vocal about the
government, effectively restricting their freedom of movement and
freedom of assembly. Under the NLD government, special police (the
police from the Special Branch of the Special Intelligence Department)
used camera footage against activists in legal cases.* Since the coup,
protesters have expressed fear that footage from the CCTV cameras linked
to public networks and private residences has been used by the military
to track or arrest them.*? As civil society expressed in interviews, they
fear surveillance technology would increase the NLD government’s
control on freedom of assembly, thus shrinking civil society space. This
has now become a reality when the military is empowered by the same
surveillance technology.

Thousands participate in a protest organised by the General Strike Committee of Nationalities to
denounce the military coup and call for federal democracy in Yangon, Myanmar.
Photo: February 2021, Digital Rights Collective.



“CCTVs are typically justified by claims
that they will monitor, detect, and
prevent theft and fraud, and maintain
public order. They create the impression
of being watched, either by powerful
entities who could be the owner of

a private establishment, security
personnel, or more commonly, the
state. While this narrative has inspired
heavy investment into the installation of
CCTV systems, the enthusiasm around
CCTVs 1s rooted more 1n their perceived

potential than actual impact.”
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On CCTVs

Significant global adoption of CCTV cameras has followed since they
came into existence in 1942. The technology has transitioned from being

Back to contents | 26

used in military contexts to being adopted in various aspects of daily

life, most prominently to facilitate policing activities. In 2004, academic

experts* explained its expansion in public spaces through four stages:

The first stage is
the adoption of
CCTVs through

the private sector

to monitor banks,
shopping malls,
and commercial
establishments to
prevent theft and
fraud.

Stage two marked
the use of CCTV in
the ‘key institutional
areas of the public
infrastructure’ such
as schools, town halls,
public libraries, and
the transport sector.
This particularly
occurred in the mid-
1990s either because
laws relating to public
space surveillance
were relaxed in some
countries like France,
or simply because
CCTVs were slowly
normalised through
their use in the
private sector.

Stage three was
run by public
authorities under
the guise of crime
detection and
prevention and
involved the use
of CCTV in public
spaces such as
town centres and
streets.

Stage four
indicates the
adoption of CCTVs
moving towards
ubiquity, with
‘hundreds of
cameras providing
blanket coverage
of whole areas of a
city’.
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Nearly two decades after this classification by Norris et al,, we are firmly at
stage four. Currently, India’s capital New Delhi holds the record for having
the most CCTV cameras in the world, with 1,826.6 cameras per square
mile, followed by London (1,138.5 cameras per square mile), Chennai (609.9
cameras per square mile), and Shenzen (520 cameras per square mile).*?

NEW DELHI LONDON

11
I

T

TIITITIN D
1)

609.9 - 520



Who buys and controls the CCTV? Back to contents | 28

The justification offered for the deployment and use of CCTV networks
has consistently been to monitor spaces, prevent and detect crime,
particularly theft and fraud, and maintain public order. The installation of
CCTVs provides individuals with the impression of being watched, either
by powerful entities who could be the owner of a private establishment,
security personnel, or, as is increasingly common, the state. While this
narrative has inspired heavy investments into the installation of CCTV
systems across the board, the enthusiasm around CCTVs is rooted more in
their perceived potential than actual impact.

The effectiveness of CCTVs is debatable — Norris et al. suggest that ‘Tt
would appear that the global rush to install CCTV in public spaces has also
been carried out with little systematic attention to the issue of evaluation.
But it is the symbolic value of CCTV that is perhaps most important.”?

It is also telling that the illusion of safety is a crucial component of

CCTV adoption — Norris et al's research found ‘In different countries, at
various moments, crises, triggered by particular events such as a child-
kidnapping, a class-room murder, a terrorist outrage or rising concerns
over crime, will lead to calls for the extension of video surveillance.

Their findings are consistent with trends observed over the years across
multiple jurisdictions. The rush towards increased video surveillance
after the 9/11 attacks is testament to this fact, and also applies beyond

the USA: prior to 9/11, and after terrorist bombs were planted in London's
financial district in 1993 and 1994, the UK Government installed a ring of
steel’ — a network of CCTV cameras — in response.** This is puzzling given
that research on CCTVs has found that except in the case of preventing
car theft in parking garages, its use has not been found to reduce violent
crime.*® Further, CCTV cameras have little to no impact on controlling
crime on university campuses,* limited efficacy in residential areas,*” and
has a disproportionate impact on surveilling communities that have faced
historical discrimination.



“The effectiveness of CCTvs is highly
debatable. Except in the case of
preventing car theft in parking garages,
CCTYV cameras have little to no impact
on controlling crime on university
campuses, and limited efficacy in
residential areas. They also

tend to be have a disproportionate
impact on people who already face

discrimination.”
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As CCTVs are cemented into the fabric of public and private spaces,

it paves the way for the normalisation of mass surveillance. CCTV
systems not only symbolise watching people in real time, but the

ability of these networks to store information also means that people’s
actions, behaviours, interactions, and expressions are subject to scrutiny
and analysis both in real time and in retrospect. With the additional
layer of biometric surveillance, CCTVs now don't just watch what is
happening, but rather track who is doing what and, in the case of
emotion recognition, are also used to determine what type of person an
individual is. In the context of CCTVs in public spaces, the existence of
public—private partnerships that bring these systems to deployment is
also important to consider, particularly given their implications for the
freedom of expression, right to privacy, and the right to peaceful assembly
and association. Procurement processes that lay down specifications for
monitors, cameras, training personnel, etc, are often negotiated behind
closed doors to the extent that the installation and use of CCTVs only
become public knowledge once it is already in place, as opposed to being
subject to rigorous public debate and scrutiny before adoption.

CCTYV evolution and

integration with Al

CCTV networks today readily plug into wider technical networks like
smart cities and are easily equipped with Al-based applications like
face and emotion recognition. The technical infrastructure of cameras
and stored video feeds serve as the first step for these newer forms of
surveillance infrastructure to function.
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Myanmar's legal framework

Myanmar has a common law system created under the British colonial
government in the 1950s. Before the ‘civilian’ government, led by ex-
general Thein Sein, there was a denial of basic human rights, arbitrary
arrests, and abuses. After the 8888 Uprising in 1988, the military ruled by
decree for over two decades.

Myanmar'’s 2008 Constitution was drafted as part of the ‘Seven Step
Roadmap to Democracy’*’ The Constitution recognises the right to
freedom of expression and freedom of assembly, and limited aspects

of privacy; however, the reasonable restrictions provided fall short of
international standards as these rights are only granted to the extent that
they ‘do not contradict laws for the protection of national security, public
order, community peace and tranquillity, and public morality’5°

When the Thein Sein government came into power in 2011, censorship
and surveillance reduced to some extent. Some laws which provided
guarantees for freedom of expression were passed, such as the
Telecommunications Law, Law Relating to the Right to Peaceful
Assembly and Peaceful Procession, the News Media Law, and the
Printing and Publishing Enterprise Law.’! These amendments, however,
did not stop the government from using other existing laws to arrest
pro-democracy activists, journalists, and human rights defenders.

Civil society organisations pushed back on articles which violate
or could violate human rights, such as Article 66 (d), of the 2013
Telecommunications Law which criminalised ‘defamatory’ speech.%

Further, the excessive secrecy that characterised the previous
governments did not reduce, with the Official Secrets Act (1923) remaining
unreformed and used aggressively against journalists. Efforts to adopt

a right to information law started in 2016 but were limited.5® There

was a brief flirtation with joining the Open Government Partnership, a
multilateral initiative that aims to secure concrete commitments from



https://www.reuters.com/article/us-myanmar-journalists-officialsecrets/explainer-myanmar-wields-colonial-era-law-against-reuters-journalists-idUSKBN1EB0N6
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national and sub-national governments to promote open government,
empower citizens, fight corruption, and harness new technologies to
strengthen governance. This idea was ultimately dropped. Thus, the
mechanisms for the public, civil society organisations, and journalists
to be able to obtain information about smart cities implementation, any
protections, problems, abuses, or other issues, is virtually non-existent.

“In the context of smart
cities, it 1s crucial to
note that Myanmar

currently does not
have a data protection
framework.There are
no legal requirements
for transparency of
the operations of
CCTYV systems, and
individuals cannot
demand to know what
information is held
about them, or how it
1s being processed and
used by the operators
or third parties such as
government bodies.”

Interviewees explained that when it
comes to smart cities and CCTV, under
the 2017 Citizen's Privacy and Security
Law, surveillance needs to be carried
out with the approval of the ‘relevant’
ministry, in this case the Ministry

of Home Affairs. Governments that
want to install CCTV will thus need
approval from the Parliament and/or
the Ministry of Home Affairs. In the
context of smart cities, it is also crucial
to note that Myanmar currently does
not have a data protection framework.%*
Further, this lack of data protection
laws, which are in place in over 120
countries worldwide including China,
Malaysia, and Thailand, limits the
accountability and transparency of
the use of the systems, as there are no
legal requirements for transparency of
the operations of the systems, nor the
ability of individuals to demand what
information is held about them, or
how it is being processed and used by
the operators or third parties such as
government bodies.

Over the past few years, the cybersecurity and cybercrime law has
been one of the priorities of the NLD government. According to the
interviewees, in 2020, the NLD government was separating cybersecurity
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and cybercrime into two distinct frameworks. The Ministry of

Transport and Communications was planning to draft legislation only
focusing on cybersecurity. The interviewees also stated that it seems

the cybersecurity framework will be focusing on security rather than
data protection and digital rights. The Myanmar Centre for Responsible
Business has published its policy brief on cybersecurity and cybercrime
framework highlighting the need to address cybercrime, actions to
increase cybersecurity, and the steps for developing good cybercrime laws
as well as to avoid violations when implementing the law.%®

In Myanmar, the implementation of projects does not depend on relevant
legislation being in place. For instance, the Ministry of Transport and
Communications invested MMK 6,190 million (roughly USD 4 million)
towards implementing a Lawful Interception System for the 2019-2020
financial year, even though Myanmar does not have a legislative
framework for interception to this date.’® In the context of smart cities, the
implementers from Mandalay MCDC mentioned their concern for lack of
data protection, but yet they still went ahead with putting in place ‘smart’
infrastructure because they were not the ones enacting legislation.

Since the coup began, the military junta has amended laws that protect
human rights. The amendments enable arbitrary arrests, remove

basic privacy protections, and criminalise peaceful protests. These
developments, in tandem with an increasing reliance on repressive
technology, indicate a systematic build towards the erosion of human
rights. For example, under the Law Protecting the Privacy and Security
of Citizens, sections 5 (pertaining to safequards relating to search

and seizure), 7 (requiring a court order for any detention of more than
24 hours), and 8 (protecting an individual’s right to privacy) were
suspended as of 13 February 2021. Other legislations amended include
the Law Protecting the Privacy and Security of Citizens (2017), the
Penal Code 505 (A), the Ward and Tract Administration Law, the Code of
Criminal Procedure, and the Electronic Transactions Law.5”



https://www.myanmar-responsiblebusiness.org/news/draft-cybersecurity-framework.html
https://www.myanmar-responsiblebusiness.org/news/draft-cybersecurity-framework.html
https://www.hrw.org/news/2021/03/02/myanmar-post-coup-legal-changes-erode-human-rights
https://www.hrw.org/news/2021/03/02/myanmar-post-coup-legal-changes-erode-human-rights
https://www.myanmar-responsiblebusiness.org/pdf/Law-Protecting-Privacy-and-Security-of-Citizens_en_unofficial.pdf
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The spread of CCTV systems

across Myanmar

December 2015

At the Mandalay Police Command Centre, 80 CCTVs are set up
with 130 monitors

May 2016

A CCTV traffic centre is launched in Yangon: a total of 140
intersections across 25 townships have been fitted with CCTV
relays since February 2016 at a budgeted cost of MMK 2.5 billion

March 2019

The tender for installation in Naypyidaw is announced and
awarded to two companies founded by the former military general’s
family member: Naung Yoe for cameras and cables installation,
and Linn IT Solution for the construction of a control centre

\ 0 8ABEARA
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April 2019

The Chief of Police of the Myanmar Police Force visits China to
meet with Huawei

June 2019

The Yangon Regional Government announces that China has
provided 240 surveillance cameras for Yangon, with a total of
2,995 CCTV cameras installed in 1,138 places across Yangon



https://www.irrawaddy.com/news/burma/huawei-supply-mandalays-safe-city-project-cameras-security-equipment.html
https://www.facebook.com/CCTV.Cameras.Myanmar/posts/461288577405393/
https://www.frontiermyanmar.net/en/cctv-road-traffic-centre-officially-launched-in-yangon/
https://myanmar.gov.mm/news-media/news/latest-news/-/asset_publisher/idasset354/content/--3732
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August 2019

Mandalay Traffic Control Centre monitors traffic flows from 13
screens showing traffic congestion and adjusts the sequencing
of traffic lights through the detection of the sensors installed in

CCTV cameras

related components at the City Hall and at gates to housing

compounds

April 2020
Naypyidaw Development Committee installs 49 CCTVs and

awards Huaweli the contract in Mandalay

May 2020
The government holds a Swiss challenge for the tenders and

g May 2020
ﬂ The Yangon Region Police Office has seven locations and three
T % control rooms to monitor the Yangon—Mandalay Highway in
AVAYY —7
Eﬂﬂﬂfﬂ?/// \\\\‘ﬂﬂ Hlegu
for open tenders for 120 CCTVs and two monitoring control
rooms with 16 LCDs for eight ports and nine bridges along the

Yangon River

June 2020
Yangon Maritime Police and the Ministry of Home Affairs call
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at traffic points in six townships

,=~
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= July 2020
MCDC calls for open tenders to install individual loop sensors
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https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
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July 2020

MCDC and the Building and Central Store Department launch
a tender for the installation in six townships of an individual
loop censor traffic point, traffic lights with a computer system,
and CCTV cameras

July 2020

Yangon Region Police Force with Yangon Regional Government
launch a tender to install CCTV cameras in nine territories
within the Yangon Region

November 2020

Huaweli is awarded a MMK 1.9 billion contract for Al-powered
CCTVs for Mandalay’s Smart City project

December 2020

335 Huawei CCTV cameras with AI and face recognition go live

in Naypyidaw, costing MMK 4 billion (USD 2.9 million)

December 2020

Yangon City Development Committee launches a tender to
install CCTV cameras


https://www.myanmar-now.org/en/news/hundreds-of-huawei-cctv-cameras-with-facial-recognition-go-live-in-naypyitaw
https://www.myanmar-now.org/en/news/hundreds-of-huawei-cctv-cameras-with-facial-recognition-go-live-in-naypyitaw
https://www.myanmar-now.org/mm/news/5196
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Overview of existing systems

Mandalay

The ‘Mandalay Safe City’ project is one of the plans of the smart city
initiative to reduce crimes in Mandalay: the city administration signed

a MMK 19 billion (USD 1.02 million) contract with Huawei in November
2020% to buy Al-powered CCTVs with facial recognition capabilities.® The
second biggest city and central economic seat of Myanmar, Mandalay

is also known as the royal capital of Myanmar. It has been depicted as a
beacon of progress with the development of its smart city infrastructure
and has also received international accolades for developments within
the city.®° As part of a broader master plan, the MCDC took the lead in
implementing digital technology integration in their public services.®

The project planned to install CCTVs in three out of seven neighbourhoods
in Mandalay — Mahar Aung Myay, Chan Mya Thar Si, and Pyi Gyi

Tagon — within 6 months. These neighbourhoods were chosen due to a
higher crime tendency, reportedly claimed in the survey carried out by
district police and Huawei.®? This is not particularly unique to Myanmar

— researchers have found that surveillance exports from China tend to

be adopted in countries with high crime rates, even if the adoption has

no eventual impact on reducing crime levels.%® Cameras will be linked to
the MCDC control centre.’* Based on conversations with Mandalay locals,
the selection of these neighbourhoods is questionable given that these
neighbourhoods had lower incomes but did not seem to have a higher
crime rate relative to other neighbourhoods in Mandalay. Further to this,
the crime indicators that led to the survey outcomes, as well as the survey
itself, were not published.

The roots of these developments extend back by at least four years. In 2018
and 2019, officials from the Mandalay Police Force and the Myanmar Chief
of Police visited®® Huaweli offices in China. Huawei offered to support and
provide the required technology for transforming Mandalay into a smart


https://www.irrawaddy.com/news/burma/huawei-supply-mandalays-safe-city-project-cameras-security-equipment.html
https://www.irrawaddy.com/news/burma/myanmars-second-biggest-city-receives-smart-city-award-2019.html
https://www.reuters.com/article/us-myanmar-mandalay-feature-idUKKCN1UU04Q
https://www.irrawaddy.com/opinion/analysis/amid-intl-espionage-concerns-mandalay-embrace-huawei-safe-city-project.html
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city. As discussed in the following pages, the contract to buy equipment
was given to Huawei without a due tender process, which led the Ministry
of Transport and Communication to object to the decision and the project
draft. Due to criticisms and concerns about Huawei'’s involvement® in
possible spying, the Mandalay Regional Government ‘carefully”® revised
the contract draft in June 2019 and submitted it to the President’s Office
for review. There was a delay until May 2020, when the government

held a Swiss challenge for the tenders and Huaweil was again awarded
the contract. A Swiss challenge is a procurement process that requires a
public authority (usually an agency of government) which has received
an unsolicited bid for a public project (such as a port, road, or railway), or
for services to be provided to the government, to publish the bid and invite
third parties to match or better it.®® In July 2020, MCDC called for open
tenders to install individual loop sensors at traffic points in six townships,
according to the government’s tender website.

Naypyidaw

In Naypyidaw, Huawei-made CCTVs had already gone live by December
2020. Under a Naypyidaw Council (a regional government body) project
worth MMK 4 billion (USD 2.7 million),*® 335 cameras with facial
recognition technology and licence plate recognition were installed across
eight townships in Naypyidaw.”® The tender for installation was called in
2019 and awarded to two companies founded by a family member of the
former military general: Naung Yoe Technologies for cameras and cables
installation, and Linn IT Solution for control centre construction.”

The tender process did not indicate where CCTVs would be installed but
it appears most major roads, traffic junctions, and toll gates are under
surveillance — and possibly many more places that are not reported.
According to the announcement from the companies and tenders, CCTVs
have also been installed in Naypyidaw City Hall, housing compounds, the
airport, and parliament buildings. Police have direct access to operate the
Naypyidaw control centre, and will keep the footage for 60 days.” Given
the lack of transparency about the process and specifications, it is not
clear how Huawei's current role and status have come to exist.



https://www.irrawaddy.com/opinion/analysis/amid-intl-espionage-concerns-mandalay-embrace-huawei-safe-city-project.html
https://www.irrawaddy.com/news/burma/cctv-contract-huawei-will-guard-spying-mandalay-chief-minister.html
https://www.irrawaddy.com/news/burma/cctv-contract-huawei-will-guard-spying-mandalay-chief-minister.html
https://www.myanmar-now.org/en/news/hundreds-of-huawei-cctv-cameras-with-facial-recognition-go-live-in-naypyitaw
https://www.myanmar-now.org/en/news/hundreds-of-huawei-cctv-cameras-with-facial-recognition-go-live-in-naypyitaw
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Yangon

Yangon already has cameras installed at 154 traffic junctions, as well as
surveillance cameras around popular areas such as City Hall, Inya Lake,
and ShweDagon Pagoda. Current information in the public domain does not
identify whether these cameras are Al-enabled. The traffic control cameras
project started in 2016 and cost MMK 2.5 billion (USD 1.3 million).”® The
traffic control centre, based inside People’s Park, opened in May 2017. Police
have access to cameras installed on traffic lights, and these cameras, along
with other technology in the control centre, are largely Chinese.™ According
to another media report quoting the Yangon Regional Government, the

city has almost 3,000 cameras in over 1,000 locations.” In June 2019, the
NLD’s Yangon government publicly announced their plan to add 140 more
surveillance CCTVs in Yangon's most crowded township, Hlaing Thar Yar,
where most internal migrants working in factories live. Since then, not much
has been reported on Hlaing Thar Yar's project or who was given the contract.
In June 2020, Yangon Maritime Police called for open tenders for CCTVs and
two monitoring control rooms for eight ports and nine bridges along the
Yangon River. In July 2020, the Yangon Police Special Intelligence department
also called for tenders to install CCTVs in nine territories within Yangon.

In May 2020, Yangon Regional Government allowed Yangon Police Force to
call open tenders for a project to install a control centre as well as CCTVs

in seven locations across 26 miles on the Yangon—Mandalay Highway
from the Hlegu Township in Yangon City up to the border between the
Yangon Region and Bago Region. According to an investigative article,
these projects were underway before the coup and the implementer had
special access from the police chief to work on and finish the projects even
during curfew hours after the coup.” In December 2020, the Hmawhbi City
Development (Sipin/opSo¢) called for tenders for CCTV installations for the
Hmawbi Township in the Yangon Region. The local police in Hmawbi also
have a control centre for CCTV.”” Tenders were granted to a company called
FISCA which had close ties to the military and who had placed the cameras
around ShweDagon Pagoda. FISCA sourced the equipment mainly from
Huawei and Dahua.” FISCA is a Singaporean company that has worked
with previous military juntas. The FISCA branch in Myanmar was founded
in 1997 by a Myanmar national.


https://www.frontiermyanmar.net/en/cctv-road-traffic-centre-officially-launched-in-yangon/
https://www.frontiermyanmar.net/en/cctv-road-traffic-centre-officially-launched-in-yangon/
https://www.irrawaddy.com/news/yangon-put-cctv-cameras-high-crime-neighborhoods.html
https://www.irrawaddy.com/news/yangon-put-cctv-cameras-high-crime-neighborhoods.html
https://www.irrawaddy.com/news/yangon-put-cctv-cameras-high-crime-neighborhoods.html
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Myanmar's legal framework for the public procurement process was
established in 2011 as part of the country’s political reforms and transfer
to a civilian government. The procurement process itself was seen

as an important marker of government integrity. An analysis of the
government's Directive No. 1/20177 broke down the procurement process
in Myanmar into three stages: pre-tender, tender, and post-tender.°

Pre-tender consists
of the preparation
of an annual budget
and budget allocation
to government
agencies, procurement
planning to identify
procurement needs and
procurement approach,
defining procurement
requirements, and
preparing tender
documents.

The tender stage is an
invitation for potential
suppliers to submit
tender proposals,
evaluate tender
proposals, select the
winning tender, and
award the contract.

The post-tender
stage is the contract
management to ensure
the supplier delivers
goods or services of
required quality and is
paid as per the terms of
the contract.®


https://www.lincolnmyanmar.com/wp-content/uploads/2019/04/Tender-procedure-Presidents-Office-1-2017_NoCopy.pdf
https://asiafoundation.org/wp-content/uploads/2020/12/The-Governance-of-Public-Procurement-in-Myanmars-States-and-Regions_EN.pdf
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According to Directive No. 1/2017, tender procedures are to be followed

by the government departments and organisations in construction,
purchase, procurement of services, lease, and sale. Article 10(a) states that
a value of less than MMK 10 million (USD 5,400) does not require calling
for a tender; however, the Tender Committee must request fee proposals
from at least three trustworthy companies. Article 10(b) states for projects
valued from MMK 10 million to MMK 100 million (USD 5,400-54,000), the
tender announcement has to be published two weeks before the tender
opening date on the notice boards of the relevant ministry, general
administration department, and the district and township administration
office. Article 10(c) states for projects over MMK 100 million (USD 54,000)
the tender has to be announced at least twice in state-owned newspapers
one month before the tender opening date, on relevant department'’s
notice boards and, if possible, on the ministry’s website.®

Despite the public procurement process outlined above, the Mandalay
Regional Government directly awarded the contract to Huawei for

the Mandalay smart city CCTV surveillance system without a tender
process. The justification for the lack of a tender process was based on
tender Directive No. 1/2017 without citing any specific article. No tender
was called as the project was considered to be in the public interest

and required a huge investment, and because Huawei had already been
internally accredited.®® Apart from having no legal basis, this also violates
Myanmar'’s obligations under the UN Convention against Corruption,
which the country signed and ratified.® Under the Convention, Article

9 requires ‘public distribution of information relating to procurement
procedures and contracts, including information on invitations to tender
and relevant pertinent information on the award of contracts, allowing
potential tenderers sufficient time to prepare and submit their tenders’
and ‘establishment, in advance, of conditions for participation, including
selection and award criteria and tendering rules, and their publication’,
and finally ‘use of objective and predetermined criteria for public
procurement decisions, to facilitate the subsequent verification of the
correct application of the rules or procedures’.

This expedited process was implemented arbitrarily by the government -
Directive No. 1/2017 does not carve out any such exceptions. Given that the


https://www.lincolnmyanmar.com/wp-content/uploads/2019/04/Tender-procedure-Presidents-Office-1-2017_NoCopy.pdf
https://www.lincolnmyanmar.com/wp-content/uploads/2019/04/Tender-procedure-Presidents-Office-1-2017_NoCopy.pdf
https://www.unodc.org/unodc/en/corruption/uncac.html
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CCTV surveillance system project is reportedly expected to cost around
MMEK 1.9 billion (about USD 1.25 million),® the project falls under Directive
No. 1/2017 Article 10(c) which requires the tender to be announced at

least twice in state-owned newspapers one month before the tender
opening date, on relevant department’s notice boards and, if possible, on
the ministry’s website. However, these requirements were not met. The
lack of information published on the procurement process for this project
highlights the opaqueness of the decision-making process in deploying
CCTV systems.

While tenders for projects related to purchasing office furniture,

printers, and the construction of buildings are somewhat transparent
and publicised, various government departments or the ministries

in Myanmar have traditionally selected a handful of companies to
implement certain projects such as e-government-related initiatives,
including GPS tracking systems and CCTVs. A source close to Naung

Yoe Technologies disclosed that the company hired former generals,
which resulted in the company winning tenders for government
projects, including the installation of Naypyidaw CCTV networks and the
command-and-control centre.®® These companies normally include those
that have little to no credibility, as well as military-owned companies or
those that have close relationships with the government. For interested
individuals or companies other than those who enjoy favour with the
government, applicants must submit their company registration to
enquire further about the tender.

From observation of the various call for tenders, it is common for
ministries to apply different strategies for projects considered sensitive,
such as those using surveillance technologies. For these particular
projects, the government has either not announced projects or used broad,
vague, or incomprehensible language in tenders.®”

Most ministries do not publish when tenders had been awarded and keep
information about military-linked companies implementing government
projects with military-related companies away from public scrutiny. This
information would only arise from investigative journalism or leaked
documents.®® As mentioned earlier, Myanmar does not currently have
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an access to information legislation that can be used to gather more
information. A Right to Information Bill was proposed in 2016 but has not
been passed as of June 2022.%° At the time of writing, the challenges to
access information will not likely change, but rather will be exacerbated
under military rule. Given the lack of information on which specific
companies have been assigned to a specific tender, this research focused
on those companies that are known to be involved in deploying CCTV
networks in Mandalay and other major cities in Myanmar.

Technologies of interest: Tenders

Eleven tenders were analysed based on calls for tenders in 2020 to

install and implement CCTV networks (see Table 1). Data was obtained
from leaked tenders that were subsequently published online.®® Tenders
included the installation of CCTV networks in public spaces including the
Mandalay University of Foreign Languages, six townships in Mandalay,
the Yangon—Mandalay Highway, and various townships in Yangon,
Sagaing, and Naypyidaw.

Police stand in front of blockades barring people from protesting on Pyidaungsu Yeithka Road, Yangon,
Myanmar. Photo: February 2021, Digital Rights Collective.


https://ddosecrets.com/wiki/Myanmar_Financials
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Table 1: List of tenders reviewed®
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Date of tender Equipment Locations Responsible
publication departments
1 April 2020 CCTV Bam Mout; Sagaing Regional
Yay Oo Government
2 April 2020 49 pieces of CCTV City Hall, Engineering
installation and related and housing Department
components at City Hall and | compound (Buildings), Naypyidaw
at the gates of the housing Development
compound Committee
15 May 2020 CCTV; AI; system and server | Mahar Aung Mandalay Regional
(Safe City); Swiss challenge | Myay; Chan Mya | Government
Thar Si; Pyi Gyi
Ta Gon
18 May 2020 7 locations and 3 control Yangon- Yangon Regional
rooms with LCD monitors Mandalay Police Office
Highway in Hlegu
19 June 2020 120 CCTV cameras and 2 8 portsand 9 Myanmar Maritime
monitoring control rooms bridges along Police Force and the
(16 LCDs) Yangon River Ministry of Home
Affairs
1 July 2020 Individual loop sensor 6 townships in Mandalay City
traffic point and traffic-light | Mandalay Development
installation with computer Committee and the
system and CCTV cameras Building and Central
Store Department
10 July 2020 CCTV cameras 9 territories Yangon Region Police
within Yangon Force (using money
Region from the Yangon
Regional Government)
23 July 2020 CCTYV and related equipment | Monywa Sagaing Regional
for command-and-control Township Government
centre
27 July 2020 CCTV and generators Mandalay Mandalay University
University of of Foreign Languages
Foreign and the Ministry of
Languages Education
3 December 2020 |CCTV Hmawbi Yangon City
Township Development
Committee
17 December 2020 | 52-feet video wall display for | Yangon Ministry of Electricity
Yangon Electricity Supply and Energy
Corporation Control Room
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In addition to installing CCTV networks, several tenders also looked to
implement monitoring control rooms (where police can monitor and analyse
CCTV feeds) for the Yangon—Mandalay Highway in Hlegu, and the ports and
bridges along the Yangon River. The implementing authorities of these
control rooms are the Ministry of Home Affairs and the police, meaning that
surveillance of civilians and their data (including biometric data) will be
carried out by both the police and military. Departments responsible for the
projects such as the Ministry of Home Affairs and the regional police
departments provided little background information to the tender. An
examination of the department websites where tenders were published also
showed little information to contextualise the CCTV installation. The
tenders analysed did not provide constructive information and the
requirements used language that was vague and broad. For instance, the
tender talks about needing ‘necessary equipment’ and ‘security-related
equipment’, without any justification for what qualifies as ‘necessary’, and
also without clarifying what purposes such equipment was ‘necessary’ for.
Instead, it reads more like an open-ended category of technologies that
may be unilaterally declared as necessary’ at any given point in time.
Specifications of what and why the technologies were needed were also not
mentioned within the tenders. Further, the tender documents did not
disclose the specific locations where CCTVs would be installed, nor did they
provide information regarding the purpose or scope of these installations.

Figure 1 shows a document from the Ministry of Home Affairs, Police
Force, and Prison Department in June 2021 as an example of a typical open
tender. The tender stated that it was looking for necessary equipment,
security-related equipment, inspection equipment, equipment for offices,
furniture for offices, vehicles for offices, and other office-related equipment.
The document also provided the deadline of the tender and the contact
information. There is neither any background or contextual information,
nor any justification or mention of the purpose of the required equipment.
While they might be mentioned in confidential internal government
documents, the equipment that is purchased as a result of the tender can
only be found through investigative journalism or leaked documents.*?
Given the broad scope of information covered and the high penalties that
can be imposed under the Official Secrets Act (1923), inside sources and
journalists are in grave danger if they release the information.
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Figure 1: An open tender document from the Ministry of Home Affairs, Police Force,
and Prison Department in June 2021 to supply equipment
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Since the coup, some government entities currently under the control
of the military have released calls for tenders on websites such as the
Myanmar National Portal, and the relevant ministries’ websites.®
From the table of tenders, the Yangon Region Police Force and other
government departments were to heavily equip Mandalay, Monywa, and
Yangon and its outskirts with CCTVs starting from the second quarter
of 2020, one year ahead of the coup. Under Mandalay’s Safe City Project,
the Mandalay Regional Government released a tender through a Swiss
challenge to install CCTV, Al, and systems and servers for Mahar Aung
Myay, Chan Mya Thar Si, and Pyi Gyi Ta Gon townships on 15 May
2020 (see Figure 2). Since the coup, these townships have been under
high surveillance from the military due to their active participation

in Myanmar's Civil Disobedience Movement.®* The areas were given
‘Stay at Home' orders by the current military-controlled Mandalay
Regional Government following an intense crackdown on protesters in
Mahar Aung Myay.”s Fears about the junta police forces getting access
to CCTV footage have led individuals from the movements to distribute
pamphlets requesting households to take down or paint over CCTV
cameras installed on their compounds.®®

The push for CCTV installations in these specific townships is
concerning as it is unclear which departments or individuals within
the Mandalay Regional Government are leading the installation
projects. With the majority of the Mandalay Regional Government

staff on strike and the former mayor leading the Smart City Project
detained since the coup, the lack of transparency about the department
responsible and accountable to the public procurement process raises
questions regarding the motives behind these post-coup projects.


https://myanmar.gov.mm/tenders
https://www.voanews.com/a/east-asia-pacific_how-myanmars-civil-disobedience-movement-pushing-back-against-coup/6202637.html
https://www.myanmar-now.org/en/news/military-kills-another-protester-in-mandalay-and-refuses-to-return-the-body-to-his-family
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Figure 2: Clipping from the Mandalay newspaper regarding the ‘Stay at Home’ for
Aung Myay Thar Zan, Chan Mya Thar Si, Mahar Aung Myay, and Pyi Gyi Ta Gon
townships, released on 13 August 2021
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Who builds and supplies

this technology?

Different companies play the role of vendor and implementer within
Myanmar'’s smart cities. Vendors provide the infrastructure and
technology, while implementers purchase, install, and operate systems.
In Yangon and Naypyidaw, even though local companies were selected
to implement CCTV systems, all were found to have purchased CCTV
equipment from Huawei.’” This process was reversed in Mandalay

“Regardless of the
procurement process
used, ARTICLE 19

and Digital Rights
Collective have found
that Huawel equipment
was ultimately
deployed irrespective
of the implementing
company. Huawel has
an almost universal
presence 1n providing
basic equipment.”

whereby Huawei won the tender
directly to sell their products, while
two local companies, Ace and

Zarni Electronics, were assigned to
implement the installation.®® Little
information was found about the two
local companies while conducting
the research. Nonetheless, the
available information shows that the
vast majority of the infrastructure

1s provided by the same actor, i.e.
Huawei. Given the integrated nature
of CCTV footage, it is also necessary
to ask which companies beyond
Huawei form part of the mix in terms
of maintaining equipment, repairs,
ensuring smooth software upgrades
and solving related issues, and
training police and military staff to
operate these systems, etc.

While Mandalay’s CCTV contract with Huawei during the NLD government
term made headlines, there was relatively less public awareness of
Naypyidaw’s bigger and earlier CCTV installation project. The city
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mandated Naung Yoe Technologies and Linn IT Solution, two companies
founded by former military generals, to implement CCTV installation.
Naung Yoe Technologies is also known for helping the military during
military rule before 2011.*° In 2014, a leaked email revealed that Naung Yoe
Technologies sent enquiries to the Italian surveillance malware vendor
Hacking Team, expressing interest in an interception system for mobile
devices on behalf of the Ministry of Defense.’® The structural construction
and implementation of the system influences how it will be used and can
present weaknesses which can be abused. These companies can decide on
the infrastructure where certain entities could be allowed to gain access
to sensitive personal data of political dissidents, protesters, and other
individuals and communities deemed to be troublesome to the military,
with or without public awareness.

Another company that Myanmar authorities have historically selected to
implement CCTV systems is MySpace International, a company led by ex-
military officers. MySpace International handled the purchase of Cellebrite
— the notorious mobile data extraction tool, also known as a mobile device
forensic tool — that has been used by governments around the world,
including in Myanmar, to target human rights defenders, journalists,

and activists.!” For instance, Cellebrite was used by the Myanmar police
against two Reuters journalists, Wa Lone and Kyaw Soe Oo, who reported
on atrocities against the country’s Rohingya Muslim minority. They

were sentenced to seven years for violating the Official Secrets Act (1923)
using the information extracted from their mobile phones.!? Government
agencies increasingly rely on technology companies to assist in the
acquisition of sensitive technologies or equipment.

FISCA was also another company found to be implementing CCTV
systems.!® After the military coup, the junta pushed to implement the same
project in Mawlamyine, where the military-tied companies Naung Yoe
Technologies and FISCA, who oversaw the installation in Naypyidaw and
Yangon, respectively, were permitted to implement the project.!*4

From our analysis, regardless of the procurement process used, the same
outcome (using Huawei equipment) was reached and was ultimately
deployed irrespective of the implementing company. Furthermore, it makes



Who buys and controls the CCTV? Back to contents | 52

no difference in how the two regional governments mandated companies

to install CCTVs in Yangon and Naypyidaw — both the NLD government

and the military have given permission to a select few companies that

have close military ties or were founded by retired former generals. This

is likely to have helped the military junta gain relatively easier access

to the infrastructure and to continue pushing the project with the same

companies. It is apparent from the Mawlamyine example that the junta has
allowed the same companies within

"FOI' the Myanm ar their influence to work on the new
government d e Ci Si ONS projects. It also shows that Huawei

has an almost universal presence in

to purchase systems providing basic equipment.
and eqUIpment ale Throughout our interviews, civil
SOIelV based on cost society expressed that the government
rather than on will, by default, opt for cheaper
sa fe guar dS fOI' options, such as Huawel, regardless

of privacy considerations.'®® Indeed,

people’s I’Ig hts” for the Myanmar Government under

the NLD, the decision on purchasing

the systems and equipment solely based on cost rather than on safequards
for human rights seemed the chosen approach. High-tech CCTVs (such as
those equipped with face recognition) are not the only Huawei products
potentially encroaching on public space in the county; Huawei has also
offered many aspects of digital integration in Myanmar'’s transformation
from banking'% to cloud services.'”



https://www.kbzbank.com/wp-content/uploads/2019/05/KBZ-Huawei-partnership_ENG_20032018.pdf
https://www.irrawaddy.com/news/burma/huawei-extends-cloud-services-myanmar-firms-go-digital.html
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Critical gaps in information

Equipment specifications

Given that information on published tenders includes vague language
and only mentions CCTVs or control room monitors, it can be difficult
to acquire information about specific CCTV equipment that successful
companies are required to provide. This is an observation based on an
analysis of the leaked tenders that were published online (see earlier).
For example, the Yangon Region Police Force called for tenders to
deploy CCTVs in nine territories within the Yangon Region. However,
they did not include detailed technical specifications for the CCTVs.
There has been no public information from the government on how
the technology'®® works and how the data will be handled by the
departments during the NLD government.

While we do not know about specific equipment acquired, we do

know that Huawei CCTVs are the predominant choice for devices

in installations.!®® However, we do not know what capabilities these
systems have, particularly in relation to detecting faces and vehicles’
licence plates. There are different types of CCTV cameras that Huawei
offers to clients and one of the highlights is a software-defined camera.
According to their website,''° there are three main series of software-
defined cameras: the X (eXtra) series, the M (Magic) series, and the C
(Credible) series. All of these are equipped with advanced Al chips.
According to the Huawei Intelligent Video & Data Analytics iCAN
Evaluation Criterion White Paper, it seems that Huawel is pushing

for ‘one cloud for the whole region’ wherein video images will be
integrated with multi-dimensional data and shared across domains
and systems.!! The paper also stressed the need to develop a unified
video and data analytics intelligence evaluation system as a guide and
reference. Software-defined intelligence will use traditional CCTVs

for the implementation of intelligent transformation. The information
regarding which type of system the regional governments used is
unknown.


https://ddosecrets.com/wiki/Myanmar_Financials
https://techwireasia.com/2021/04/info-cyberwars-the-dark-side-of-tech-in-the-myanmar-coup/
https://e.huawei.com/en/
https://e.huawei.com/cn/material/enterprise/cc54add75d504a9eb9f2d9e407a6d722
https://e.huawei.com/cn/material/enterprise/cc54add75d504a9eb9f2d9e407a6d722

“CCTYVs are quickly becoming ubiquitous
across Myanmar — placed at traffic
lights, landmarks, universities, city
halls, municipal buildings, parliament
buildings, and embassies. Because they
collect highly sensitive personal data
they bring up a host of data protection
concerns. In the absence of data
protection laws that adequately regulate
the collection, use, transfer, and retention
of this data, the use of these systems
provides powerful entities with carte
blanche on how to analyse, use, and

retain personal information.”
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Extent and progress of CCTV installation

As of July 2022, there has not been any update released on the progress
of CCTV installations in the three neighbourhoods in Mandalay or on

the surveillance project in Hlaing Thar Yar. It is crucial to know how
these two neighbourhood CCTV projects are different from Naypyidaw’s
citywide, fully operational CCTV networks, as the current lack of
information about placement, procurement, and use of CCTV cameras
paints a hazy picture (at best) of how Myanmar’s surveillance network is
growing. This is also an important area of research and analysis for civil
society, as understanding the similarities and differences between the
two would help determine how to ultimately demand the removal of these
cameras. Apart from the number of CCTVs, which we learnt from media
reports, we do not know the locations in which CCTVs will be installed,;
specific locations such as street corners, inside neighbourhood streets,

or in crowded places would shed light on the government'’s attempts to
control ‘crime’ and how it can infringe human rights. For example, in
Hlaing Thar Yar, there are 140 cameras for a township of 67.4 km? and

so we assumed that there will be one CCTV per 0.5 km?, or that cameras
would be concentrated in particular areas, such as on streets near factory
workers' residences.

Chain of control and oversight

Based on the calls for tenders, it also seems that different government
departments such as the police force, city development committees,
electricity supply offices, engineering departments, regional government
offices, and the Ministry of Home Affairs are handling different projects
in different areas and it is not clear how they will be interconnected - if
at all — after the projects are implemented. For example, will there be
centralised access to the police department, or will they fall under the
management of a particular ministry? It is not clear how many control
centres there will be or if they will all be centralised, or how different
police departments will coordinate. During the NLD government's tenure,
our interviewees informed us that the budgets for smart city projects
were either allocated by the Myanmar Government or provided by each
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regional government from their own municipal budget or taxation. It

1s unclear how or if different government ministries or departments
coordinate in such projects; interviews with civil society working
closely with the government said different ministries under NLD were
inconsistent in their approaches to the implementation. It is likely that
under the NLD government, different surveillance projects were run
separately under different department policies. Investigating how this is
likely to change under the military junta is an important area of research,
as knowing the distribution of responsibility and budgets will serve as a
starting point for civil society to scrutinise procurement and use of these
systems, and it will also enable tapping into accountability processes

“Evidence of how data
In current cases is
handled in Myanmar
does not inspire
confidence but reveals
a modus operandi that
does not consider the
importance of privacy
and data protection.

In an unsolved case of
child sexual assault,
the police department
unnecessarily released
the child’s identity on
soclal media, without
providing her any prior
warning or obtaining
her consent.”

surrounding the use of CCTVs. And
yet, even under the NLD government,
there was a complete lack of a
comprehensive regulatory framework
for data protection and privacy
applicable for different departments —
and little interest in adopting one.

Nature of current use

Because of the lack of transparency,
proactive disclosure, and avenues

for access to information, details of
current use and exact responsibilities
are yet to be uncovered. This

opacity is at odds with international
standards of transparency and
responsible public procurement

(see Right of Access to Information).
Concerns about transparency are
even more urgent given the military’s
control of public infrastructure,
whereby smart city systems such

as CCTV networks are readily

used to monitor protests and other
dissidents. Since the time of the
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NLD government, tender documents showed that different government
departments have regularly contracted private companies for CCTV
installations in places such as traffic lights, landmarks, universities,

city halls, municipal buildings, parliament buildings, and embassies in
Yangon, Mandalay, Naypyidaw, and Monywa. By 2020, the command-
and-control centres (the centres equipped with surveillance systems and
monitors that enable the police to view and analyse CCTV footage) had
already been built in these four cities. While the city-related installations
came from individual regional governments, calls for installations
coming from the police force were generally under the command of

the Ministry of Home Affairs, a ministry that had always been under

the direct influence/control of the military,'? even during the NLD
government. Leaked documents show that after the coup, the military
junta has been ramping up efforts to extend the remaining projects in
cities like Mandalay and Mawlamyine.!3

Finally, it is unclear how the individual governments envisioned CCTV
installations as part of the smart city plan or general development in
their narratives. At the end of the day, however, all CCTV networks
contribute to an overarching surveillance system in Myanmar. Different
regional governments have designed their safe city projects under the
umbrella of the smart city, which involved the installation of CCTVs

in their chosen civilian neighbourhoods to monitor crime reduction;
however, other camera installations, such as Yangon's vast network of
traffic light CCTVs or Naypyidaw'’s citywide CCTVs, did not fall under the
smart city narrative.


https://thediplomat.com/2020/02/what-will-myanmars-new-home-minister-mean-for-the-countrys-security-and-politics/
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The deployment of CCTV cameras, both traditional and Al-enabled, affects
people’s ability to exercise a number of human rights. The Universal
Declaration of Human Rights (UDHR)"* protects individuals’ human rights,
and the International Covenant on Civil and Political Rights (ICCPR)"®
gives them legal force. The UDHR’s provisions are incorporated into
customary international law, making it binding on all states.

Myanmar has not yet ratified the ICCPR. However, under customary
international law, states are under binding legal obligations to promote,
respect, protect, and guarantee human rights. Private companies also
have the responsibility to respect human rights, as envisioned in the
UN's Guiding Principles on Business and Human Rights.!'®* While

these principles are not binding, the UN Special Rapporteur on freedom
of opinion and expression has opined ‘the companies’ overwhelming
role in public life globally argues strongly for their adoption and
implementation’.””

The installation of CCTV cameras worldwide has demonstrated the grave
implications these technologies have on the exercise of human rights. As
discussed earlier in this report, these cameras collect personal data that
brings up a host of data protection concerns, particularly worrying in
jurisdictions with little to no regulation about the collection, use, transfer,
and retention of personal data — like Myanmar.

When CCTV cameras include capabilities for biometric recognition, such
as face and emotion recognition, the implications for human rights are
even more worrying, as discussed in the Background. Risks arising from
biometric technologies are covered in detail in ARTICLE 19's policy brief
on the effects of biometric technologies on human rights, particularly the
freedom of expression.!®



https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.article19.org/wp-content/uploads/2021/05/Biometric-Report-P3-min.pdf
https://www.article19.org/wp-content/uploads/2021/05/Biometric-Report-P3-min.pdf
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Right to privacy

Privacy 1s a broad concept relating to the protection
of individual autonomy and the relationship
between an individual and society, including
governments, companies, and other individuals.

The right to privacy is commonly recognised as a
core right that underpins human dignity because
it recognises the ability of individuals to control
important areas of their own life, facilitates the
development of their sense of self, allows for personal
intimacy and family relationships. Without privacy,
individuals lack the space to think and reason and
develop their own voice. Privacy is a prerequisite to
the meaningful exercise of free expression, given its
role 1n preventing state and corporate surveillance.

The right to anonymity is also seen as a vital part
of the rights to expression and privacy. If biometric
technologies are used to identify and profile people,
they negate individuals’ ability to communicate or

move anonymously.
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“Anonymity creates a zone of privacy to protect opinion
and belief, which is especially crucial in hostile
political, social, religious, and legal environments.”

UN Special Rapporteur on freedom of opinion and expression
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The right to privacy is guaranteed by Article 12 of the UDHR and Article
17 of the ICCPR and in regional treaties. While privacy (as well as the
other human rights discussed in this section) is not an absolute right, it
may be restricted only in very specific circumstances. Restrictions on
privacy must meet the requirements of the three-part test of legality,
necessity, and proportionality:

Restrictions must be provided by law that is sufficiently
accessible, clear, and precise;

The restriction must be in pursuit of a
legitimate aim; and

The restriction must be necessary, in proportion to the aim,
and the least intrusive option available.'*?

In 2018, the UN Special Rapporteur on the right to privacy called into
question the proportionality of biometric systems.!?°

International human rights bodies have also moved towards recognising

a right to anonymity as an important aspect of the rights to freedom

of expression and privacy.'?! If biometric technologies are used for
identification or profiling purposes in public spaces, such as the use of
CCTV cameras and facial recognition technologies to process facial images
captured by video cameras on streets, squares, subways, stadiums, or
concert halls, they negate individuals’ ability to confidently communicate
anonymously and have anonymity when moving and behaving in public
spaces. As noted by the UN Special Rapporteur on freedom of opinion and


https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.biometricupdate.com/201807/un-privacy-rapporteur-criticizes-accuracy-and-proportionality-of-wales-police-use-of-facial-recognition
https://www.biometricupdate.com/201807/un-privacy-rapporteur-criticizes-accuracy-and-proportionality-of-wales-police-use-of-facial-recognition
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expression, anonymity “creates a zone of privacy to protect opinion and
belief”, which is especially crucial in “hostile political, social, religious and
legal environments”!?? Hence, state interference with anonymity should be
subject to the three-part test of legality, necessity, and proportionality, as is
any other interference with this right.

In Myanmar, the right to privacy is violated by the widespread
deployment of CCTV systems, particularly those collecting biometric
data. In the absence of data protection laws that adequately regulate the
collection use and storage of this data, the use of these systems provides
powerful entities with carte blanche on how to analyse, use, and retain
personal information. Evidence of how data in current cases is handled
does not inspire confidence but rather speaks about a modus operandi
that does not consider the importance of privacy and data protection. For
example, in an unsolved case of child sexual assault, where the victim
has become pseudonymously known as Victoria, the police department
unnecessarily released the identity of the survivor on social media,
without any prior warning or consent.'

Despite the NLD government’s justification on safety, security, and crime
reduction, which is discussed later, civil society participants also expressed
concerns over trade-offs involved in the narrative around privacy versus
crime safety, in the absence of an adequate legal framework, public
consultation, and careful planning. For example, they voiced possible
misuses of the data by the government and the lack of accountability and
redressal in the case of faulty or arbitrary interpretation of data, wrongful
convictions based on such data, and also concerns about authorities being
racially biased (e.g. the authorities assuming that the riots or crimes are
likely to happen near the mosques, which could reinforce racial profiling
based on existing racial prejudices in Myanmar society). Given the
corruption of some government ministries, data could be manipulated, it
could mysteriously go ‘missing’, or police forces could withhold data — for
example, there was unexplained missing CCTV footage in the murder case
of the well-known NLD legal counsellor Ko Ni.?4



https://www.rfa.org/english/news/myanmar/naming-12232019170954.html
https://myanmar-now.net/en/news/hundreds-of-huawei-cctv-cameras-with-facial-recognition-go-live-in-naypyitaw?page=1&width=500&height=500&inline=true
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Right to freedom of

expression

Freedom of expression and privacy are mutually reinforcing rights. Privacy
is a prerequisite to the meaningful exercise of freedom of expression,
particularly given its role in preventing state and corporate surveillance
that stifles free expression. Freedom of expression is fundamental to
political dissent, diverse cultural expression, creativity, and innovation, as
well as the development of one’s personality through self-expression.

The right to freedom of expression is protected by Article 19 of the UDHR
and given legal force through Article 19 of the ICCPR, as well as in regional
human rights treaties. Under international human rights standards,
restrictions on the right to freedom of expression are permitted only if
they meet the three-part test of legality, necessity, and proportionality; all
restrictions must be strictly and narrowly tailored and may not put the
right itself in jeopardy.'®

The installation of CCTV cameras as discussed in this report interferes
with the freedom of expression in multiple ways. The politics of where
these systems will be installed, and their intended use, introduce a new
layer of political and social intimidation — neighbourhoods that are
being ‘watched’ more closely will bear the brunt of the vicious cycle of
over-policing.

Mass surveillance has a chilling effect on freedom of expression.!?® Studies
show that the awareness of being watched and tracked might lead

people not to join public assemblies, participate in social and cultural

life, or freely express their thoughts, conscience, and religious beliefs in
public spaces.!?” It also directly compels people to alter their behaviours -
particularly in their political life — out of fear of being arrested, harassed,
and otherwise singled out by repressive regimes. The intention of ubiquity
and tracking implicit in Myanmar’s current CCTV procurement discussed



https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf
https://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf
https://www.article19.org/wp-content/uploads/2021/05/Biometric-Report-P3-min.pdf
http://www.policingethicspanel.london/uploads/4/4/0/7/44076193/live_facial_recognition_final_report_may_2019.pdf
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in this report suggests that it is not consistent with the three-part test,
particularly given the increasingly brutal crackdown against pushback,
critique, and political speech in the country.

Right to freedom of peaceful

assembly

The right to freedom of peaceful assembly is guaranteed in Article 20

para 1 of the UDHR and given force in Article 21 of the ICCPR, Article 5(d)

of the International Convention on the Elimination of All Forms of Racial
Discrimination and in regional treaties. Under these standards, requirements
for a permissible restriction must comply with the same three-part test as for
the restrictions on the right to freedom of expression and privacy.

The UN Special Rapporteur on the rights to freedom of peaceful assembly
and of association stated:

“The use of surveillance techniques for the indiscriminate and
untargeted surveillance of those exercising their right to peaceful
assembly and association, in both physical and digital spaces, should
be prohibited. Surveillance against individuals exercising their

rights of peaceful assembly and association can only be conducted

on a targeted basis, where there is a reasonable suspicion that they

are engaging in or planning to engage in serious criminal offences, and
under the very strictest rules, operating on principles of necessity and
proportionality and providing for close judicial supervision.”?®

As evidenced through the findings of this report, Myanmar’s current
approach towards CCTV installation and use does not reflect this
narrowly constructed view of surveillance and, to the contrary,
perpetuates the idea of mass surveillance with a disproportionate impact
on historically disadvantaged groups.


https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-convention-elimination-all-forms-racial
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-convention-elimination-all-forms-racial

Who buys and controls the CCTV? Back to contents | 66

Progressive interpretation of the right to freedom of expression and the
right to freedom of peaceful assembly leads to the recognition of the right
to protest, which also includes the right to take part in the conduct of
public affairs; the right to freedom of thought, conscience, and religion;
the right to participation in cultural life; the rights to life, privacy, liberty,
and security of a person; and the right to non-discrimination. The right to
protest is also essential to securing all human rights, including economic,
social, and cultural rights.'?®

States should ensure that derogable rights (qualified rights), which are
integral to the right to protest, are subject to restrictions only on grounds
specified in international law. In particular, no restriction on the rights to
freedom of expression, assembly, association, or privacy may be imposed
unless the restriction is provided by law and is legitimate, necessary, and
proportionate.

Using facial recognition technologies during protests may discourage
people from taking part in protests, which can have clear negative
implications for the effective functioning of participatory democracy.
Even if applied to police violence in protests, facial recognition may still
affect peaceful protesters or bystanders. In other words, the deployment of
facial recognition may generate a chilling effect whereby individuals alter
their behaviour and refrain from exercising their rights to protest. People
might thus be discouraged from meeting individuals or organisations,
attending meetings, or taking part in certain demonstrations. Likewise,
live facial recognition in public spaces can be used to target journalists,
posing a chilling effect on individuals’ and societies’ access to
information on protests. A plethora of examples from around the world
demonstrate the tendency of states to use CCTV cameras and subsequent
add-ons like face and emotion recognition to stifle the right to protest,
expression, anonymity, and political speech.’®



“A plethora of examples from around
the world demonstrate the tendency
of states to use CCTV cameras and
facial recognition technologies to
stifle the right to protest, expression,
anonymity, and political speech.
Such technologies are used to target
journalists and dissidents, and can
also affect peaceful protesters and
bystanders. As a result they create

a chilling effect on individuals and
hamper the effective functioning of

participatory democracy.”
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In Myanmar, facial recognition cameras are now being used to monitor
and track people down.® In fact, the Myanmar population is well aware
of the presence and dangers of watchful eyes on every corner in big
cities such as Yangon, Mandalay, and Naypyidaw. Myanmar protesters
in February and March 2021 took inspiration from the masked protesters
from Hong Kong, and covered, or even destroyed, CCTVs in some areas
during the protests. In October 2021, the youth resistance group spread
pamphlets’®? in Yangon to request people to remove CCTV from their
houses in case the junta police forces obtain the footage. When used along
with CCTVs, facial recognition can prove a dangerous technology in
helping the military find out the whereabouts of activists who are hiding.
It is also worth noting that Naypyidaw, one of the most well-equipped
cities in relation to surveillance systems, was the first city to quell protests
during the early months of the uprising. It is reported'*® that the existing
CCTVs helped the military identify and arrest protesters in Naypyidaw.

Right of access to information

“Several important
details about Myanmar’s
CCTV network remain
unknown. Equipment
specifications,

extent of current

use, accountability
mechanisms
surrounding use and
responsible authorities,
for instance, are all
unanswered questions’”

The right of access to information

is recognised as a key element of

the right of freedom of expression

in the UDHR and ICCPR. In 2011,

the UN Human Rights Committee
interpreted the scope of Article 19 of
the ICCPR to include ensuring the
right to information held by public
bodies. It requires that states respond
to requests for information and
proactively disseminate information
in the public interest and that the
access is ‘easy, prompt, effective

and practical’®** The Human Rights
Committee also laid down that states
must enact necessary procedures’



https://www.hrw.org/news/2021/03/12/myanmar-facial-recognition-system-threatens-rights
https://www.hrw.org/news/2021/03/12/myanmar-facial-recognition-system-threatens-rights
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
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“Given the
transparency issues,
it is likely that
Myanmar's future
network of smart
cities will cement
opacity and unilateral
action as a feature of
their structure, unless
a right to information
law 1s put in place,
and accountability
and transparency
mechanisms are
implemented.”
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such as adopting legislation to give
effect to the right to information, and
that fees for access must be limited,
responses to requests must be timely,
authorities must provide explanations
for withholding information, and
states need to establish appeals
mechanisms. Right to Information

laws, which have been adopted in
around 130 countries, are powerful
legal tools that individuals, journalists,
and activists can use to improve
government transparency and to
understand the government'’s use of
public funds and data.!® They are

also included in other international
agreements, including Article 10 of the
UN Convention against Corruption,
which has been ratified by Myanmar,
and SDG 16.10 of the UN Sustainable
Development Goals.

Several important details about Myanmar’'s CCTV network remain
unknown at the time of writing this report. Information about
equipment specifications, extent of current use, accountability
mechanisms surrounding use and responsible authorities, for instance,
are unanswered questions. While our research uncovered some
information about who is building this technology and the entities
interested in buying it, there are still critical gaps in information
required for meaningful engagement with government entities in

Myanmar.

Given the transparency issues surrounding biometric technologies
discussed earlier in this report, it is likely that Myanmar's future
network of smart cities will cement opacity and unilateral action
as a feature of their structure, unless a right to information law is
put in place, and accountability and transparency mechanisms are

implemented.


https://www.article19.org/resources/global-exercise-your-right-to-information/
https://www.article19.org/resources/global-exercise-your-right-to-information/
https://www.unodc.org/unodc/en/treaties/CAC/
https://sdgs.un.org/goals
https://sdgs.un.org/goals
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and the right to equality

Right to non-discrimination

The right to non-discrimination and the right to equality is protected

by Article 2 and Article 7 of the UDHR and is given legal force through
Article 2 and 26 of the ICCPR, Article 2(2) of the International Covenant of
the Economic, Social and Cultural Rights, as well as regional treaties and
instruments. The right to equality implies that all persons are to be given
‘equal and effective protection against discrimination on any ground
such as race, colour, sex, language, religion, political or other opinion,
national or social origin, property, birth or other status’.

Interviewees mentioned their concerns about the increasing power
differential between police officers and individuals afforded by the use
of CCTVs. In Yangon, CCTVs were installed as a priority in ‘high crime’
areas like Hlaing Thar Yar, which is also home to some of the weaker
socioeconomic communities in the city.’® This indicates that CCTVs are
more likely to be installed in neighbourhoods with poorer socioeconomic
backgrounds, intensifying concerns around the concentration of power.
Some interviewees even went so far as to suggest that the use of CCTVs
could worsen how police forces harass and intimidate vulnerable and
marginalised communities such as transgender people, who have been
previously targeted with abuse from the Myanmar police.’*

Disproportionate CCTV surveillance is not only likely to fall on weaker
socloeconomic groups, but also ethnic and religious minorities in
Myanmar given its track record in previous years. In 2017, Myanmar
security forces perpetrated a campaign of violence against the Rohingya
Muslim minority in Rakhine State which the UN High Commissioner for
Human Rights called a ‘textbook example of ethnic cleansing’!*® The 2017
fact-finding mission found that there had been violence against minority
groups, amounting to genocide and crimes against humanity, with the
military primarily responsible.’*



https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-economic-social-and-cultural-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-economic-social-and-cultural-rights
https://www.irrawaddy.com/news/yangon-put-cctv-cameras-high-crime-neighborhoods.html
https://www.article19.org/reader/global-expression-report-2018-19/regional-overviews/asia-pacific-regional-overview/asia-pacific-countries-in-focus/update-on-myanmar/
https://www.article19.org/reader/global-expression-report-2018-19/regional-overviews/asia-pacific-regional-overview/asia-pacific-countries-in-focus/update-on-myanmar/

“In the absence of an adequate legal
framework, public consultation, and
careful planning, concerns around possible
misuses of the data are also growing. These
could include faulty interpretations of data,
wrongful convictions based on such data,
and racial bias, where authorities may
assume that riots or crimes are likely to
happen near mosques. Such assumptions
reinforce racial profiling based on existing
racial prejudices in Myanmar society. The
right to equality implies that all persons are
to be given ‘equal and effective protection
against discrimination on any ground
such as race, colour, sex, language, religion,
political or other opinion, national or social

origin, property, birth or other status.”
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Additional challenges

On the justification of ‘safety’

Safety is the foremost justification used by authorities to exert excessive
control and to put in place CCTV technologies across cities in Myanmar.
These measures involve significant restrictions to the rights discussed
earlier in this section, while at the same time failing to meet the three-

part test.

Corruption within
government ministries
also leave room for
data to be manipulated,
to go mysteriously
‘missing’, or for the
police to withhold
data. For example,
there was unexplained
missing CCTV footage
in the murder case of
the well-known NLD
legal counsellor Ko Ni.

The restrictions on rights do not
have a legal basis and are reflective
more of an executive whim. These
practices are also neither necessary
nor proportionate. To meet these
standards, practices must not only be
useful or desirable but also specific
and necessary to achieve the scope,
and there should be no other less
intrusive ways to do so. There are
multiple less intrusive ways to
achieve the same result of ‘safety’
without breaching human rights

in the manner that is currently
normalised. If these tests are not
met, the use of these technologies
should not be allowed, irrespective of
their availability or allure.’°
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On the lack of transparency and public

participation

Given the increasingly
brutal crackdown
against pushback,

critique, and political
speech, together

with the intention of
ubiquity and tracking
implicit in Myanmar’s
current CCTV
procurement,
ARTICLE 19 believes
that the authorities
are failing in their
duty to uphold this
right for the people

of Myanmar. The
country's current
approach towards
CCTYV installation
perpetuates the idea of
mass surveillance.

Despite the narrative of the NLD
government to install Al-driven
surveillance technology in big
cities to provide ‘safety’ to the
public, there was hardly any kind

of public consultation on potential

surveillance within broader smart
city frameworks or consultations.'*!
The question of a legitimate aim

is important here. Even if safety
concerns may be legitimate, their
potential impact on human rights
means that the deployment of CCTVs
should be subject to scrutiny, public
debate, and deliberation. But this is
not the case in practice. High-level
officials seem to have embraced

a reliance on Chinese companies
like Huawei and Dahua as a way

to exacerbate existing practices,
and also to impart new ones along
the way.*? As the government

has been using various tracking
systems — ranging from traditional
phone tapping, special police, and
car tracking to mandatory guest
registrations — CCTV technology
can and will readily assist such
restrictive measures for the junta.


https://unhabitat.org.mm/news/consultation-workshop-on-smart-city-strategy-for-national-urban-policy-in-myanmar/
https://unhabitat.org.mm/news/consultation-workshop-on-smart-city-strategy-for-national-urban-policy-in-myanmar/

Mass survelllance has a chilling effect on
people. The awareness of being watched
and tracked prevents people from freely
expressing thought or practising their
religious beliefs in public spaces. It also
compels people to alter their behaviours —
particularly in their political life — out of

fear of being harassed, hurt, or arrested.

What's worse, such surveillance has a
disproportionate impact on historically

disadvantaged groups including ethnic

and religious minorities, and the poor.
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We conducted this research to shed light on the visible structures and
potential impacts of Mandalay’s smart cities projects on human rights.
In particular, we identified that CCTV projects in Myanmar'’s cities —
whether they are under smart city projects or general city development
— should be scrutinised to uncover possible risk areas. Our approach to
this research is based on the axiom that surveillance technology can
curb freedom of expression, privacy of movement, civil liberty, and civic
participation, which is harmful for a democratic society. As there has
been little prior public scrutiny on smart city projects in Myanmar, their
surveillance systems, justified for ‘crime reduction’, are obscure under
the umbrella of ‘smart city’ plans.

A few important threads emerged from our research which should be
explicitly mentioned as a way of signposting future work to build on our
report:

In Myanmar, particularly since the coup, CCTV cameras have become a
kind of weapon that repressive forces have seized and are using to silence
dissent. While the narrative of ‘safety’ encourages the purchase of these
technologies, it is the ambition of surveillance and control that currently
sustains it. The exact ways in which this power is wielded is an important
question for civil society to explore, as is the question of how this impacts
dissent across the country.

Private companies increasingly find cunning ways to
obscure the extent of their involvement — or their
involvement in smart cities altogether. This is an important
pattern for civil society to look into for future work,
particularly as it helps draw an accurate picture of the
financial and technological concentration of power within
smart cities.
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The procurement process in Myanmar is evidently steeped in secrecy
and nepotism, with little information about how to use, buy, and
maintain technology available in the public domain. Tracing the routes
of favouritism and understanding the extent of it can help explain which
companies are primed to scale their products across Myanmar, and why.
It is also important to document in further detail the lack of transparency
and accountability in public procurement that lends itself to nepotism.

Even where procurement decisions are demonstrated and
explained, there is still room for unilateral and arbitrary
decisions, like the public interest exception which was
used to circumvent the need for any tender process, in the
absence of any provision of law enabling this exemption

(see Public procurement process).

Students from Yangon Technological University organise a protest to denounce the military coup and
call on civil servants to join the Civil Disobedience Movement in Yangon, Myanmar.
Photo: February 2021, Digital Rights Collective.
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In particular, we hope that this work facilitates civil society and
academic scrutiny about the process and nature of technology
procurement within Myanmar'’s smart cities. Possible topics can include:

Further research into the process and nature of technology
procurement within Myanmar'’s smart cities to find avenues for
getting involved in shaping the process.

Further research on the critical gaps in information outlined in this
report, specifically:

a. What is the extent of the current CCTV use in Myanmar?

b. What are the technical specifications of CCTVs currently being
procured?

c. Which government departments are responsible for the procurement,
maintenance, use, and oversight of CCTVs?

d. How do Myanmar'’s safe and smart city projects overlap?

e. Does this overlap (or lack of) have any implications for funding,
control, and use?

Documenting evidence of harm, or instances of arbitrary use of state
power arising from the use of these systems.

It is apparent now, more than ever, that such technology has become a
state tool to oppress pro-democracy movements under the newly formed
military regime, with the junta tracking and cracking down on activists.
Given the secrecy of the government and the institutions wielding the
power to use such technology to watch over the people, it is difficult to
prove the extent, underlying structure, or inner workings of the system.
Our research shows that there are several information gaps in Myanmar
CCTV networks at this time, especially as their use causes real harm

to real people. The continuity with and heightening of prior repressive
practices merit some attention and closer analysis, particularly of the
technologies that facilitate this continuation.
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A in Myanmar
would require:

Banning mass surveillance in public and publicly accessible spaces.

Banning the design, development, and use of emotion recognition
technologies.

Subjecting the design, development, deployment, and use of technologies
that impact human rights in the territory of Myanmar to the strict tests
of legality, necessity, and proportionality.

Placing a moratorium on the procurement and deployment of
technologies described in this report until there is adequate public
debate on the implications of such systems on societies, and until
adequate legislative safequards are put in place.

Putting in place accountability structures and independent oversight
measures and a legislative framework for the design, development, and
deployment of CCTV and related infrastructures in compliance with
international human rights standards.

Putting in place comprehensive data protection legislation in line with
international law, and in consultation with a wide range of
stakeholders, including civil society.

Ensuring that the design, development, and use of CCTV infrastructure,
and all other smart city infrastructures, are subject to a transparent,
open, and public debate even before the procurement stage.

Ensuring the transparency and public oversight of procurement
processes for the acquisition, development, and deployment of smart
city infrastructures including CCTVs and biometric technologies.

Repealing laws that restrict access to information, like the Official
Secrets Act (1923), adopting a right to information law, and ensuring
access to information in accordance with international human rights
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standards. Information about existing technology procurement should
be proactively made available to the public, as well as information about
the extent of deployment, use, and impact of technologies like CCTV.

Given the current status quo, we make the following recommendations.

First and foremost, restore democracy and rule of law.

Immediately stop the purchase, development, and use of technologies
that impact human rights, in particular emotion recognition technologies
and other technologies described in this report.

Refrain from selling smart city infrastructures to authoritarian
dictatorships or deploying such technology on their behalf.

Design, develop, and use smart city infrastructures including CCTV and
biometric technologies in accordance with the UN's Guiding Principles
on Business and Human Rights.

Perform and publish data protection impact assessments, human
rights impact assessments, and risk assessment reports, and establish
and adequately communicate procedures to mitigate risk and protect
individuals’ human rights and provide effective remedies when
breaches occur.


https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
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