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Political advertisement, campaign
financing and freedom of expression

Free and fair elections are fundamental to a functioning democracy and the media play
a crucial role in the conduct of democratic elections - including by hosting political
advertising, where permitted. Political speech (which encompasses political advertising) is
entitled to the highest degree of protection under international human rights law but may be
legitimately restricted to ensure a fair electoral playing field.

The rules governing political advertising differ significantly across countries. In general
there are stricter limits placed on broadcast advertising than ads in print media, based on
the rationale that TV and radio have a strong(er) and more immediate impact on viewers,
and are typically subject to greater state regulation.

Increasingly, campaign spending is taking place online through channels other than
traditional media, as social media and digital platforms have become integral to political
campaigning.” Additionally, online political micro-targeting is increasingly used to target
voters based on the personalisation of political advertisements linked with the use of
voters’ personal data profiles. While micro-targeting could enhance participation, and small
political parties have benefited from increased direct access to voters, in practice it is often
misleading and exclusionary,” and highlights the need for more robust oversight of data
collection practices. Furthermore, various forms of problematic content (such as forms
of ‘hate speech’) and polarising messages, sometimes distributed or amplified through
coordinated inauthentic behaviour or sponsored content, have inflamed election-related
tensions. This is complicated by the fluid relationship between unpaid/organic and paid/
sponsored content, as unpaid content may be sponsored to extend its reach, or conversely,
users may opt to reshare political ads to their own followers.

In Kyrgyzstan, transparency of campaign financing and spending has been found
insufficient by international organisations, including the OSCE.* This also applies to online
political advertising and spending. Hence, in this briefing, ARTICLE 19 outlines key freedom
of expression issues linked with political advertising, focusing on challenges associated
with online campaigning. It describes international standards on the right to freedom of
expression and information, especially in relation to political speech. This is followed by
series of recommendations to the Kyrgyzstan Government, Central Election Commission
and private actors, especially the media and social media platforms.



Applicable international human rights standards

The basic international law framework on freedom of expression is set out in Article 19
of the International Covenant on Civil and Political Rights (ICCPR) which grants “everyone,’
including political parties and candidates, the right to hold an opinion without interference
and impart their views and ideas freely;* and a corresponding right of the public to seek
and receive those views and ideas. This right can be restricted only under very narrow
circumstances.® These rules apply the same online as offline.®

Elections raise two aspects of the right to freedom of expression:

+ the right to engage in political debate by political candidates, voters, journalists, and
others and

+ the right of access to information, which includes the right of voters to understand
how to vote and form an opinion on the key electoral issues.

Hence, under international standards, voters should have access to diverse and pluralistic
sources of information, and all political candidates should have fair access to the media,
but this can be achieved through a variety of means and there is no consensus that the
democratic process should necessarily include paid political advertising.” International
standards and regional courts are thus more nuanced in their approach to paid political
advertising and recognise that certain limitations may be legitimate, reflecting the difficult
challenge of ensuring the right balance between limiting the influence of money on electoral
outcomes and preventing arbitrary restrictions on political communication.®

Where paid political advertising is permitted, the media should make ad space available
to parties and candidates on a non-discriminatory basis,” meaning that open access and
equal treatment should be guaranteed, as well as equal costs for all candidates/parties.™
In addition, the absolute cost of ad placements should not be overly high,"" and political
parties should be able to generate funds to afford paying for them.'? Ads should be identified
as such and must not be confused with news or editorial content.”® The media should be
exempt from liability for unlawful ads.’ Also, the rules on election spending should apply to
both legacy and digital media, taking into account their differences, including transparency
rules on political advertising.’™

To guarantee equal opportunity of candidates, ad spending may be limited."® A number of
international standards reference the role of party and campaign finance in the electoral
process, for example the UN Convention Against Corruption,’”” as well as guidelines from
organisations such as the Venice Commission of the Council of Europe,’® the OSCE,"® and
International IDEA.?° At the regional and national level, direct limits on political advertising
in traditional media are often coupled with rules on electoral campaign financing that limit
the contributions of individuals, corporations or foreign entities, and/or require proactive
disclosure of spending.

Although international human rights law places binding obligations on States, traditional and
digital media companies also have a responsibility to respect human rights in accordance
with the UN Guiding Principles on Business and Human Rights.?’ Freedom of expression

5



mandates also stated in their 2020 Joint Declaration that digital actors should conduct
human rights due diligence to ensure that their products, policies and practices, including
for the collection of private data and micro-targeting, do not interfere with human rights,??
and micro-targeting should not be permitted without user consent.® The due diligence
process should assess whether the platforms’ political ad policies “arbitrarily limit” the
ability of candidates or parties to disseminate their messages.? Transparency should be
a priority, including through the use of advertisement archives, and disclosures related to
data harvesting and targeting.?® Online intermediaries should make a “reasonable effort
to adopt measures that make it possible for users to access a diversity of political views
and perspectives” and ensure that algorithmic ranking does not unduly restrict access to
election-related content from a diversity of viewpoints.?®



Freedom of expression challenges associated with online
political advertising

In general, national laws permit paid political advertising in print media with few, if any,
restrictions.?” However, national rules diverge wildly on paid broadcast political advertising,
with some banning it entirely (e.g. Switzerland), often replacing it with free airtime allocated
to the parties during the election period (e.g. the UK, France, Spain and Denmark).?® Still
other countries allow TV and radio ads subject to expenditure limits and spending disclosure
rules (e.g. Portugal and Poland), or subject only to the minimum international standard that
political advertising be made available to political parties on a non-discriminatory basis (e.g.
Canada? and the USA).*°

The enforcement of current rules on political ads is a key challenge in the context of digital
technologies. Existing national rules on political advertising are becoming less effective as
voters increasingly access election news online,*' broadcast audiences continue to shrink,
and political campaigns shift their focus to target voters on social media.?? Online content is
frequently exempt from the legal requirements imposed on broadcasters, including sponsor
and author disclosures and clear separation of advertising from organic content. It can even
be difficult to discern the origin of campaign communications.*

Certain countries have responded to the rise of digital political advertising by simply
extending pre-existing ad rules so that they apply online.** Other countries have adopted
specialised rules mandating heightened online transparency.** Other countries permit
online political advertising but require platforms to maintain digital ad registries of political
and issue-based ads.*® This approach largely codifies the self-regulatory approach taken by
the European Union, which asks the platforms to ensure transparency of political and issue-
based advertising.?’



Online micro-targeting

Political parties, coalitions and candidates wishing to engage with voters increasingly rely
on personal data and profiling techniques to monitor and target potential supporters. These
micro-targeting techniques are “geared towards addressing persuadable or mobilisable
voters with tailor-made messages while ignoring others.”*®

Political micro-targeting is nothing new; geographical targeting, for example, is a common
tactic in traditional campaigning. However, online targeted advertising relies on AdTech
companies, data brokers, and other third-party companies to track users across websites
and apps, and combine this data with offline information to develop highly specific
information and profiles about users,*® all while monitoring the outcomes and iterating/
improving on approaches used in real-time. What distinguishes online targeting from earlier
forms of targeting is the breadth and depth of data typically held about voters and their
online behaviour, as well as the speed, scale and low cost at which micro-targeting can be
deployed.

Micro-targeting has some positive features: it can help toimprove the efficiency of campaigns
with limited resources and increase meaningful communication with voters on issues that
are important to them, e.g. a prime ministerial candidate who distributes leaflets to voters on
conservation plans for their local park. Smaller political parties and independent candidates
can benefit from the use of micro-targeting by allowing them to access potential voters
that they could not otherwise afford to target using traditional campaigning tactics.*® They
can thus spread their messages to a targeted base, while spending less than via broadcast
media or newspapers by using free blogs, video sharing platforms and social media.* Micro-
targeting tends to benefit new and heterogenous candidates and political parties at both
extremes of the political spectrum, to the detriment of larger, incumbent parties that cater
to arelatively stable and moderate voter base.*?

There are a number of potential problems associated with digital micro-targeting. In
particular:

« Micro-targeting raises the question of individual autonomy and deliberation in
a context where certain voters may not receive impartial information, and other
demographic groups may fail to receive any information at all.** It causes double
harm by not only violating the rights of those who are targeted, but violating the right
to information of those who are not targeted and therefore unaware of the political
messages that others are exposed to.** Furthermore, individuals may not know or
understand the extent of profiling and the influence it has on their views.

+ Reliance on personal data may infringe personal data rights.*

+ Collecting data on ethnicity, religion, political affiliation, or proxies for sensitive
information can lead to abuse.*® Furthermore, advertisers may not even know the
basis on which users are targeted. As a result, even where targeting decisions are
not made based on protected characteristics, the nature of algorithmic profiling
means that discriminatory outcomes may still result.*’



* Unlike traditional political advertising, which is broadcast or disseminated to a
relatively wide audience, it can be difficult to detect, report and respond to problematic
content such as misinformation and/or ‘hate speech’ that is only distributed to a
small segment of users. This also raises the spectre of a political actor presenting
conflicting policy positions to different groups, although there is no empirical
evidence of this to date.*® These strategies can be combined with A/B testing to
rapidly optimise ad campaigns in response to data about user engagement.

It may become practically impossible to supervise the fairness of elections and
sanction electoralinfractions if the watchdogs of election campaigns, namely election
authorities, NGOs, and journalists, are unable to monitor political communications,
either because they lack technical access or the mandate.*®



Approaches to regulation of online political advertising

A number of proposals have been put forward to address online political advertising around
the world, often containing serious shortcomings.

« A common response to the challenges posed by online political advertising is to
propose a general suspension of the practice or bans. From the perspective of
freedom of expression, there are a number of problems with such blanket bans on
political advertising online — either by States or social media companies. Banning
political ads online poses a danger of censoring political speech in a sweeping way,
including “issue ads”- meaning ads that advocate for or against legislative issues
of national importance, such as climate change, healthcare, immigration, national
security, taxes. Bans may serve to benefitincumbents and more powerful candidates
and harm those without pre-existing large audiences who rely on paid advertising to
reach potential supporters. Access to paid political ads can be an important tool for
opposition candidates to present their messages, especially in countries with state-
owned or state-controlled media that give preferential treatment to the ruling party.

* Another proposal is to regulate or adopt social media policies that restrict the
content of online political advertising where ads contain misinformation or ‘hate
speech’. There is also increasing pressure on platforms to screen or fact-check
ads.*® However, these approaches are also problematic as the right to freedom of
expression does not recognise any valid censorship based on the truthfulness of
the speech; blanket censorship of misinformation violates the right to freedom of
expression.®" Further, TV and radio broadcasters are generally not liable for false or
unlawful statements in political ads — instead, political candidates or parties have
recourse to mechanisms such as the right of reply/correction, and/or defamation
suits.®? Making social media companies liable for the content they have not created
or interfered with also violates the right to freedom of expression.
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Freedom of expression response to regulation of online
political advertising and micro-targeting

Responses to the challenges posed by online political advertising should reflect international
human rights standards, including those governing the right to freedom of expression and
information. Given the importance of protecting political speech, and the disparity of existing
national rules on political advertising, ARTICLE 19’s current approach focuses on improving
transparency and proactive disclosure of campaign financing and advertising, separated
below by recommendations to States, media actors, and social media platforms.

ARTICLE 19 suggests that neither blanket bans on online political advertising nor vaguely
worded restrictions on ‘harmful’ content such as misinformation or ‘hate speech’ should be
considered proportionate responses to the issue and likely violate international standards
on freedom of expression. Conversely, measures to increase the transparency of political
advertising, enforce data privacy laws, and/or place carefully crafted restrictions on certain
practices (e.g. ads aimed at voter suppression and certain forms of micro-targeting) can be
formulated in a rights-compliant manner.

In Kyrgyzstan, transparency of campaign financing and advertising is lacking in general,
including for online political advertising. For these reasons, general legal framework on
political and campaign finance should be improved to ensure greater transparency. Parties
and candidates should be required to be transparent in a timely fashion including to the
media; they should be required to submit financial reports on an annual basis, regarding
their spending on elections and, in particular, spending on legacy and digital media, and
other digital communications efforts.

Campaign finance regulations should provide for an obligation to disclose sources of
campaign funding before election day, publishing detailed final reports on campaign
incomes and expenditures and results of their audit, and envisage a range of dissuasive
and proportionate sanctions for violations of campaign finance rules.

Further, as for the online political advertising ARTICLE 19 recommends that Kyrgyzstan
guarantee mandatory and publicly accessible ad transparency. Political ads should be
clearly distinguishable from editorial content, including news, whatever their form and
including online, and clearly labelled with information about who paid for them.** Furthermore,
ARTICLE 19 supports the use of digital ad databases to keep and publish all regulated ads,
the amount of money spent on advertising, and the name of the person who authorised the
ad, which should be accessible in a format that allows for bulk retrieval by researchers and
policymakers.>*

The Government should also improve data protection and privacy laws and create
independent and adequately resource privacy regulator.

The Central Election Commission also has arole to play in addressing the issue. It should run
civic and voter education campaigns to ensure the freedom of voters to form an informed
opinion and increase their confidence in the electoral process, with appropriate measures
in place to reach groups with special needs, such as language barriers, persons with
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disabilities, and first-time voters. It should also educate political parties and candidates
on their obligations, including with respect to data protection and serve as a convener to
develop good practice, for example by coordinating codes of conduct for political parties to
define appropriate standards of behaviour in political campaigns, including online ads.

The primary responsibility for responsible political advertising should continue to rest on
political parties, candidates, and their campaign teams. Political parties and candidates,
along with social media platforms, interest groups, analytics companies, data brokers, and
ad networks are involved in the processing of personal data for political purposes and
must carefully review their responsibilities to conform with data protection requirements,
and be transparent about how personal data is processed.*®* Candidates should consider
pledging to adhere to voluntary codes of conduct setting minimum standards for political
advertising. Any campaigning that involves processing of personal data must be carried
out in compliance with international standards on the right to privacy and involve obtaining
explicit consent.
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About ARTICLE 19

ARTICLE 19: Global Campaign for Free Expression (ARTICLE 19), is an independent human
rights organisation that works around the world to protect and promote the rights to freedom
of expression and information. It takes its name and mandate from Article 19 of the Universal
Declaration of Human Rights which guarantees the right to freedom of expression.

ARTICLE 19 has produced a number of standard-setting documents and policy briefs based
on international and comparative law and best practice on issues concerning the right to
freedom of expression. Increasingly, ARTICLE 19 is also examining the role of international
internet technical standard-setting bodies and internet governance bodies in protecting and
promoting freedom of expression.

If you would like to discuss this brief further, or if you have a matter you would like to bring
to the attention of ARTICLE 19, you can contact us by e-mail at info@article19.org.
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