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Executive
summary

Compliance with international
humanitarian law (IHL) and human
rights law (IHRL), as well as the
associated alleviation of human
suffering in times of war, relies on the
free flow of information. Yet, attacks on
freedom of expression and information
(freedom of expression) by warring
parties are on the rise. In this policy
brief, ARTICLE 19 seeks to lay the
groundwork for strengthening and better
articulating the existing guarantees that
uphold freedom of expression during
armed conflict.

Conflict parties typically attempt to
shape and control the information
environment. Propaganda has long
been used as a tactic to bolster civilian
morale and influence narratives during
war, at times hampering the possibility
of reaching a peaceful settlement.
Journalists and those who speak

out against violence and atrocities
have long faced silencing. However,

in the digital age, governments and
armed groups deploy information
technologies and strategies that were
inconceivable just decades ago, and
civilians rely on connectivity more
than ever before. Surveillance, content
blocking, internet shutdowns, and

the use of sophisticated ‘information
manipulation’ and ‘hate speech™ as
tools of warfare, are the new normal in
armed conflict.

In this context, it is crucial to re-examine
the role of the right to freedom of
expression in wartime. The rising trend
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of attacks on free expression must be
reversed; armed conflict cannot serve as
a pretext to justify censorship. Freedom
of expression protects civilians. If it is
impeded, compliance with IHL and IHRL
suffers and atrocities proliferate.

Violations of free expression mostly
occur during armed conflict not because
international rules are inadequate or
unknown, but because parties are
unwilling to honour such rules and there
are insufficient mechanisms to enforce
them. In principle, free expression remains
protected during armed conflicts. However,
there are interpretative gaps in the
existing legal frameworks. For example,
IHL and IHRL do not expressly address
the functional protection of media, digital
threats against journalists and human
rights defenders, internet shutdowns or
limits to certain types of ‘information
manipulation’, and ‘hate speech’ during
armed conflict.

In this policy brief, ARTICLE 19 aims to fill
some of these gaps. The objective is to
reinforce existing rules, and promote an
increased understanding of relevant legal
standards among the various stakeholders,
including military commanders,
humanitarian and human rights
organisations, private companies, and

the public more generally. We believe that
IHRL, particularly freedom of expression
standards, can effectively complement
existing protections under IHL in the face
of the changing realities of modern armed
conflicts and help prevent harm to those
affected.
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Specifically, ARTICLE 19 proposes that a framework for the protection of freedom of expression during
armed conflict must be based on the following ten principles:

Upholding freedom of expression during armed conflict protects civilians, as it enables
the enjoyment of other human rights and fosters an environment conducive to respect
for IHL.

Comprehensive protection of freedom of expression in armed conflict requires
recognition of the important interplay between IHL and IHRL.

Any restriction on freedom of expression — whether it impacts individuals within or
outside a state’s borders — must strictly adhere to the principles of legality, legitimacy,
necessity, and proportionality.

The protection of freedom of expression during armed conflict requires investment
during pre- and post-conflict times.

Cyber operations must adhere to the IHL rules governing attacks if they are reasonably
expected to cause — whether directly or indirectly — death, injury, physical damage, or
loss of functionality.
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Information operations? must adhere to the specific limits set by IHL and IHRL.
Responses to ‘information manipulation’ and ‘hate speech’ must adopt a freedom of
expression-based approach.

Internet connectivity can be a lifeline for civilians and is protected under both IHRL
and IHL.

Tech companies should assume their responsibilities as key actors during armed
conflict. They should take specific steps to respect IHL and uphold freedom of
expression and other human rights, including by taking proactive steps to protect
civilians from digital threats.

Actors operating in armed conflict, including state and non-state actors, along with
humanitarian organisations and human rights actors, should abide by international
freedom of expression standards. Where applicable, they should include freedom
of expression considerations in their military manuals, codes of conduct, policies,
and protocols. National and international courts, tribunals, and accountability
mechanisms should consider freedom of expression violations as they assess
potential international crimes.

Work towards greater articulation and promotion of freedom of expression standards
during armed conflict must continue.
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Introduction

From Sudan to Myanmar, from Israel and
Palestine to the Democratic Republic

of Congo, from Ukraine to Yemen

— armed conflicts affect all regions
around the globe. Currently, there are
more than 120 armed conflicts, which
involve over 60 states and 120 non-
state armed groups.® Not all of them
capture the attention of the media and
the international community, and some
are quickly forgotten, providing a cloak
of impunity for crimes and human rights
abuses in these ‘silent’ wars.

Freedom of expression and information
(freedom of expression) is often one

of the first casualties in armed conflict.
Journalists and media personnel
struggle to report the news safely,
internet shutdowns are on the rise, and
conflict parties spread dehumanising
narratives about the ‘enemy’ or distort
information about the hostilities,
undermining chances for a peaceful
settlement. Private actors like social
media companies can further contribute
to the silencing of voices, including
entire communities, through content
moderation practices that fail to respect
international humanitarian law (IHL) and
human rights law (IHRL) rules.

As attacks on freedom of expression in
armed conflict have become the norm,
the need to protect this fundamental
freedom has become ever more
important. For individuals trapped
amidst extreme violence, reliable
information can be as life-saving as
emergency aid. It might prevent them
from accidentally entering areas of
active fighting, enable them to contact
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their loved ones, or allow access to
humanitarian relief. Journalists’ ability

to raise awareness about the conflict

and report on crimes committed by the
warring parties can permit the public and
the international community to monitor
events and advocate for respect of
international rules. Access to internet and
telecommunication networks has become
as indispensable for civilians as roads and
radios were at the time when IHL was in its
infancy.

The impact of armed conflicts transcends
the borders of the states within which

they unfold. Non-belligerent states have

to grapple with the complexities of
responding to challenges to the information
ecosystem. They are faced with decisions
such as how to regulate or manage media
outlets based in, or acting as mouthpieces
for the belligerent state(s), as well as

tech companies, including social media
companies, telecommunication companies,
and internet service providers (ISPs).

Governments, international bodies, private
companies, humanitarian organisations,
and civil society actors are increasingly
focused on so-called ‘information wars’
and the new risks that digital technologies*
can create for civilians. With few explicit
rules in IHL, some advocate for new legal
frameworks to tackle these evolving
challenges.® At the same time, there is

still a lack of clarity and awareness as to
how freedom of expression standards
apply in armed conflict under the existing
legal framework and the contributions
they can offer to addressing these issues.
Furthermore, while there is a growing
appreciation of the role of tech companies
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Introduction

in armed conflict, these discussions
could benefit from a specific freedom of
expression perspective.

With the present policy brief,

ARTICLE 19 aims to contribute to

this dialogue and fill some of these
interpretative gaps. We recognise

that questions around freedom of
expression in armed conflict are
multifaceted and of enormous
complexity. We will not aim to cover

all relevant aspects or questions but
highlight and address several key gaps.

The policy brief is structured as follows:

First, we outline standards on the
protection of freedom of expression
during armed conflict. This includes
a summary of the applicable IHL
rules, the interplay of IHL and IHRL in
protecting free expression, and
permissible derogations from
freedom of expression obligations
during armed conflict.

Second, we address some of the

key threats to freedom of expression
in recent armed conflicts. We discuss
the extent to which IHL provisions
can protect freedom of expression
and how freedom of expression
obligations under human rights
instruments can apply extraterritorially.

Drawing from the existing IHL and
IHRL obligations of state and non-
state actors, we then suggest how to
bridge interpretative gaps with respect
to the treatment of non-kinetic military
operations (operations that do not
involve physical force) under IHL; the
application of IHRL standards to
‘information manipulation’ and ‘hate
speech’; the protection of journalists
and the media; and the legality of
internet shutdowns during armed
conflict.

Third, we address the responsibilities

of certain tech companies during armed
conflict, namely social media companies,
telecommunication companies, and
ISPs. We highlight key measures that
these companies should adopt to
uphold IHL and IHRL, and specifically
freedom of expression.

This policy brief is complemented by
ARTICLE 19’s upcoming policy brief on
the interpretation of Article 20(1) of

the International Covenant on Civil and
Political Rights (ICCPR),® which prohibits
‘propaganda for war’. ARTICLE 19 will
continue to work on areas where freedom
of expression intersects with armed
conflicts, including the use of artificial
intelligence and surveillance technologies
and the relationship between freedom of
expression and international criminal law.
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Standards on the protection of the right to freedom of expression

The right to freedom of expression during
armed conflict finds protection in both
IHRL and IHL. The extent to which such
protections apply depends, among other
things, on whether the armed conflict

is international or non-international,
whether the responsible party is a state
actor or non-state actor, and whether the
conduct by a conflict party targets the
domestic population or the adversary’s
population outside its territory. In

this section we explain those legal
frameworks and standards particularly
relevant for freedom of expression during
armed conflict. This includes the right to
derogate from freedom of expression,
the interplay between IHRL and IHL, and
the responsibilities of tech companies
during armed conflict.

Freedom of expression
standards applicable in
armed conflict

The right to freedom of
expression

The right to freedom of expression is
protected by Article 19 of the Universal
Declaration of Human Rights,” and is
given legal force through Article 19 of
the ICCPR and in regional human rights
treaties.® These treaties require states

to guarantee to all people the freedom

to seek, receive, or impart information or
ideas of any kind, regardless of frontiers,
through any media of a person'’s choice.
States may, exceptionally, limit the right
to freedom of expression, provided that
such limitations conform to the following
strict requirements: the limitations must
a) be provided by law, b) pursue one of
the explicitly enumerated legitimate aims,
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and c) be necessary and proportionate
to the aim sought (the ‘three-part test’ of
Article 19 of the ICCPR).?

Article 20 of the ICCPR sets further
limitations on freedom of expression and
requires states to prohibit (though not
necessarily criminalise) certain forms of
speech, namely ‘propaganda for war’ and
‘any advocacy of national, racial or religious
hatred that constitutes incitement to
discrimination, hostility or violence’."

As will be discussed later, additional
restrictions on freedom of expression
can also be found in other human rights
treaties, as well as outside the human
rights framework, for example in IHL or
international criminal law.

Derogation from the right to
freedom of expression during
armed conflict

The protection offered by human rights
conventions does not cease in case of
armed conflict except through the effect of
provisions allowing for derogation, which are
contained in certain human rights treaties."

Under Article 4 of the ICCPR, states may
take measures derogating from certain of
their obligations under that instrument -
including the right to freedom of expression
- ‘in time of public emergency which
threatens the life of the nation’ to the extent
‘strictly required by the exigencies of the
situation, provided that such measures are
not inconsistent with their other obligations
under international law and do not involve
discrimination solely on the ground of race,
colour, sex, language, religion or social
origin’. In addition, the state party must
officially proclaim a state of emergency.?
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Standards on the protection of the right to freedom of expression

The UN Human Rights Committee, which
monitors the implementation of the
ICCPR by its state parties, has recognised
that armed conflict is one of the most
probable scenarios that can create a
‘public emergency threatening the life of
the nation’.”® However, not all armed
conflicts require a derogation, and
therefore the necessity of derogatory
measures must be substantiated by a
sufficiently detailed account of the
relevant facts.” Derogation from a
human right does not render the right
entirely inapplicable.’ According to the
Human Rights Committee, states should
apply derogation measures with due
regard to the principles of legality,
legitimacy, necessity, proportionality,
and non-discrimination.'® Although the
necessity to adapt to evolving
circumstances during armed conflict
can make it challenging to draft precise
laws, legislation should strive to be as
clear as possible regarding the specific
measures intended for application under
the derogation regime.

Even where the specific circumstances
of an armed conflict justify a derogation,
derogation measures must be tailored to
the nature and scope of the emergency
and designed to bring to a close the
threats underlying that emergency."’
Any derogation must be temporary.®

Freedom of expression can be subject
to derogation,’ although the Human
Rights Committee has taken the position
that no circumstance can justify the
derogation of the right to freedom of
opinion.?® A state party also cannot
invoke a declaration of emergency as
justification to engage in ‘propaganda
for war’ and ‘advocacy of national, racial,

article19.org | Clearing the Fog of War - Policy Brief

Contents

or religious hatred constituting incitement
to discrimination, hostility, and violence’.?’

International bodies have further found
that, when adopting a derogation
measure, a state must take account of
the fundamental role played by freedom
of expression in a democratic society and
must demonstrate that the derogation is
necessary to ‘pave the way back to political
freedom’.22 Accordingly, measures that
restrict public debate — even, and perhaps
especially, in the case of armed conflict -
are subject to scrutiny and specific limits.

International
humanitarian law

Determining the scope of protection of
freedom of expression during armed conflict
requires an examination of IHL, a set of

rules that applies to armed conflict.?® IHL
restricts the means and methods of warfare
and protects persons who are not, or are no
longer, participating in hostilities.?* Among
others, it seeks to strike a balance between
legitimate military action and the objective of
reducing human suffering.?® The application
of IHL does not depend on the reasons for
the conflict and must be applied by all parties
to conflict, including non-state parties.?®

IHL draws a distinction between international
armed conflicts and non-international armed
conflicts. International armed conflicts arise
when at least one state resorts to armed
force against another state, regardless of
the intensity of the hostilities or a formal
declaration of war. Non-international armed
conflicts arise within the territory of a state,
either between governmental armed forces
and non-state armed groups, or between
non-state armed groups only, under the
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Standards on the protection of the right to freedom of expression

condition that the armed group involved
is sufficiently organised and the violence
associated with the conflict is protracted
in nature.?

Treaty rules concerning international
armed conflicts are much more extensive
than those that apply to non-international
ones.?® However, in recent years, IHL

rules applicable to non-international
armed conflicts have drawn closer to
those applicable to international armed
conflicts.? In particular, many of the
treaty rules applicable to international
armed conflicts also constitute customary
international law — ‘a general practice
accepted as law'® — and are binding on all
states independently of their acceptance
of them. In addition, many, but not all,
rules of customary international law apply
to non-international armed conflicts.'
Given that today the majority of armed
conflicts are non-international, customary
international law rules have acquired
heightened practical relevance.??

IHL also applies to situations where a
territory is occupied (which means it is
placed under the authority of an adverse
army®) during an international armed
conflict.®* The specific duties of the
occupying power are outlined mainly

in the 1907 Hague Regulations and the
Fourth Geneva Convention.?*

The interplay between
IHRL and IHL

The dynamics between IHRL and IHL
are key in shaping the protection of
free expression in armed conflict. The
prevailing view used to be that IHRL
applied in times of peace and IHL

applied in times of armed conflict. Modern
international law, however, recognises that
this distinction is inaccurate and that both
regimes apply concurrently during armed
conflicts. The continuous application of
IHRL during an armed conflict is explicitly
referenced in both IHL®* and IHRL®”
treaties.® The International Court of Justice
has affirmed that ‘the protection offered by
human rights conventions does not cease
in case of armed conflict, save through the
effect of provisions for derogation of the
kind to be found in Article 4 of the ICCPR’.%
The Human Rights Committee has also
recognised that:

[tlhe [ICCPR] applies also in situations of
armed conflict to which the rules of [IHL]

are applicable. While, in respect of certain
[ICCPR] rights, more specific rules of [IHL]
may be specifically relevant for the purposes
of the interpretation of [ICCPR] rights, both
spheres of law are complementary, not
mutually exclusive.*

In most cases, IHRL and IHL are mutually
reinforcing and there is no conflict between
the two branches of law. For example,
journalists (like all individuals) enjoy the
right to freedom of expression under IHRL.
For its part, IHL offers journalists specific
protections that complement those in IHRL
instruments.

In certain cases, IHL and IHRL may lead to
different results or offer contradictory
solutions. Pursuant to the lex specialis
principle of interpretation, in situations where
rules conflict and cannot be interpreted
consistently, the more specific rule prevails.
Both IHRL and IHL can constitute lex
specialis in a given circumstance, even in the
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Standards on the protection of the right to freedom of expression

context of armed conflict. As the Office of
the United Nations High Commissioner
for Human Rights (OHCHR) explained, the
‘identification of which rule will have
pre-eminence depends on an examination
of the facts and of the particular
protection included in the relevant rules’.#?

Regional human rights bodies which,
unlike the International Court of Justice,
often do not have jurisdiction to directly
apply IHL rules, regularly interpret the
scope of the rights enshrined in human
rights conventions in light of IHL
standards when analysing potential
human rights violations in the context of
an armed conflict.*®

Non-state actors also have obligations
under international law during armed
conflict. If non-state armed groups are
parties to an armed conflict, they are
bound by IHL.** The IHRL obligations of
such groups are, however, less certain.
There appears to be growing recognition
that non-state armed groups may, in
some circumstances, have certain IHRL
obligations — at least when they exert de
facto governmental authority in areas
under their control. However, how and to
what extent those obligations exist
remains an unsettled question.*®

Comprehensive protection
of free expression in conflict

requires recognising the
crucial interplay between
IHL and IHRL.
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Responsibilities of tech
companies to respect
freedom of expression and
IHL during armed conflict

There is also growing recognition that
businesses, as non-state actors, can
significantly impact human rights.
Although they do not have the same level
of human rights obligations as states,

it is increasingly acknowledged that
businesses, including tech companies,
have a responsibility to respect IHRL. This
responsibility is articulated in the Guiding
Principles on Business and Human Rights:
Implementing the United Nations ‘Protect,
Respect and Remedy’ Framework (the UN
Guiding Principles).* In conflict-affected
areas, the UN Guiding Principles call on
businesses to not only respect major
international human rights treaties, but
also to ‘respect the standards of [IHL]'.#
The UN-mandated Working Group on
Business and Human Rights has further
emphasised that companies should adopt
conflict-sensitive practices and conduct
heightened due diligence to identify,
prevent, mitigate, and account for how
they address their adverse impacts during
armed conflict.*® These responsibilities
operate independently of any state’s
obligations or its willingness or ability to
meet its own IHRL and IHL obligations.

Furthermore, many telecommunication
companies and ISPs are under government
control. Consequently, their actions may be
attributable to the state itself.*
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ARTICLE 19’s position on interpretative gaps

Having outlined what we know

about the key legal frameworks and
standards that apply to freedom of
expression during armed conflict, this
section presents ARTICLE 19’s position
on how to address some of the main
threats to freedom of expression

in armed conflict and how to fill
interpretative gaps in the protection
offered by existing IHL and IHRL rules.
Issues related to responsibilities

of tech companies specifically and
our recommendations to them are
addressed in the following section.

The lack of explicit
recognition of freedom of
expression in IHL

ARTICLE 19 observes that IHL does
not appropriately recognise the
importance of freedom of expression
in the context of armed conflict.
Existing IHL conventions lack express
provisions securing the right to freedom
of expression.* This poses significant
challenges, especially considering the
dangers that arise in active conflict
zones when freedom of expression is
undermined.

Indeed, the digitalisation of armed
conflict has increased the importance
of the information space for military
purposes. We are withessing a rise in
‘information manipulation’ and ‘hate
speech’,S" internet shutdowns,*? use
of spyware,> and online censorship.>
These trends can exacerbate both
online and offline harm to civilians,
impede broader compliance with IHL,
and prolong the conflicts.
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Some commentators question whether
IHL is still fit to respond to these new
challenges and argue that new IHL

rules may be needed.% Indeed, IHL may
have to develop further to adequately
address the reality of information warfare,
digital threats to civilians, and freedom

of expression violations during armed
conflict. However, the creation of new
treaty rules could encounter substantial
obstacles and risk undermining the
protections currently offered by IHL and
IHRL.%¢ ARTICLE 19 believes that — at least
initially — a proper understanding and
interpretation of existing IHL rules can

go a long way in protecting freedom of
expression during armed conflict.

This policy brief aims to provide
interpretations that can serve as a foundation
for more detailed rules — developed through
a collective approach that includes a variety
of stakeholders - that operationalise the
freedom of expression responsibilities of
conflict parties and other actors.*”

The proper interpretation of international
humanitarian law can significantly help
address challenges to the information

ecosystem in the digital age and safeguard
freedom of expression during armed conflict.

Why is there a need to further develop the
understanding of IHL specifically when
freedom of expression — like all human
rights — continues to apply during armed
conflicts? We believe that recognising that
IHL can also provide protection to freedom
of expression is significant for several
reasons. IHL rules are tailored to the
realities of conflicts, offering additional and
specific protections to those found in
IHRL.5%8 Such rules are specifically designed
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ARTICLE 19’s position on interpretative gaps

for situations of emergency and do not
permit derogation.® Importantly, as
mentioned earlier, IHL explicitly
addresses the responsibilities of non-
state actors, and its extraterritorial
applicability is not contested.*°

Moreover, we believe that increased
recognition that violations of freedom of
expression can simultaneously constitute
breaches of IHL, and that certain
violations of IHL — specifically, grave
breaches®' — can be prosecuted under
international criminal law, can further
strengthen the protection of freedom of
expression during armed conflict.

ARTICLE 19's position:
Compliance with international
humanitarian law requires
upholding freedom of expression

ARTICLE 19 acknowledges
that IHL does not explicitly
codify the right to freedom

of expression during armed
conflict. However, we argue
that several IHL provisions

- including the obligation to
ensure respect for IHL and

the fundamental principles of
humanity, military necessity,
distinction, and proportionality
— can offer basic safeguards
for freedom of expression

in specific circumstances.
Additionally, the protection of
journalists under IHL implicitly
recognises their right to
freedom of expression.

Existing IHL rules were drafted without
anticipating the digital revolution we are
facing today, and the impact this would
have on modern warfare. Like the rest of
international law, IHL is a living instrument,
capable of accommodating evolving
interpretations.®?

More specifically, ARTICLE 19 contends
that while IHL does not explicitly codify
freedom of expression, several IHL
provisions can offer protection in specific
circumstances and prohibit conduct that
negatively impacts freedom of expression.
In particular:

@ |HL implicitly recognises and protects
journalists’ right to freedom of
expression. Journalists engaged in
dangerous professional missions in
armed conflict enjoy the protections
of civilian status.® The rationale for
such protection is that, in order to
appropriately perform their work,
journalists need to be able to safely
and independently exercise their right to
freedom of expression.® This indicates
that journalists have a right to freedom
of expression — and the public has a
right to receive information from them.
It follows further that journalists should
be protected and must not be targeted
when reporting in dangerous missions
in conflict areas.®

® When a belligerent state restricts

freedom of expression with the intent of
shielding its activities from public scrutiny
and/or covering up IHL violations, that
state infringes its obligation to ensure
respect for IHL under Common Article 1
of the Geneva Conventions (Common
Article 1) and customary IHL.®® Common
Article 1 requires the implementation
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ARTICLE 19’s position on interpretative gaps

of all reasonable measures to prevent
IHL violations, as well as to suppress
breaches and hold accountable those
responsible for violations that do take
place.?’

® |HL protects individuals’ right to seek,
impart, and receive information in
specific circumstances. This follows
from IHLs protection of civilian
objects, including civilian information
and communications technology
(ICT) infrastructure.®® In addition, as
recognised in a resolution adopted at
the 34th International Conference of
the Red Cross and Red Crescent,®®
modern societies rely heavily on ICT
infrastructure for communications
and for the provision of essential
services such as education and health
care. In some circumstances, civilians
also directly depend upon such
infrastructure for their physical and
emotional well-being. The
fundamental IHL principles that can
protect individuals’ ability to
communicate are:

O The principles of humanity and
military necessity, which apply to
all military operations, whether
they are kinetic or cyber in
nature.”

O The principle of distinction
between civilians and combatants,
and between civilian objects and
military objectives, which
prohibits indiscriminate attacks.

O The principle of proportionality,
which places a limit on the extent
of incidental civilian harm that is
permissible whenever military

objectives are attacked, reflecting
the balance that must be struck
between the principles of
humanity and necessity.

® Further, several specific IHL rules
implicitly require the protection of
civilian ICT infrastructure, the
availability of the internet as a source
of information, and individuals’ ability to
communicate. For example, humanitarian
organisations and hospitals enjoy
specific protection under IHL.”" As their
operations depend heavily on a
functioning ICT infrastructure,’?
intentional or indiscriminate interference
with such infrastructure ought to be
interpreted as a violation of the IHL rules
that protect these institutions. Another
example is the obligation to take
precautions against the effects of
attacks.” In order to avoid the dangers
resulting from military operations,
civilians require the ability to access
information and to communicate about
such dangers.”* The obligation to take
precautions against the effects of attacks
therefore implicitly includes an obligation
to protect the ICT infrastructure that
enables civilians to obtain information
and to communicate about attacks.

The underexplored
extraterritorial application
of freedom of expression
obligations

The question of whether states’ human
rights obligations apply extraterritorially

is particularly pertinent in the context of
international armed conflicts, and gains
additional significance in the digital realm.
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ARTICLE 19 notes that human rights
instruments lack explicit mention

of their extraterritorial application,

but some contain reference to their
applicability for individuals subject to
or within a state’s jurisdiction.”® The
specific meaning of these jurisdiction
clauses is complex and marked by
controversy. Jurisprudence on the
matter has been inconsistent. Several
possible models have been considered
for the extraterritorial application of
human rights treaties. For example,
some human rights bodies have held
that human rights obligations apply to
individuals outside a state’s territory
when the state has ‘effective control’
over that territory, judged primarily by
reference to the strength of the state’s
military presence in the area (spatial
model).”® Others look to the state’s
authority and control over individuals,
for example where a state exercises
total and exclusive control over the
prisons and the individuals detained in
them (personal model).””

The issue of extraterritoriality is
particularly underexplored when it
comes to freedom of expression
obligations. The most prominent
models for extraterritorial jurisdiction
do not offer suitable solutions. This

is so because many freedom of
expression violations, including in
armed conflict, are committed through
cyber-enabled operations that are
largely disconnected from traditional
concepts of physical control over either
territory or individuals.

ARTICLE 19's position: States
have extraterritorial obligations to
protect freedom of expression

ARTICLE 19 asserts that if a state’s
actions can impact the exercise

or enjoyment of the freedom of
expression rights of an individual

located outside its borders, freedom
of expression obligations should
apply extraterritorially towards that
individual.

ARTICLE 19 believes that if a state’s conduct
affects the exercise or enjoyment of a human
right by an individual outside its borders,
IHRL should apply.”® If, for example, a state
interferes with the ability of individuals
abroad to freely express themselves -
whether through directing information
operations at the population in the ‘enemy’
state, shutting down the internet via cyber-
attacks on ICT infrastructure, or intercepting
the private communications of journalists
and human rights defenders in ‘enemy’
territory — then that state is exercising power
and control over those individuals’ right to
freedom of expression. Accordingly, the state
should be bound by freedom of expression
obligations towards those individuals.”

Positions that are supportive of an
extraterritorial scope of the right to freedom
of expression — as well as the right to
privacy — are gaining traction.® However,
the issue remains unsettled. This is one of
the reasons why ARTICLE 19 asserts that it
is significant to recognise the protection
offered to freedom of expression by IHL,
which applies to conduct on ‘enemy’ territory
in international armed conflict.
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IHL does not, however, provide private
enforcement mechanisms for individuals
affected by IHL violations.®” ARTICLE 19
therefore submits that it is necessary for
freedom of expression obligations under
IHRL to be applied extraterritorially,

including during armed conflict. Failure to

recognise such extraterritoriality would
leave individuals whose freedom of
expression rights are affected by foreign
states’ operations during armed conflict
without full protection under freedom of
expression standards and with limited
means to enforce these rights.

The question of which
cyber operations can be
classified as an attack

There are many military operations that
are non-kinetic and negatively impact
freedom of expression and the
information environment. For example,
internet shutdowns can be implemented
without the need to resort to physical
damage to the communications
infrastructure, through manipulation of
network routing or denial-of-service
(DoS) attacks.® Journalists and human
rights defenders are also increasingly
facing non-kinetic digital threats during
armed conflicts, including identity
fraud,® distributed denial-of-service
(DDoS) attacks,® organised doxing
campaigns (in which someone’s
personal information, including their
whereabouts, is posted online with
malicious intent),® or targeting via
spyware.® Information operations have
long been conducted against both
military adversaries as well as civilian
populations during armed conflicts.®”
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Which IHL rules on the conduct of
hostilities (a subset of IHL rules) apply to
such operations depends on the question
of whether they amount to an ‘attack’,
which is defined in IHL as an ‘ac]t] of
violence against the adversary, whether in
offence or in defence’.®® Indeed, while some
IHL rules impose limits on any military
operation, the determination of whether a
military operation qualifies as an ‘attack’ is
essential for the application of additional
protections deriving from the principles of
distinction, proportionality, and precaution.®
These protections include the prohibition of
attacks against civilians and civilian
objects,” the prohibition of indiscriminate®
and disproportionate attacks,’? and the
obligation to take all feasible precautions
to avoid, or at least reduce, incidental harm
to civilians and damage to civilian objects
when carrying out an attack.”

The determination of which operations
qualify as an ‘attack’ — and how this notion
should be interpreted — has been extensively
debated, especially in the context of
cyberoperations. It is widely accepted that an
‘attack’ includes an operation that may
reasonably be expected to cause death or
injury (understood to include serious illness
and severe mental suffering®) or to result in
physical damage, even if the means used are
non-kinetic.®® Physical damage to
communications infrastructure, whether
caused by bombing or cyber mechanisms,
would thus constitute an attack.

What is disputed is whether an operation
that does not cause physical damage but
that results in loss of functionality of the
cyber infrastructure would qualify as an
attack.®® There has also been debate over
whether the assessment of what constitutes
the ‘reasonably expected’ effects for the
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purposes of defining attacks should
include harm due to the foreseeable
direct and indirect (or reverberating)
impacts of an attack.”

ARTICLE 19's position: The
term ‘attack’ under international
humanitarian law should not be
interpreted restrictively

ARTICLE 19 opposes a
restrictive interpretation of the
term ‘attack’. Cyber operations
must adhere to IHL rules
governing attacks if they are
reasonably expected to cause

— whether directly or indirectly
- death or injury (to include
serious illness and severe
mental suffering), physical
damage, or loss of functionality.

In ARTICLE 19’'s view, the term ‘attack’
should not be interpreted restrictively, as
also advocated by the International
Committee of the Red Cross (ICRC).*

First, we submit that both direct and
indirect consequences of military
operations should be considered when
establishing whether they amount to an
attack.®

Second, we believe that physical
damage should not be a prerequisite
for classifying a military operation as
an attack. For instance, operations that
render internet and telecommunication
networks dysfunctional — even if

temporarily — should be covered by the
term ‘attack’.’®

Operations such as internet shutdowns or
spyware attacks can inflict severe direct or
incidental harm on civilian populations,
including death and injury:

® |Internet shutdowns can disrupt life-
saving communication channels and
hinder the operations of medical
services and humanitarian actors. Their
disproportionate effects on the civilian
population have been consistently
recognised by international human
rights bodies.’™

® Cyber operations directed against
journalists and human rights defenders
- who are civilians under IHL - can
result in physical violence against them.
For example, the use of surveillance
technologies ‘has been linked to arrest,
intimidation and even killings of
journalists and human rights
defenders’.’%2 They can also directly
inflict severe mental harm.%

® Doxing can similarly expose journalists
and human rights defenders to abuse
and threats of physical violence.'

ARTICLE 19 submits that operations such
as those listed above should adhere to IHL
rules governing attacks if they are
reasonably expected to cause — whether
directly or indirectly — injury or death (to
include serious illness and severe mental
suffering), physical damage, or loss of
functionality. Excluding them from the
scope of the term ‘attack’ could create a
protection gap. For example, while the
human rights framework, including the right
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to freedom of expression and the right
to privacy, offers protection to civilians
in non-international armed conflicts,
individuals targeted by the adversary in
international armed conflicts may not be
equally protected due to the
extraterritorial nature of such rights
violations. Adopting a narrow
interpretation of an ‘attack’ also
contradicts the spirit and purpose of IHL
and runs counter to the International
Court of Justice’s observation that IHL
applies to ‘all forms of warfare and to all
kinds of weapons, those of the past,
those of the present and those of the
future’.10®

In any case, even operations that do not
qualify as an attack under IHL remain
subject to limitations under IHL. These
include the fundamental principles of
IHL, including military necessity,
humanity, the prohibition of collective
punishment or the prohibition to direct
operations against specifically
protected objects such as medical
facilities.’® In addition, when
conducting any military operation,
constant care must be taken to spare
the civilian population and civilian
objects.’ As the ICRC noted, ‘directing
disruptive cyber operations against
civilian objects, including civilian data,
or ignoring their incidental effects on
civilian populations, would be
incompatible with this rule’.’%

Another category of non-kinetic attacks
could be information operations. The
causal relationships between such
operations and the resulting harm can
be inherently difficult to demonstrate.
However, certain information operations
are recognised as having the potential to

lead to killings, physical harm, severe
mental suffering, and fuel violence in
violation of IHL.% Although the question of
whether information operations can be
classified as attacks has not received
much attention, it is difficult to
categorically dismiss this possibility if such
operations are expected to endanger or
harm civilians.”° Further debate may be
needed to explore the implications of such
qualification, including for freedom of
expression. Like cyber operations,
information operations are subject to the
principle of precaution.™

Current responses to
'information manipulation’
and ‘hate speech’ in armed
conflict do not meet
freedom of expression
standards

In recent years, the scale and spread of
false, inciting, or hateful speech has drawn
increased attention from governments,
international organisations, private
companies, and civil society. The
terminology used to describe challenges to
the information ecosystem varies across
different actors and contexts and may
include terms like ‘disinformation’,
‘misinformation’, ‘information
manipulation’, and ‘propaganda’. The ICRC
primarily uses the term ‘harmful
information’, emphasising its focus on
information that can result in physical,
psychological, economic, or social harm
during conflict.”? Like ‘hate speech’, these
terms lack internationally agreed
definitions.
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ARTICLE 19 generally opposes efforts to
define these terms, as such definitions
will inevitably be ambiguous and risk
overbroad, subjective interpretations
that conflict with freedom of expression
standards." Instead, we approach the
issue through an international law lens.
Depending on the context, we evaluate
whether restrictions on these types of
expression meet the principles of
legality, legitimacy, necessity, and
proportionality; the limitations on states
in disseminating false, misleading, or
inciting speech; and the obligations of
states to provide reliable information to
the public and to prevent, investigate,
and, where required, prosecute speech
crimes, such as incitement to atrocity
crimes. For this reason, in this policy
brief, we do not adopt a single term or
seek to define it but use terms such as
‘information manipulation’, ‘propaganda’,
or ‘disinformation’ interchangeably.”*

We also believe that instead of
focusing on how specific instances of
expression may be categorised,
stakeholders should seek to address
the systemic issues — such as societal
tensions and biases, or the business
models of tech companies — that make
the information ecosystem vulnerable
to manipulation, falsehoods, and
radicalisation.

The nature and impact of
‘information manipulation' and
‘hate speech’ in armed conflict

Conflict parties, whether state or
non-state actors, have throughout
history engaged in information
operations, and continue to do so today.
Conflict parties often use ‘propaganda’

tools to undermine proper understanding of
the armed conflict, to strategically
disadvantage one of the conflict parties, to
maintain support among the home
population and states around the globe, or
to incite violence against certain groups.

ARTICLE 19 is concerned about how
'information manipulation’ in armed conflict
can increase people’s exposure to risks and
vulnerabilities. For example, if displaced
people in need of humanitarian assistance
are given intentionally misleading
information about life-saving services and
resources, they can be misdirected away
from help and towards harm. ‘Information
manipulation’ can also impact
humanitarian organisations’ ability to
operate in certain areas. Furthermore,
‘disinformation’ has been widely used to
incite violence against groups, intersecting
with ‘hate speech’. ‘Hate speech’ in armed
conflict can contribute to the escalation of
violence and the dehumanisation of
groups. ‘Hate speech’ can also impact the
conduct of combatants. For example,
dehumanising the adversary can make
combatants less likely to adhere to IHL or
IHRL rules, thus increasing the risk of war
crimes, serious human rights violations,
and more aggressive treatment of civilian
and detainees.™®

In the last several years, conflict parties
have frequently exploited social media
platforms to spread manipulated
information and ‘hate speech’. These tactics
- together with social media companies’
own shortcomings and problematic
business models — have contributed to
social media becoming a driver of
conflict.”"® Notwithstanding the rise of social
media, reporting by legacy media continues
to assume a central role during armed
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conflict. Sound public interest reporting
is a key antidote, but legacy media — both
state-owned'” and private''® — can also
serve as a vehicle for ‘propaganda’ and
incitement to violence.

While ‘information manipulation’ and
‘hate speech’ are deeply concerning, so
too have been the responses of some
states. All too often, they have resorted
to censorship, including media bans, the
targeting of journalists, and
communication shutdowns, while
allowing impunity for serious cases of
incitement particularly when originating
from state agents. Ironically,
governments themselves frequently act
as primary sources of misleading or
hateful information, both in times of
peace and armed conflict, often justifying
the introduction of censorship measures
by pointing to the very risks that they
create or exacerbate themselves.

Neither IHL nor IHRL prohibit
‘disinformation’ or ‘hate speech’ per se.
For example, IHL only imposes non-
systematic limitations on ‘propaganda’.’
Conflict parties may, for example,
engage in so-called ruses of war (acts
intended to mislead an adversary or
induce them to act recklessly).’?® IHL
also does not prohibit direct ‘propaganda’
operations on the civilian population of
the adverse conflict party.'”

However, certain uses of ‘disinformation’
do violate IHL. For example, IHL
prohibits killing, injuring, or capturing an
adversary by making them believe that
they are entitled to protected status
(perfidy)."?? Similarly, uses of
‘propaganda’ and ‘hate speech’ are
prohibited if their primary purpose is to

spread terror among the civilian
population.’® It is also widely recognised
that the obligation to ensure respect for IHL
under Common Article 1 - reflecting
customary IHL — prohibits parties from
encouraging, inciting, or instigating IHL
violations, including by parties outside their
own forces.’?* In the conduct of military
operations, including in information
operations, warring parties must also take
constant care to spare civilians.’?®

International criminal law imposes
additional limitations that may apply to
situations of armed conflict. For example,
the Convention on the Prevention and
Punishment of the Crime of Genocide
(Genocide Convention) requires states to
prevent and punish ‘direct and public
incitement to commit genocide’.’?® In
addition, the Rome Statute of the
International Criminal Court (ICC) makes it
a crime to order, solicit, or induce the
commission of crimes within the
jurisdiction of the ICC, such as genocide,
crimes against humanity, and war crimes.'?

As for IHRL, Article 20 of the ICCPR only
requires states to prohibit ‘propaganda for
war’ and ‘any advocacy of national, racial or
religious hatred that constitutes incitement
to discrimination, hostility or violence'.’?®
Any restrictions on ‘disinformation’ and
‘hate speech’ whether or not such
expression is covered by the prohibition of
Article 20 of the ICCPR must meet
standards for restrictions on freedom of
expression under Article 19(3) of the
ICCPR.™ |t is also well established that the
mere falsity or misleading nature of certain
information cannot justify restrictions,
unless it affects one of the legitimate aims
under Article 19(3) or Article 20 of the
ICCPR.™0 At the same time, there is limited
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authoritative guidance on how these
standards apply and interrelate with IHL
in the context of armed conflict.

ARTICLE 19 observes that the significant
potential of ‘disinformation’ and ‘hate
speech’ to cause severe harm to
civilians during conflicts, coupled with
the urgent need to address such threats
during existing crises, often leads states
(including non-belligerent states),
companies, and other stakeholders to
adopt or embrace excessively restrictive
and disproportionate measures that do
not comply with freedom of expression
standards. Yet, responses to issues of
‘hate speech’ and ‘disinformation’ during
armed conflict ought to align with
principles of freedom of expression.
Indeed, a censorious approach, may, in
itself, contribute to harm.

ARTICLE 19's position: A
non-censorious approach to
‘information manipulation' and
‘hate speech’ should be adopted

ARTICLE 19 recalls that
‘information manipulation’ and
‘hate speech’ are not, as such,
prohibited under IHL or IHRL.
However, both these frameworks
place specific limits on such
speech and on information

operations during armed
conflicts. Restrictions on false,
misleading, or inciting speech
during armed conflict must
uphold the principles of legality,
legitimacy, necessity, and
proportionality. As in peacetime,
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tackling the underlying issues and
building societal resilience is often
more effective than focusing on
restricting expression. Open debate,
access to diverse viewpoints, and

preventive measures addressing
the root causes of false, radical,
and inciting speech require
investment both before and after
armed conflicts.

At the outset, ARTICLE 19 emphasises the
need for clarity on the legal standards
governing the use of ‘information
manipulation’ and ‘hate speech’ during
armed conflict. This is essential for
stakeholders to formulate responses that
protect and promote free expression. Here,
ARTICLE 19 outlines a number of key
considerations.

® |HRL imposes restrictions on state

actors’ information operations in armed
conflict which supplement both the
prohibitions under Article 20 of the ICCPR
and the limits imposed under IHL. For
example, ARTICLE 19 argues that the
obligation to protect, respect, and fulfil
the right to life (Article 6 of the ICCPR),
as well as the right to be free from
torture or cruel, inhuman, or degrading
treatment or punishment (Article 7 of
the ICCPR), should be interpreted as
requiring states to refrain from
communications that escalate tensions
or fuel hatred and mistrust, thus
increasing the likelihood of violence by
either state forces or third parties.”™' We
further argue that the obligation to
respect, protect, and fulfil the right to
freedom of expression also requires
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states to refrain from encouraging or
disseminating ‘disinformation’ during
armed conflict.’32

® These same IHRL provisions (Articles
6, 7, and 19 of the ICCPR) can be
interpreted in specific circumstances
as imposing a positive duty on states
to disseminate information that can
protect civilians affected by conflict.'
Conflict parties that proactively issue
reliable and truthful public statements
and provide accurate information on
events in armed conflicts can also
demonstrate compliance with the
obligation to respect and ensure
respect for IHL under Common
Article 1.1%4

® The test for state restriction on
expression by individuals during
armed conflict, whether categorised
as ‘disinformation’ or ‘hate speech’,
remains that of legality, legitimacy,
necessity, and proportionality. This
includes instances where international
law requires the prohibition of
expression, such as ‘direct and public
incitement to commit genocide’
under the Genocide Convention.'®
The scope of the protection under
Article 19 of the ICCPR will also
remain the same. For example, as
mentioned, the right to receive
‘information and ideas of all kinds’ by
definition covers both accurate and
false information.’® Any restriction
on false information must be closely
tied to one of the legitimate aims,
such as national security. The mere
falsity or misleading nature of certain
information is not sufficient to restrict
its dissemination.’® This is also true
in wartime.

When a state seeks to restrict
information that is sponsored by a
foreign government, the latter will be
unable to invoke a violation of their right
to free expression. A practical example
might be restrictions on foreign media
outlets controlled by a foreign
government. Nonetheless, the
restricting measure may infringe upon
the right of individuals within the
jurisdiction of the restricting state to
receive information without interference.
For example, under Article 19 of the
ICCPR, individuals have the right to
receive foreign ‘propaganda’, unless the
limitations imposed by their government
satisfies the three-part test.’®

There is often an interplay between

IHL and IHRL in the context of
information operations. For example, if
a conflict party directs its information
operations at the civilian population of
the opposing state (in the case of an
international armed conflict), or intends,
through its information operations, to
undermine the adversary’s military
capabilities, those operations will
primarily be governed by IHL, even
though they may impact the right to
information of the individuals affected
by them. Conversely, if state parties

to an international armed conflict direct
information operations at their own
population - for example, to generate
support — these activities would likely be
regulated primarily by IHRL, although the
state would still be bound by the IHL
rules limiting information operations
detailed earlier.™®

We contend that the typology that
ARTICLE 19 has proposed for
categorising ‘hate speech’, which
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focuses on the severity and impact of
the expression® remains applicable
during armed conflict. This framework
should inform responses to ‘hate
speech’ during armed conflict to
avoid inappropriate restrictions on
the right to freedom of expression. In
addition, recognising the challenges
involved in drawing a distinction
between incitement prohibited by
Article 20(2) of the ICCPR and
expression that encourages the use
of violence not prohibited under IHL,™’
we consider that the six-part test
from the UN Rabat Plan of Action™?
is the most appropriate tool for
distinguishing these different types
of expression. This test, which
considers the context, speaker,
intent, content, extent of the
expression, and the likelihood of
harm occurring, should also be
applied during armed conflict.

Beyond the importance of understanding
the applicable legal frameworks,
ARTICLE 19 emphasises that the issue
of ‘disinformation’ or ‘hate speech’ during
armed conflict is = much like in times
of peace — often more effectively tackled
by addressing its root causes and
strengthening societal resilience, rather
than by focusing on restricting expression.
While it might be understandable for
states to respond to armed conflict in a
reactive and censorious manner, such
an approach might ultimately prove
counterproductive and sow discontent
within the population.

The importance of enabling measures
that address and prevent the root of
problems of ‘disinformation’ and ‘hate
speech’ cannot be emphasised enough.

These measures should start in peace and
pre-conflict times. They should encompass
both the online and offline space, including
improving people’s access to reliable
information and the promotion of media
diversity. Efforts to enhance media and
digital literacy as well as citizen journalism
are also vital, as they contribute to societal
resilience. Weak governance structures,

a stifled civic space, and the absence of
independent media actors are some of the
drivers of ‘information manipulation’ and
‘hate speech’, which only exacerbate during
armed conflicts.

We acknowledge that governments do

not typically pursue positive measures to
enhance societal resilience once hostilities
have already broken out, especially if they
are actively involved in a conflict. This

is not least given their strong interest in
shaping the narrative and silencing dissent.
Actors engaging with conflict parties must
be aware of this and ensure that they do
not encourage a censorious approach that
goes beyond permissible restrictions on
freedom of expression. They should ensure
that they do not only remind conflict parties
of the importance of preventing harm
caused by ‘information manipulation’ and
‘hate speech’ but also of the harm caused
by the suppression of opposing and critical
viewpoints. This is why the promotion

of enabling measures for freedom of
expression are especially important in pre-
and post-conflict periods.

While conflict parties and governments of
third states have a role to play in shaping
the information environment during armed
conflicts, local and international media also
have the power to shape public opinion and
influence powerholders to work towards a
peace agreement. It is essential for media
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actors to respect journalistic standards,
avoid contributing to narratives that
can fuel tensions, and provide space
for dialogue, critical voices, and diverse
ideas on the conflict. They should

also ensure independence, advocate

Media workers often face extreme danger in
armed conflicts. They are killed, kidnapped,
tortured, and subjected to various forms

of systematic harassment. They are also
encountering growing digital threats amid
armed conflicts, such as DDoS attacks,

for access, resist overreliance on
government officials as sources of
information, and maintain a critical
stance towards official statements

on national security issues. Both
international and local media should
resist temptations to abandon objective
coverage.'#

organised doxing campaigns, and targeted
spyware attacks. The intentional destruction
of buildings housing media is a further
common feature in armed conflict.

Journalists increasingly face digital threats
during conflicts, such as DDoS and spyware

attacks or doxing campaigns.

ARTICLE 19 also urges civil society
and humanitarian organisations to
adopt an approach consistent with the
principles of freedom of expression
when addressing challenges to the
information environment that could
harm civilians. Such actors should raise
awareness and encourage conflict
parties and other influential actors to
refrain from engaging in ‘information
manipulation’ and ‘hate speech’

and, instead, to protect freedom of
expression.

IHL provides clear protections for media
professionals and media facilities.
Targeting journalists — which are accorded
civilian status — is clearly prohibited

under IHL, and attacks on them must

be investigated.® While neither the
Geneva Conventions nor the Additional
Protocols define the term ‘journalist’, any
‘citizen’ journalist would be immune from
attacks as a civilian as long as they do

not directly participate in the hostilities.

It is also clear that media facilities are
civilian facilities under IHL and must

not be attacked, unless they constitute
appropriate military objectives (and even
then, an attack on such a facility would be
subject to the main protections under IHL,
including the principles of proportionality
and precaution).’” When it comes to digital
threats against journalists, as detailed
earlier, ARTICLE 19 believes that any

cyber operations that can be reasonably
expected to cause — whether directly or
indirectly — death, injury, including serious
iliness or severe mental suffering to
journalists, must abide by the IHL rules
governing attacks, which includes that they
should not target journalists as civilians.

Gaps in the protection
of journalists and
media facilities

The importance of press coverage of
armed conflicts cannot be overstated.

By gathering and disseminating reliable
and timely information about the conduct
of hostilities, journalists carry out a
crucial mission. It is often thanks to
journalists that serious human rights
violations and war crimes are brought

to light. This comes with a heavy price.
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While most protections for journalists
and media are well established, this
section addresses two questions that
have been the subject of some debate.
First, we consider whether reporting
activities can ever render media actors
and facilities legitimate military targets.
Second, we outline the scope of
functional protection for journalists and
the limits on permissible restrictions
and impediments placed on media work
during armed conflict.

The prohibition of targeting
journalists and media facilities
for reporting activities

The question of whether reporting can
turn media actors and facilities into
military targets has been the subject

of debate. For example, while some
attacks on media facilities are claimed
to be accidental, many are confirmed as
intentional targeting aimed at silencing
the purported ‘propaganda’ machinery
of the ‘enemy’, destroying its operational
communications infrastructure, or
silencing ‘terror broadcasts’.' Similarly,
journalists have been targeted with

the justification that they worked for

a media outlet affiliated with armed
groups.™ Given such alarming conduct,
it is essential to reiterate the extremely
limited circumstances under which media
professionals, and media objects may be
considered legitimate targets.

Journalists will only lose immunity from
attack ‘for such time as they take a direct
part in hostilities’.’® The ICRC has posited
three cumulative criteria to be met for

an act to amount to direct participation

in hostilities: a) the act must be likely to
adversely affect the military operations
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or military capacity of a party to an armed
conflict or, alternatively, to inflict death,

injury, or destruction on persons or objects
protected against direct attack; b) there must
be a relationship of direct causation between
the act and the expected harm; and c) there
must be a belligerent nexus between the act
and the hostilities conducted between the
parties to an armed conflict.™

The test to assess whether a media
facility has become a military objective is
different. Media objects can be considered
military objectives if, by their nature,
location, purpose or use, they make an
effective ‘contribution to military action’
and if their neutralisation offers a definite
military advantage.™? This threshold is
lower than the ‘direct participation in
hostilities’ threshold governing the use of
force against persons.s

ARTICLE 19's position: Journalists
cannot be deemed legitimate
targets based solely on their
reporting activities

Journalists and media actors are
civilians under IHL and must not

be targeted during armed confiict.
ARTICLE 19 submits that journalists
and media actors cannot become
targets based on accusations

of supporting a conflict party by

disseminating ‘propaganda’, ‘hate
speech’, or extremist content.

Media objects do not qualify

as military objectives solely for
generating support for the war
effort or boosting civilian morale.
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Belligerents must exercise

the utmost scrutiny when
considering whether to target
any media facility, providing
clear evidence that the media
object made an effective
contribution to military action
and that its neutralisation
offered a definite military
advantage. They must also show
that less restrictive measures
would have been insufficient to
mitigate the threat posed by the
media object, and that the attack
was not disproportionate to the
anticipated military advantage.

In ARTICLE 19’s view, journalists cannot
be deemed legitimate targets based
solely on their reporting activities. This
is because the three criteria previously
mentioned - threshold of harm, direct
causation, and belligerent nexus — are
cumulative. An act that meets the
threshold of harm but does not meet
the ‘direct causation’ criterion does

not amount to direct participation in
hostilities. Journalistic reporting, by

its nature, does not directly affect

the military capacity of the adversary

or cause harm by inflicting ‘death,
injury, or destruction on persons or
objects’.’>* Regarding the dissemination
of ‘propaganda’, the ICRC clarifies

that while it may be considered war-

sustaining, it constitutes only an indirect

participation in hostilities, insufficient to

justify attacks on media professionals.’®

The same rationale applies to other
types of reporting, whether labelled as
‘propaganda’, extremist, or otherwise.

At the same time, we emphasise that when
reporting activities constitute a crime, such
as incitement to international crimes, the
perpetrators must be prosecuted.

As regards media objects, it is well-
accepted under IHL that objects do not
constitute military objectives when they
merely generate support for the war effort
or boost civilian morale and nothing more.™®
Given that the threshold for using force
against objects is lower than for using force
against persons (lacking, for example, a
direct causation criterion), it has been held
that incitement to crimes may render media
objects a legitimate military target. This is
subject to the aforementioned requirement
that they make an effective ‘contribution to
military action’ and thus their neutralisation
offers a definite military advantage.

ARTICLE 19 underscores the importance

of conflict parties exercising the utmost
scrutiny when considering whether to target
any media facility. Clear evidence must be
provided to demonstrate, among others,
that the media object made an effective
‘contribution to military action’, that less
restrictive means than targeting the media
object would have been insufficient to
mitigate the threat it posed, and that the
attack was not disproportionate to the
anticipated military advantage. Moreover,
any attack on media facilities should
undergo independent investigation, and any
violations of IHL should be prosecuted.

The functional protection of
journalists and media work

The functional protection of journalists and
media work, and the limits of permissible
restrictions and impediments placed on
media during armed conflict, is another
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area where the law provides limited
guidance. Conflict actors often practice
censorship to monopolise information
and control the narrative, including by
hampering the ability of media actors
and journalists to operate freely and
independently. This censorship takes on
various forms, including the following:

® Banning critical reporting on the
armed conflict or the state institutions,
such as the armed forces. This type
of censorship typically takes place
under broadly defined national
security and ‘disinformation’
legislation, which in reality seeks to
silence dissent, prosecute journalists
during armed conflicts, or force
foreign journalists to suspend their
coverage.'s®

® Bans or restrictions on media outlets
- both foreign and domestic - as
well as other restrictions on media
reporting are also common during
conflicts, imposed both by parties to
the conflict as well as third states.™®

® Restricting media access to conflict
zones to impede independent
reporting.'®®

IHL treaties remain largely silent on
these issues, despite their implicit
recognition that journalists have a right to
free expression and should be protected
when reporting on conflicts.'® For
example, IHL does not regulate access
of news providers to conflict zones.
Article 58(a) of Protocol | requires
conflict parties to move civilians away
from military operations, suggesting

a potential right to restrict civilians’
access to conflict zones.
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However, it does not allow access-denial

to journalists for exclusively protective
purposes.’®? As IHL does not explicitly
address restrictions on news providers’
access to conflict zones, this leaves the
matter to be addressed by IHRL."%® The
permissibility of other restrictions on media
actors is also unaddressed by IHL, creating
gaps that IHRL standards should fill.

As for IHRL, these types of restrictions

on media reporting are usually based on
national security concerns. While those

can serve as valid reasons for imposing
limitations, they cannot serve as a
disguised attempt to control the narrative,
and must be necessary and proportionate
in light of the fundamental importance of
an objective coverage of armed conflicts by
an independent press.

ARTICLE 19's position: Restrictions
on media and journalists’ work
must provide evidence of necessity
and proportionality

ARTICLE 19 warns that restrictions
of media work during armed
conflict must present evidence

of invoked national security
concerns, while bans on media
outlets are highly unlikely to

comply with freedom of expression
standards. Access restrictions for
journalists to conflict zones must
be proportionate to the level of
risks involved and should not lead
to a complete denial of access for
entire conflict zones.
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ARTICLE 19 believes that conflict parties
and third states should be guided by the
following considerations:

® General bans on critical reporting
on an armed conflict or the state
institutions are highly unlikely
to meet the requirements for
restrictions on freedom of
expression under IHRL (Article 19(3)
of the ICCPR). In particular, in order
to restrict freedom of expression
on the basis of national security,
states must demonstrate how the
expression they want to restrict
causes or concretely risks actual
harm to its national security, and
how the particular restriction is
necessary and proportionate for the
threat to be averted. Speculative
national security risks to restrict
freedom of expression will not meet
that threshold.'® Even in times of
armed conflict, the public should
have access to diverse perspectives,
which can include perspectives from
adversaries in situations of ‘conflict

and tension’.%% °

® Bans on domestic and foreign media
need to demonstrate the specific
threats that a certain media outlet
may pose to national security or
another legitimate aim. International
standards stipulate that the
banning of media outlets is a severe
restriction of freedom of expression
and is rarely justified.'®® Even
restrictions that fall short of media
bans need to be based on a clear law,
demonstrate the legitimate aim, be
transparent, and provide evidence as
to the necessity and proportionality
of the specific action taken.
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Generally speaking, it can be
counterproductive to ban media
outlets accused of disseminating
‘disinformation’ or inciting content as it
prevents the formulation of a counter-
response that challenges the harmful
narrative.’ ARTICLE 19 has thus long
argued that a more effective antidote
here is the promotion of a vibrant,
pluralistic, professional, ethical, and
viable media ecosystem, which is entirely
independent of those in power."¢8

In addition, any restrictions on
broadcasters, including bans or
suspension during conflicts, should
respect due process and transparency.
Such restrictions should be imposed by
an independent media regulator, not by
executive branches of the government
in charge of defence, national security,
or the armed forces."® The media
regulators in question should apply

the usual requirements in the relevant
regulatory framework when deciding on
broadcasting licence removals.’”®

Access restrictions for journalists to
conflict zones must be proportionate

to the level of risks involved. Some
highly dangerous sections of the front
line may legitimately be categorised

as off-limits for journalists. There

may also be legitimate restrictions on
journalistic access based on national
security considerations. However, any
such restrictions must be supported

by evidence of their necessity and
proportionality. They should be applied in
a tailored manner, evaluated on a case-
by-case basis, and explore less restrictive
alternatives. Barring journalistic access
to extensive areas or territories is highly
unlikely to meet these criteria.”
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Granting access under the condition
that the journalists ‘embed’ with the
armed forces of the conflict party
also raises concerns as it hinders
independent media reporting.
Conditions mandating the submission
of all materials and footage for review
by the armed forces before publication
are highly likely to constitute a
disproportionate interference with a
journalist’s freedom of expression
rights.”2

® Many censorship measures in the
digital sphere fail to meet the
requirements of international freedom
of expression standards. These
include website blocking, surveillance,
and legal and extra-legal demands
of tech companies to censor online
content.’” State actors cannot use
conflict situations as a carte blanche
to justify increased censorship or
surveillance. This section has focused
mainly on censorship. However, we
contend that untargeted or ‘mass’
surveillance is inherently
disproportionate and a violation of
human rights whether in times of
peace or during armed conflict.7*

The complexity of
determining the legal
regime applicable to
internet shutdowns and
their limitations under IHL

Various forms of internet shutdowns'®
have become an increasingly prominent
feature in armed conflict and are
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used by governments both against their
own population'”® as well as against

the population of their adversaries.’”
Shutdowns in conflict zones can cause
considerable harm as they might cut
civilians off from life-saving information
about troop movements and humanitarian
corridors and impede medical facilities
and humanitarian agencies from
operating properly. They often occur when
governments carry out armed operations,
curtailing the documentation of human
rights abuses and war crimes. More
generally, shutdowns are often used to
control the narrative.

There are different methods to restrict

a population’s ability to access the
internet. Such methods may, for

example, entail a governmental authority
directing ISPs — which may be privately

or government-owned — to suspend
services, or the physical destruction of
telecommunications infrastructure through
bombing attacks.'”® Access to the internet
may also be disrupted indirectly, such as
when electricity is cut off.

The assessment of internet shutdowns
under IHRL, including during armed
conflicts, is relatively clear. However, two
aspects regarding internet shutdowns
during armed conflicts warrant attention.
The first is determining when IHL or IHRL
- or both - apply to a shutdown that is
connected to a conflict.””® Second, what
limitations does IHL impose on internet
shutdowns?
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ARTICLE 19's position: Internet
shutdowns are highly unlikely to
comply with IHRL or IHL

ARTICLE 19 asserts that both
IHL and IHRL impose strict
limits on internet shutdowns.
Because of their wide-ranging
and devastating impact on
civilians, shutdowns are highly
unlikely to comply with either of

these legal frameworks and must
be avoided by conflict parties.
When implemented to conceal
violations of IHRL and IHL during
armed conflict, they constitute

a breach of the obligation to
ensure respect for IHL.

ARTICLE 19 submits that the following
considerations should guide conflict
parties as well as telecommunication
providers and ISPs faced with demands
by conflict parties to shut down
networks.

Shutdowns generally do not
meet requirements under IHRL

Where conflict parties seek to employ
measures blocking access to the
internet within their own territory,’®® as
well as in instances of occupation, IHRL
will apply. Where such shutdowns are
connected to the hostilities and there is
sufficient nexus to the armed conflict,
IHL rules will also apply.™

In addition, we believe that where
shutdowns primarily aim to control

information flows rather than achieve a
military objective, and the main impact is
on the civilian population, they should be
assessed primarily under IHRL, although
IHL might impose additional limits.®?

IHRL requires governments to ensure that
internet-based restrictions are provided
for by law and are a necessary and
proportionate response to a legitimate
aim. It is highly unlikely that internet
shutdowns would be permissible

under Article 19 of the ICCPR."® More
specifically, the UN Human Rights
Council held that blanket shutdowns
have severe consequences and can thus
never be justified, and that other types

of network disruptions are also likely

to have indiscriminate adverse effects,
rendering them disproportionate.’®

With respect to targeted shutdowns of
communications services, the Human
Rights Council found that they may be
deemed proportionate and justifiable only
in the most exceptional circumstances,
as a last resort.’®® However, even in times
of conflict, ‘using communications “kill
switches” (i.e., shutting down entire parts
of communications systems) can never be
justified under human rights law’."8¢

ARTICLE 19 notes that many internet
shutdowns during armed conflicts are
officially justified with the need of curbing
‘hate speech’, ‘disinformation’, or illegal
content. Because of the arguments just
laid out, responding to the circulation

of these types of content with internet
shutdowns, including during conflicts, will
almost certainly fail to meet the three-
part test. Aside from their indiscriminate
and disproportionate impacts, they prove
counterproductive. While they limit the
accessibility and circulation of ‘hate
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speech’ and ‘disinformation’ online,

they also hinder fact-finding efforts,
suppress access to reliable information
and are likely to encourage the spread
of rumours, thereby increasing the

risks of division and conflict due to the
uncertainty and fear that they create.'®’
In addition, messages from official
channels spreading ‘hate speech’ can
carry increased weight with communities
if authorities block alternative narratives,
including through internet shutdowns.®®

IHL principles also impose strict
limits on internet shutdowns

IHL will come into play when the
shutdown is linked to the conduct of
hostilities and there is a sufficient nexus
to the armed conflict. Subject to any
extraterritorial human rights obligations
of the party involved, in international
armed conflicts IHL might exclusively
apply to attacks against the
communications infrastructure on the
territory of an adversary state. Although
the permissibility of internet shutdowns
under IHL is less established than under
IHRL, and IHL does not explicitly
address internet shutdowns, ARTICLE
19 contends that several IHL provisions
provide protections against internet
shutdowns.

ARTICLE 19 points out that fundamental
IHL principles, including those of
military necessity and humanity,

should be considered. In addition, as
explained earlier, it is ARTICLE 19's
position that shutdowns should be
considered attacks for the purposes of
IHL regardless of whether they cause
physical damage. We contend that the
principles of distinction, proportionality
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and precautions in attack impose strict
limitations on internet shutdowns, not
least due to their foreseeable adverse
consequences for the civilian population.

We note that it is conceivable that a
shutdown might be implemented for
defensive purposes,'® for example, in
response to a major cyberattack, or that

it can serve a legitimate military purpose,
such as depriving the opposing party of
communication means for orchestrating
attacks. In this context, ARTICLE 19 notes
that many military systems and networks
rely on general infrastructure and software
features that are dual-use, which means
that they are used by both military and
civilians.™°

In such instances, conflict parties must,
however, consider that the principle of
proportionality will likely be violated when
attacking communication infrastructure
used by civilians. As described, shutdowns
can cause significant direct and indirect
harm to the civilian population. This can
include mental harm, physical injury,

or death. ARTICLE 19 contends that

the impact on the civilian population
would be so significant that it could

likely be excessive in relation to any
military advantage gained, and therefore
disproportionate.

As mentioned earlier, shutdowns
intentionally implemented to impede

the documentation efforts of journalists
and human rights defenders and

conceal violations of human rights and
humanitarian law during armed conflict
may also amount to a breach of the
obligation to ensure respect for IHL
under Common Article 1 of the Geneva
Conventions and customary international
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law. Additionally, as also mentioned
earlier, compliance with several
specific IHL rules depends on the
functioning of ICT infrastructure, such
as the safeguarding of operations

of humanitarian organisations and
hospitals, which could be compromised
by internet shutdowns.

Overall, ARTICLE 19 asserts that
it is highly unlikely that measures
introduced by conflict parties that
completely block internet access

Contents

comply with the requirements of either
IHL or IHRL. Conflict parties should

thus avoid shutting down access to the
internet. At the very least, they should
follow the recommendation by the ICRC
Global Advisory Board on digital threats
during armed conflicts, which states that
‘[ilf imperative military necessity justifies
disruptions and restrictions, mitigation
measures should be taken to ensure

the availability of essential services and
preserve the life and dignity of civilians as
much as possible’.’’
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As ‘information manipulation’, online
censorship, internet shutdowns,

and other restrictions on the free

flow of information have increased
during armed conflict, the role of tech
companies has also expanded. There
is a heightened risk that the conduct of
tech companies might cause adverse
human rights impacts, contribute

to violations of IHL and negatively
influence conflict dynamics. Even if
businesses do not take a side in the
conflict, ‘[they] are not neutral actors;
their presence is not without impact’.’?

This section focuses on the
responsibility of telecommunication
providers, ISPs, and the largest social
media companies in the context of
armed conflict. It will first outline issues,
shortcomings, and complexities that
are common to all these companies
and then focus on those specific to the
largest social media companies.

Tech companies are
becoming key conflict
actors

Conflict parties increasingly rely on

tech companies to monitor and censor
expression online, whether at the
infrastructure or the content layer, and
often pressure them into restricting
access to services.'® Authorities in

third states may also exert pressure on
companies to restrict content in alignment
with their geopolitical interest, favouring
one side of the conflict.

These dynamics can make it challenging
for tech companies to uphold their
responsibilities under international law. At
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the same time, despite becoming key actors
in armed conflict — whether deliberately

or unwillingly — many tech companies fall
short of expectations. ARTICLE 19 is also
conscious that some tech companies
operating in countries in armed conflict, such
as telecommunication providers and ISPs,
are controlled by the government or have
close ties to it, making them unlikely to resist
government demands.

Tech companies — especially social media
companies — are key actors in conflict.

Yet, they often fail to live up to their

responsibilities and protect civilians.

Yet even those tech companies that are
seemingly more independent often lack

an understanding of their contribution

to conflict dynamics, are generally ill-
prepared for conflict, and have not invested
adequately in the resources necessary to
uphold IHRL and IHL during armed conflict.
This is reflected in the lack of transparency
regarding crisis protocols or steps taken in
response to specific armed conflicts, as well
as the absence of policies on heightened
human rights due diligence during armed
conflict.”®* Furthermore, companies often
appear to lack an understanding of what it
means to respect IHL.™

Social media companies'
failures during peace
worsen during armed
conflict

The challenges facing the largest social
media companies during armed conflict

are unique and their failures repeated and
notorious.
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In recent years, conflict parties have
often instrumentalised social media to
spread ‘propaganda’ or incite violence
during armed conflict.”®® On the other
hand, social media can play a crucial
and positive role in documenting armed
conflicts, shaping public understanding
around them, and lending a voice to
those directly impacted. Particularly in
contexts marked by severe repression
and censorship, social media can
become a primary channel for reporting
events on the ground and documenting
potential violations of IHL and IHRL."”

In many ways, the problems
associated with the largest social
media companies are the same in
times of peace as they are in times of
armed conflict, even though they are
especially acute during armed conflict
and more likely to lead to offline harm.
These problems are primarily and
fundamentally linked to a platforms’
design and business model, including
their data-collection practices,
algorithms, and monetisation systems.
For example, it has been reported

that several changes instituted by X
(formerly Twitter) increased the spread
of ‘misinformation’ on X, including
during the war in Gaza, Palestine. The
changes included the dismantling

of its verification mechanisms and

the repurposing of blue checkmarks

to offer algorithmic prominence for
users purchasing verification. This

led to a reduction in the visibility and
discoverability of journalists. Most
‘misinformation’ observed was reported
to have come from verified accounts.™®

More generally, the business models
of some of the largest social media
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companies — which are often based

on selling access to users’ attention
through targeted advertising and rely on
recommendation algorithms that amplify
extremist, false, and violent content —
have long faced criticism.” Concerns
have also been raised about the role of
monetisation systems based on content
views, which incentivise the publication of
attention drawing content.?® The ability
of conflict parties to use paid, targeted
advertising to amplify their messages in a
way that favours their narrative can further
distort information about the conduct

of hostilities or serve as an attempt to
justify violations of IHL.?°" At times, such
adverts have also been reported to breach
advertising policies prohibiting violent
content, in an apparent failure by social
media companies to properly review
advertisements against their own policies
before approving them.?%?

Flawed content
moderation processes
on many platforms

Additional concerns arise from the flawed
content moderation processes on many
platforms.

These may, for example, result in the
insufficient moderation of inciting content
or ‘disinformation’ as well as the excessive
moderation of protected speech during
armed conflict. Concerning the latter,
some social media companies have been
criticised for undue removal of political
expression, for not allowing graphic or
violent material on their platforms, even
when it is in the public interest, or for
inconsistently applying any exceptions
based on newsworthiness.?%

36 |



ARTICLE 19’s position on responsibilities of tech companies

Key problems include inadequate
resources allocated to moderating
content (especially in languages
spoken by conflict-affected individuals),
a lack of investment in comprehending
the specific contexts of conflicts, or
insufficient transparency regarding how
social media companies respond to
government demands.?** A persistent
issue has also been ineffective
dialogues with local civil society actors
and users in conflict settings.?%®

These shortcomings significantly
complicate the tasks of moderating
content at scale in conflict settings and
determining which forms of expression
may violate IHL or are protected under it.

Issues can also arise from content
moderation policies themselves,
particularly those that include lists of
banned organisations and entities,
such as armed groups, and prohibit any
‘glorification’ or ‘support’ of them. This
approach risks reinforcing a narrative
dominated by one of the parties to the
conflict, while potentially limiting access
to entire communities under the other
party’s control, placing restrictions on
their communications channels and
restricting journalistic coverage.?%

Inconsistent responses
to armed conflicts

Some social media companies have
responded to different armed conflicts
in inconsistent ways,?” specifically
with respect to their actions related

to content moderation, monetisation,
advertising, and other crisis response
measures, and in their communication

about these measures.?® Instances have
also been documented where social
media companies have disproportionately
suppressed content that supported one of
the parties in the conflict.?%

Whilst certain responses were specific

to particular armed conflicts, some

social media companies have introduced
changes that, in theory, are meant to be
generally applicable. For example, some
social media companies have begun
incorporating references to IHL and

armed conflicts into their community
standards.?'® While this appears to indicate
a general awareness of social media
companies’ responsibility to respect IHL,
the reference to IHL and armed conflicts is
non-systematic, and the provisions in the
relevant policies are, at times, questionable
from an international law perspective.?'

ARTICLE 19 also observes that, following
the outbreak of an armed conflict, there
can be significant public and regulatory
pressure on social media companies to
find rapid and effective responses to the
circulation of problematic content on
their platforms. For example, regulators in
jurisdictions outside conflict zones might
seek to influence what content on the
conflict is available on platforms.?'?

Responding to the specific human rights
and IHL risks arising during armed conflict
and navigating regulatory pressures

from conflict parties and third states

is a challenging and rapidly evolving

task. Despite the growing role of tech
companies as actors during conflict, their
responsibilities have not received the
same attention as entities in the extractive
industry or private military and security
companies. While progress has been made
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in recent years, there is comparatively
little guidance on how tech companies
should conduct their operations in
conflict settings while upholding IHL and
IHRL, particularly in light of international
freedom of expression standards.
ARTICLE 19’s observations intend to
contribute to these discussions.

ARTICLE 19's position: Tech
companies must adopt a series
of measures in accordance with
their responsibility to respect IHL
and IHRL

ARTICLE 19 urges tech
companies to recognise their
pivotal role in modern conflicts.
Beyond merely mitigating
adverse human rights impacts
and ensuring respect for IHL,
they should take active steps
to protect civilians. At the very
minimum, they should conduct
heightened due diligence and
incorporate conflict-specific
considerations in their policies
and practices. This includes
protocols for staff safety, crisis
communication, handling
government demands, and
stakeholder engagement.

Tech companies must also
significantly increase their
transparency with respect to the
steps they take in response to
armed conflict.

Social media companies should
revise business models that
amplify problematic content
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and limit user exposure to diverse
viewpoints, which can fuel
violence and dehumanisation and
affect the conduct of belligerents.
They should take measures to
minimise the spread of content

violating IHL and reduce the risk of
undue removal of public interest
content and documentation of
potential human rights violations
and international crimes.

To address the identified issues, ARTICLE 19
recommends that tech companies adopt

a series of measures to respect IHRL and
IHL. These measures primarily centre on
safeguarding freedom of expression during
armed conflict and are not intended as an
exhaustive checklist. It is incumbent upon
tech companies, given their comprehensive
understanding of the risks associated with
their products and services, to address
their impact during armed conflict and to
implement effective mitigation strategies
based on pertinent internal expertise and
engagement with external stakeholders.

ARTICLE 19 first issues a number of
recommendations directed to all tech
companies covered in this policy brief,
namely telecommunication providers, ISPs,
and social media companies:

® Tech companies operating in armed
conflicts should conduct heightened due
diligence which, above all, requires them
to have robust processes and protocols
in place and to allocate sufficient
resources to identify such conflicts,
analyse risks, and implement meaningful
mitigation measures (including those
suggested by ARTICLE 19 in the

38 |



ARTICLE 19’s position on responsibilities of tech companies Contents

following paragraphs).?'® Tech
companies should, in particular, be
alert to changes in the information
environment — increased censorship
and ‘propaganda’, bans on media, ® Tech companies should go beyond
website blocking, and increases in merely ‘mitigating adverse human rights
inflammatory speech have been impacts’ and take seriously their social
described as ‘red flags’ pointing and moral responsibility to actively
towards armed conflict.?'* Tech promote and uphold IHRL and IHL
companies must also conduct an during armed conflicts. Measures to
analysis of the root causes and nature help tech companies meet this

of the conflict, gain an understanding responsibility might include offering

of the main actors involved and the safety features for users to protect
company'’s own relationship with said them from surveillance, with additional
actors, and perform a specific and safety features for groups particularly at
continuous assessment of how the risk during armed conflicts (such as
company'’s services and operations human rights defenders and journalists),
can lead to an increase in social and using any leverage they may have
tensions or exacerbate conflict over conflict parties or other relevant
dynamics and undermine or breach actors to promote compliance with
IHRL and IHL. relevant IHRL and IHL rules. Social media
companies specifically should take
proactive steps to promote content by
humanitarian actors such as the

recommendations from experts such
as the ICRC, relevant UN bodies, and
civil society actors.

® Tech companies should have a
specific policy on heightened human

rights due diligence during armed
conflict. They should also include
conflict-specific considerations
throughout their policies, practices,

International Red Cross/Red Crescent
Movement, Médecins Sans Frontieres
(Doctors Without Borders), or UN

agencies, or local humanitarian actors

and processes for handling human most trusted by the communities in need.
rights risks and crises. This may

encompass establishing protocols ® Tech companies should adopt specific
for staff safety, crisis communication, policies and practices to mitigate the
and policies on handling government harms of government demands to
demands during armed conflicts. restrict the free flow of information or
install surveillance capabilities.
Companies must keep in mind that their
human rights responsibilities exist
irrespective of the state’s willingness to
comply with their own obligations under
IHL and IHRL. For example, if a
government derogates from certain
freedom of expression obligations, this
does not limit a company’s own
freedom of expression responsibilities.

This requires internal expertise on
conflict dynamics in general and the
specific conflict zones in question.
Tech companies should also acquire
internal expertise in [HL,?"®
complemented by specific training
and, when needed, by external
specialised legal counsel. Companies
should also consider relevant
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However, when it comes to
government demands, the first step
should involve assessing whether
these demands are in line with the
state’s obligations under IHL and
IHRL. While considering the impact
on staff security, companies should
explore all legal avenues to challenge
the implementation of requests that
violate freedom of expression. Even
in cases where government requests
broadly comply with IHL and IHRL
standards, companies should comply
in a way that least affects freedom of
expression. They should be
transparent to users and the public
about any government requests and
their response.?'®

ARTICLE 19 believes that in
exceptional cases, where there is a
complete lack of any legal system or
independent judiciary that could
provide a means to challenge potential
government demands, companies
should refuse to comply with orders
that violate human rights, if they are
able to do so without risking
operational and staff security (for
example, if they are not located in the
territory of the state in question).?'”

Tech companies should coordinate
with other companies facing similar
requests by the same government, as
it can enhance leverage in
interactions with state authorities.

® Tech companies should take
proactive measures to maintain
connectivity at all times in areas of
armed conflict and ensure that their
networks remain operational. They
should also publicly disclose details

about shutdown orders and explore all
legal avenues to challenge them. Social
media companies should invest in tools
and promote circumvention technologies
that are easily accessible for all users to
maintain access to the platform in the
event of shutdowns, and provide
versions of the platforms’ service that
function even with significantly

reduced internet speed.?™®

® Tech companies should conduct active
engagement with external stakeholders
to ensure their input in the design,
implementation, and monitoring of the
due diligence measures required under
the UN Guiding Principles. At a minimum,
those stakeholders should include
humanitarian actors and, where feasible
and subject to security considerations,
local civil society actors operating in
conflict settings.

® Finally, tech companies should be
transparent about the measures they
are adopting to respond to a conflict
situation. They should also issue
conflict-specific reports detailing their
policies, processes, and structures for
operating in conflict settings. The
reports should further address the
challenges encountered in previous
conflict situations, how tech companies
responded to them, and how past
responses will impact future conflict
responses. Tech companies should
also issue country-specific reports for
states experiencing conflicts.

ARTICLE 19 also recommends that

social media companies take additional
measures to account for their functions as
hosting platforms and mitigate the risks
arising from their content moderation
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practices, recommender systems, and
advertising and monetisation systems.
In particular:

® Social media companies should
address and revise the incentive
structures underlying their
recommender, advertisement, and
monetisation systems, as well as
their microtargeting techniques,
which can influence the amplification
of problematic content, suppress
public interest content, and reduce
the exposure of users to diverse views.

® In terms of content moderation,
they should adopt comprehensive
and transparent community standards
that cover content moderation issues
specific to armed conflict, incorporate
IHL considerations, and account for
the relevance of freedom of
expression during armed conflicts.

ARTICLE 19 believes that, for social
media companies, respecting IHL
means taking active steps to reduce
the risk of disseminating content
that violates IHL or incites breaches
of IHL or international crimes
(generally understood as genocide,
crimes against humanity, war crimes,
and the crime of aggression) in the
context of armed conflicts. Where
this requires limitations on freedom
of expression, such limitations should
abide by the three-part test of Article
19(3) of the ICCPR. In view of the
high factual and legal complexity
often arising in the assessment of
individual pieces of content, this
requires careful case-by-case
assessments, sufficient allocation of
resources, and sufficient internal and

Contents

external expertise, both on the legal
and factual questions involved.

In the face of the proliferation of
problematic and illegal content
circulating online during conflicts, social
media companies must step up their
content moderation efforts, yet at the
same time resist the temptation to
over-enforce their content moderation
policies and ensure that any restrictions
abide by freedom of expression
standards. This requires, among others,
limiting reliance on automated tools
and ensuring regular verification of their
accuracy and impartiality. Social media
companies should also adopt and apply
policies that allow content which
breaches community standards to stay
online if there is an overriding public
interest to publishing that content. In
addition, they should know the key
media actors and human rights
defenders that document events on the
ground.

Social media companies must exercise
heightened vigilance when approving
advertisements linked to an armed
conflict. They should be transparent
about any content policies regulating
advertisements, ensure consistent
application of these policies to different
conflict situations, and maintain
transparent and accessible advertisement
repositories. Given the potential for
widespread amplification of content
displayed in advertisements and their
increasing role in modern warfare,
social media companies should in
particular exercise utmost diligence when
assessing whether the content they
contain violates community standards,
and allocate sufficient resources, in
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particular human reviewers, for this
purpose. We also believe that
companies have a social responsibility,
especially in situations of armed
conflict, to ensure they do not profit
from content that contributes to the
vilification or even dehumanisation of
one side of the conflict or the
justification of violations of IHL, IHRL,
or the rules on the use of force.

® Even where content is removed,
social media companies should
work closely with relevant
accountability mechanisms and
civil society organisations that focus
on preserving documentation of the
conduct of hostilities as well as
potential evidence of human rights
and humanitarian law violations.

As for regulators, ARTICLE 19 observes
a tendency to focus regulatory efforts
on the need to curb certain types of
content, including ‘disinformation’,
‘hate speech’, or illegal content

online. Content moderation processes
undoubtedly need to be appropriate and
robust during armed conflict and account
for the potential of content resulting

in harm to civilians. At the same time,
regulators must be mindful that any
restriction of user-generated content ought
to comply with the legality, legitimacy,
necessity, and proportionality requirements.
We also encourage other stakeholders,
including human rights and humanitarian
organisations engaging with social media
companies, not only to concentrate on the
need to restrict content that could lead to
harm, but also to advocate for upholding
freedom of expression.

It remains ARTICLE 19’s firm belief that,
whether in times of peace or conflict, the
emphasis should shift from the content
itself to the systems and incentives that
determine how content is generated,
distributed, and amplified online.?" This will
be more effective in limiting the spread of
problematic content, including content that
breaches IHL.
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Only by using both the protections offered
by IHL and IHRL can the threats to the
information environment in contemporary
armed conflicts be addressed, including,
among others, internet shutdowns, the
targeting of civilians through ‘information
manipulation’ and ‘hate speech’, the
banning of media outlets, or attacking
journalists through kinetic and non-kinetic
means.

A variety of actors have a role to play in
interpreting IHL in light of IHRL rules and in
a way that upholds freedom of expression
during armed conflict. This includes states
(through their armed forces, courts, and
regulators), international courts,
international organisations, civil society,
and academics, as well as non-state
armed groups.

ARTICLE 19 encourages those and other
actors working on the digital and
information dimensions of armed
conflicts to do so in line with international
freedom of expression standards to
safeguard the free flow of information and
reduce civilian harm. As a foundational
step, ARTICLE 19 proposes the following
principles for a freedom of expression
framework for states, private actors, and
other stakeholders to address some of the
various challenges affecting the
information environment during armed
conflict.
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1. Upholding freedom of expression
during armed conflict protects civilians,
as it enables the enjoyment of other
human rights and fosters an environment
conducive to respect for IHL. Freedom of
expression is not a luxury, but a
fundamental necessity. It allows civilians
to protect themselves in the midst of
fighting and stay connected, it protects
hospitals’ and humanitarian
organisations’ access to the internet to
function properly, and it helps avert
impunity for war crimes and other atrocity
crimes.

2. Comprehensive protection of
freedom of expression in armed conflict
requires recognition of the important
interplay between IHL and IHRL. Freedom
of expression enjoys complementary
protections in IHL and IHRL. Despite the
absence of explicit IHL provisions,
freedom of expression violations can
simultaneously breach several IHL rules,
including the principles of humanity,
distinction, and proportionality. Many of
the challenges to the information
environment in contemporary armed
conflicts, including ‘information
manipulation’, ‘hate speech’, internet
shutdowns, or attacks against the media,
cannot be adequately addressed solely
based on IHL but require the application of
the tools under IHRL in tandem with IHL
rules.
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3. Any restriction on freedom of
expression — whether it impacts
individuals within or outside a state’s
borders — must strictly adhere to the
principles of legality, legitimacy,
necessity, and proportionality. Even in
the face of national security threats,
information operations and a surge in
‘hate speech’, any restrictions must
demonstrate that they do not go beyond
any legitimate interest in protecting
national security, public order, or the
rights of others. They should also factor
in the fundamental importance of the
free flow of information and the
objective coverage of armed conflicts by
an independent press. Even where an
armed conflict justifies derogations
from freedom of expression, any
restrictive measures must be tailored to
the nature and scope of the emergency,
with due regard to the principles of
legality, legitimacy, necessity,
proportionality, and non-discrimination.
If a state’s actions can impact the
exercise or enjoyment of the freedom of
expression rights of an individual
located outside its borders, freedom of
expression obligations should apply
extraterritorially towards that individual.

4. The protection of freedom of
expression during armed conflict
requires investment during pre- and
post-conflict times. During armed
conflict, freedom of expression is
particularly at risk when pre-existing
protections are weak. The severity of
expression-related violations in conflict
depends on the presence or absence of
key safeguards which ought to be
promoted in pre-conflict times and
before the outbreak of hostilities,
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fostering an environment that is conducive
to freedom of expression. Such measures
include enhancing media independence
and plurality, promoting government
transparency, and societal resilience.

5. Cyber operations must adhere to the
IHL rules governing attacks and military
operations. Cyber operations, including
among others, internet shutdowns,
spyware, or DDoS attacks, can impact
freedom of expression and cause harm to
civilians. Such operations should adhere to
the rules governing attacks if they are
reasonably expected to cause — whether
directly or indirectly — death, injury
(including serious illness or severe mental
suffering tantamount to injury), physical
damage, or loss of functionality. Even when
they do not qualify as attacks, they remain
subject to limitations under IHL, including
the principle of precaution.

6. Information operations must adhere to
the specific limits set by IHL and IHRL.
Responses to ‘information manipulation’
and ‘hate speech’ must adopt a freedom of
expression-based approach. States and
other stakeholders must resist the
inclination to address false, misleading, or
inciting content with measures that do not
abide by freedom of expression standards
as this can cause harm to civilians and
prove ineffective. Measures should facilitate
the promotion of counter-narratives, provide
access to diverse viewpoints, and target the
root causes of social division. Responses to
the online dissemination of ‘information
manipulation’ or ‘hate speech’ should
account for the role played by social media
companies’ incentive structures underlying
their recommender, monetisation, and
advertisement systems, as well as their
microtargeting techniques.
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7. Internet connectivity can be a
lifeline for civilians and is protected
under both IHRL and IHL. Despite being
prevalent in armed conflicts, internet
shutdowns are highly unlikely to meet
the requirements of either IHL or IHRL.
Shutdowns intended to obstruct the
documentation efforts of journalists and
human rights defenders and conceal
violations of IHRL and IHL during armed
conflicts may amount to a breach of the
obligation to ensure respect for IHL.

8. Tech companies should assume
their responsibilities as key actors
during armed conflict. They should
recognise the crucial role they play in
connecting people as well as
acknowledge the potential harm they
can cause during armed conflict.
Furthermore, tech companies must take
specific steps to respect IHL and uphold
freedom of expression and other human
rights. They should live up to their social
and moral responsibility and take
proactive steps to protect civilians from
digital threats, going beyond merely
mitigating adverse human rights
impacts and ensuring respect for IHL.

9. Actors operating in armed conflict
should adopt a freedom of expression-
based approach to modern warfare.
State and non-state actors, humanitarian
organisations, tech companies, and other
actors operating in conflict contexts
should abide by international freedom of
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expression standards. This involves
enhancing expertise in the digital threat
landscape, engaging with digital rights and
freedom of expression organisations, and
integrating ARTICLE 19's interpretations and
recommendations into military manuals,
codes of conduct, policies, and protocols,
where applicable. Free expression
considerations should also be central to any
conflict prevention, peacebuilding, and
broader peace and security frameworks.
National and international courts, tribunals,
and accountability mechanisms should
consider freedom of expression violations
as they assess compliance with
international law or potential international
crimes.

10. work towards greater articulation
and promotion of freedom of expression
standards during armed conflict must
continue. While there is no doubt that
freedom of expression applies during
armed conflict, much work remains to be
done to articulate what this means and to
operationalise the freedom of expression
responsibilities of conflict parties and other
actors. This requires a collective approach
that includes governments, humanitarian
actors, civil society, academia, tech
companies, and other relevant
stakeholders. An initiative of this kind
would be important in maintaining the
relevance of IHL amid the current
complexities of armed conflicts and their
continued migration into the digital space.
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Endnotes

"The terms ‘information manipulation’ and

‘hate speech’ are not defined in international
human rights law, and international standards
require different responses to different types of
‘information manipulation’ and ‘hate speech’. For
these reasons, ARTICLE 19 uses these terms

in inverted commas throughout this report. Our
approach to these types of expression and their
definitions are detailed in the section ‘Current
responses to “information manipulation” and “hate

speech” in armed conflict do not meet freedom of
expression standards’.

2The International Committee of the Red Cross
(ICRC) understands the term ‘information operation’
to mean ‘the use or manipulation of information

to influence or mislead the perceptions, motives,
attitudes and behaviour of individuals and groups,
in order to achieve political and military objectives’.
See ICRC (2024) ‘International humanitarian

law and the challenges of contemporary armed
conflicts’, 26 September, footnote 170.

3See ICRC (2024) ‘ICRC 2024 opinion paper: How
is the term ‘Armed Conflict’ defined in international

humanitarian law?’, 16 April.

4See, for example, Rizk, J. and Coredy, S. (2023)
‘What we don't understand about digital risks

in armed conflict and what to do about it',
Humanitarian Law & Policy [blog], 27 July.

5See, for example, Hutchins, T. E. (2020)
‘Safeguarding civilian internet access during armed

entire spectrum of peace and war’ (p. 1247).

® UN General Assembly, International Covenant on Civil
and Political Rights, United Nations Treaty Series, vol.
999, p. 171, 16 December 1966, Article 20(1) (cited
hereafter as ICCPR).

7UN General Assembly, Universal Declaration of
Human Rights, 217 A (lll), 10 December 1948.

8 The right to freedom of expression is also codified
in Council of Europe, European Convention on
Human Rights (ECHR), 4 November 1950, Article 10;
Organization of American States (OAS), American.
Convention on Human Rights (ACHR), 22 November
1969, Article 13; and Organization of African Unity,
African Charter on Human and Peoples’ Rights (The
African Charter), 27 June 1981, Article 9.

° A similar formulation can be found in Article 10(2) of
the ECHR and Article 13(2) of the ACHR.

01t is worth highlighting that several states have
made reservations to both paragraphs of Article 20
of the ICCPR. See the Office of the United Nations
High Commissioner for Human Rights (OHCHR) (n.d.)
‘Status of ratification interactive dashboard'.

" See, for example, International Court of Justice,
Legal Consequences of the Construction of a Wall in
the Occupied Palestinian Territory, Advisory Opinion,
2004 1CJ 136, 9 July 2004, para 106. See also
International Court of Justice, Legality of the Threat or

Use of Nuclear Weapons, Advisory Opinion, 1996 ICJ

conflict: Protecting humanity’s most important
resource in war', Columbia Science & Technology
Law Review, XXII, Fall: 127-80. Concluding that
current safeguards under IHL are insufficient

to adequately protect internet connectivity, this
article ‘proposes a new legal paradigm with special
protections for physical internet infrastructure

and the right of civilian access, while advocating
the adoption of emblems (such as the Red Cross
or Blue Shield) in the digital world to protect vital
humanitarian communications’. See also Lahmann,
H. (2020) ‘Protecting the global information space
in times of armed conflict’, International Review of
the Red Cross, 102, 915: 1227-48, which argues
that there ‘appears to be an emerging need — and
room - for a broader rule against systematic and
highly corrosive military information operations
against civilian information spaces that is not
limited to situations of armed conflict but spans the

226, 8 July 1996, para 25.
2 See Article 4 of the ICCPR.

3 See UN Human Rights Committee (2001) General
Comment No. 29, States of Emergency (Article 4),
CCPR/C/21/Rev.1/Add.11, para 3 (cited hereafter as
General Comment No. 29).

4 See General Comment No. 29, para 3. See

also Landinelli Silva et al. v. Uruguay, Comm. No.
R.34/1978, UN Doc. CCPR/C/OP/1 at 65 (1984), para
8.3, in which it found that ‘[a]lthough the substantive
right to take derogatory measures may not depend on
a formal notification being made pursuant to article
4(3) of the Covenant, the State party concerned is
duty-bound to give a sufficiently detailed account of
the relevant facts when it invokes article 4(1) of the
Covenant in proceedings under the Optional Protocol.
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Endnotes

'S See General Comment No. 29, para 4.

6 See General Comment No. 29, paras 3, 4, 8,

and 16. See also Council of Europe (2022) ‘Legal
analysis of the derogation made by Ukraine under
Article 15 of the European Convention of Human
Rights and Article 4 of the International Covenant
on Civil and Political Rights’, paras 104-7, 123.

7 General Comment No. 29, para 4.

'8 See Article 4(3) of the ICCPR requiring that
states notify the start and end of the derogation
period. See also American Association for

the International Commission of Jurists

(1985) ‘Siracusa principles on the limitation

and derogation provisions in the International
Covenant on Civil and Political Rights’, para 45(c).

' This is because freedom of expression is not
contained in the list of non-derogable rights under
Article 4(2) of the ICCPR.

20 UN Human Rights Committee (2011) General
Comment No. 34, Article 19: Freedoms of Opinion
and Expression, CCPR/C/GC/34, para 5 (cited
hereafter as General Comment No. 34).

21 General Comment No. 29, para 13(e).

22 See, for example, Landinelli Silva v. Uruguay,
para 8.4; General Comment No. 34, para 13;
Mehmet Hasan Altan v. Turkey, European Court
of Human Rights (ECtHR), 20 March 2018, para
210 (in which the ECtHR warned that a public
emergency ‘must not serve as a pretext for
limiting freedom of political debate, which is

at the very core of the concept of a democratic
society’ and emphasised that even in times
where the state faces serious threats ‘one of
the principal characteristics of democracy is the
possibility it offers of resolving problems through
public debate’).

2 |HL does not apply to situations of ‘internal
disturbances and tensions’, such as ‘riots, isolated
and sporadic acts of violence and other acts

of a similar nature’. See Protocol Additional to

the Geneva Conventions of 12 August 1949, and

25 See ICRC (2010) ‘International law on the conduct of
hostilities: Overview’, 29 October.

2 For example, a state using force in exercise of its
legitimate right to self-defence under Article 51 of the
United Nations Charter needs to respect the rules of
IHL. See ICRC (2014) ‘International humanitarian law:
Answers to your questions’, December, p. 9.

27 See The Prosecutor v. Dusko Tadic, International
Criminal Tribunal for Former Yugoslavia, Decision
on the Defence Motion for Interlocutory Appeal on
Jurisdiction, 2 October 1995, para 70.

28 International armed conflicts are primarily governed
by the four Geneva Conventions of 1949 - a series

of treaties on the treatment of civilians, prisoner of
war, and soldiers who are otherwise rendered ‘hors
de combat’ or incapable of fighting — and Protocol |
(Protocol Additional to the Geneva Conventions of 12
August 1949, and Relating to the Protection of Victims
of International Armed Conflicts, 1125 United Nations
Treaty Series, vol. 3, 8 June 1977). In terms of the core
IHL conventions, non-international armed conflicts
are covered by Article 3 common to the Geneva
Conventions and Protocol II. Certain other treaty rules
may apply where the state is a party to those treaties.

2% See ICRC Casebook, ‘Non-international armed
conflict: Introduction’.

30 See United Nations, Statute of the International
Court of Justice, United States Treaty Series, vol. 993,
18 April, Article 38(1)(b).

31 At present, the most authoritative articulation of
customary IHL relating to armed conflict is the ICRC
(2005) Study on Customary International Humanitarian
Law (cited hereafter as the ICRC study). The study
concludes that 136 out of 161 rules of customary
international humanitarian law apply equally to non-
international armed conflicts. See ICRC Casebook,
‘Non-international armed conflict’; Henckaerts, J.
and Doswald-Beck, L. (2005) Customary International
Humanitarian Law, Cambridge: Cambridge University
Press.

32 |CRC (2008) ‘Increasing respect for international
humanitarian law in non-international armed conflicts’,

Relating to the Protection of Victims of Non-
International Armed Conflicts, 1125 United Nations
Treaty Series, vol. 609, 8 June 1977, Article 1(2)
(cited hereafter as Protocol Il).

24 See ICRC (2022) ‘What is international
humanitarian law?’, 5 July.

1 December, p. 5.

33 See Hague Convention (IV) Respecting the Laws and
Customs of War on Land and Its Annex: Regulations
Concerning the Laws and Customs of War on Land,
International Conferences (The Hague), 18 October
1907, Article 42.
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Expression, and the African Commission on Human
and Peoples’ Rights Special Rapporteur on Freedom
of Expression and Access to Information (2015)
‘Joint declaration on freedom of expression and
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interaction with Palestinians. See ARTICLE 19
(2024) ‘Israel and Palestine: Allow international
media access to Gaza', 25 January.

73 For example, on 4 March 2022, the Russian
authorities blocked access to online media — both in
Russian territory and Crimea — and pressured social
media companies to remove content. See Longworth
(2022) Freedom of Expression in Armed Confiict, p.
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assessing the legality of internet shutdowns but
will not be covered in more detail in this policy.
However, it is important to note that Articles 34
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192 UN Human Rights Council Working Group
on Business and Human Rights (2020) ‘Report
on business, human right and conflict-affected
regions: Towards heightened action’, A/75/212,
21 July, para 43.

9% Myanmar has provided particularly concerning
examples of these practices with the government
- both before and after the February 2021 coup

- ordering Telenor and ISPs to block websites
containing ‘fake news’; to install intercept spyware;
to shut down connectivity; and to provide sensitive
consumer data. See PROTECT Consortium (2021)
‘Rebuilding an architecture of oppression’; Telenor
(2022) ‘Updates on Telenor in Myanmar’. In Sudan,
a day after the conflict between government forces
and the Rapid Support Forces broke out in April
2023, MTN Sudan blocked internet services at the
request of Sudan’s telecommunications regulator
for a few hours. See Reuters (2023) ‘Sudanese
telecoms provider MTN restores internet service

— MTN official’, 16 April. Tech companies had to
respond to demands from both Russia and Ukraine
following the full-scale invasion in February 2021
with both sides requesting to block access or
restrict online content. See, for example, Satariano,
A. and Frenkel, S. (2022) ‘Ukraine war tests the
power of tech giants’, The New York Times, 28
February. Israel’s takedown requests to social
media companies have increased tenfold after

the start of the war in Gaza, Palestine, following 7
October 2023. See Brewster, T. (2023) ‘Israel has
asked Meta and TikTok to remove 8,000 posts
related to Hamas war’, Forbes, 14 November.

194 See UN Special Rapporteur on freedom of
expression (2022) ‘Disinformation and freedom of
expression during armed conflicts’, paras 74-99.

195 See surveys by the Business & Human Rights
Resource Centre among tech companies of steps
undertaken in the context of the armed conflicts
in Ukraine and Gaza, Palestine, for example:
Business & Human Rights Resource Centre
(2022) ‘Russian invasion of Ukraine: Analysis

of companies’ human rights due diligence’, 24
May (including a survey conducted among the
technology sector); Business & Human Rights
Resource Centre (2024) ‘Switched off: Tech
company opacity & Israel’s war on Gaza', 18 April.

9 |In 2018, for example, following the massacre
of Rohingya Muslims by the military in Myanmar,
the independent international fact-finding mission
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on Myanmar concluded that Facebook had been ‘a
useful instrument for those seeking to spread hate
in a context where, for most users, Facebook is the
internet’. See , UN Human Rights Council (2018)
‘Report of the independent international fact-finding
mission for Myanmar’, para 74. In Ethiopia, by way
of further example, the Bureau of Investigative
Journalism reported that Facebook posts that were
‘inciting violence or making false claims designed to
encourage hate between ethnic groups in Ethiopia
have been allowed to circulate freely’ (see Jackson et
al. (2022) ‘Facebook accused by survivors’).

197 See the work of Mnemonic to preserve digital
information documenting human rights violations,
including on social media platforms.

98 Other relevant changes increasing the amount of
‘misinformation’ on X included the introduction of a
‘pay-per-view’ monetisation model for premium users,
the elimination of headline previews for links shared
on the platform, and restrictions to X's application
programming interface (API). See Brooking, E. T,
Mashkoor, L., and Malaret, J. (2023), ‘Distortion by
design: How social media platforms shaped our initial
understanding of the Israel-Hamas conflict’, Atlantic
Council’s Digital Forensic Research Lab, 21 December.

99 See Zuboff, S. (2018) The Age of Surveillance
Capitalism: The Fight for a Human Future at the New
Frontier of Power. New York: PublicAffairs; Ranking
Digital Rights (2020) ‘It's the business model: How big
tech’s profit machine is distorting the public sphere
and threatening democracy’.

200 Hao, K. (2021) ‘How Facebook and Google fund
global misinformation’, MIT Technology Review,
20 November.

201 For an analysis of the online advertising ecosystem
following the 2022 full-scale invasion of Ukraine, see
Yeung, C., et al. (2023) ‘Online advertising in Ukraine
and Russia during the 2022 Russian invasion’, in
Proceedings of the ACM Web Conference 2023, New
York: Association for Computing Machinery,

pp. 2787-96.

202 See, for example, Martin, L., Goujard, C., and Fuchs,
H. (2023) ‘Israel floods social media to shape opinion
around the war’, Politico, 17 October.

203 See, for example, Human Rights Watch (2023)
‘Meta'’s broken promises: Systemic censorship of
Palestine content on Instagram and Facebook'.
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204 See UN Special Rapporteur on freedom of
expression (2022) ‘Disinformation and freedom of
expression during armed conflicts’, paras 90, 94.

205 See ARTICLE 19 (2022) ‘Content moderation
and freedom of expression: Bridging the gap
between social media and local civil society’;
Internews (2023) ‘Safety at stake: How to save
Meta'’s trusted partner program’, 2 August.

206 This issue has been particularly problematic
in the context of Meta’s Dangerous Organizations
and Individuals policy. See Oversight Board
(2024) ‘Sudan’s Rapid Support Forces Video
Captive’, in which the board decided in reference
to banning of the armed group Rapid Support
Forces in Sudan that ‘[gliven the situation in
Sudan, where the RSF has de facto influence

or control over parts of the country, civilians
who rely on Facebook, including the RSF’s
communications channels, for critical security
and humanitarian information, could be at
greater risk through the restrictions placed on
those communications channels’. Regarding
the banning of Hamas, Business for Social
Responsibility found in September 2022 that
Palestinians were more likely to violate Meta’s
Dangerous Organizations and Individuals policy
because of Hamas' presence as a governing
entity in Gaza and political candidates’ affiliations
with designated organisations. See Business
for Social Responsibility (2022) ‘Human rights
due diligence of Meta’s impacts in Israel and
Palestine in May 2021’, September, p. 8. See
also Human Rights Watch (2023) ‘Meta’s
broken promises’, pp. 29-33. See also ARTICLE
19 (2024) ‘Content moderation and local
stakeholders in Colombia’, p. 37 (detailing the
disappearance from social media of the voices
of the Revolutionary Armed Forces of Colombia
(FARC) guerillas despite being a party to the
peace process in Colombia).

207 For instance, following Russia’s invasion of
Ukraine, Meta and X (then Twitter) were reported to
have employed significant resources to adjust their
content moderation processes to the situation in
Ukraine while such measures had not been adopted
previously in other conflicts outside of Europe. See,
for example, Bidle, S. (2022) ‘Facebook’s Ukraine-
Russia moderation rules prompt cries of double
standard’, The Intercept, 13 April.

208 For example, YouTube's monetisation policies
(as applicable in November 2024), stated that ‘in
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light of the war in Ukraine, we are pausing YouTube's
monetization of Russian Federation state-funded media
channels’. Its advertiser-friendly content guidelines (as
applicable in November 2024) also provide that ‘[d]ue
to the war in Ukraine, content that exploits, dismisses,
or condones the war is ineligible for monetization until
further notice’. The respective policies and guidelines
do not reference any other armed conflicts. Meta

has also reportedly prohibited advertising from all
companies controlled by the Myanmar military after
the 1 February 2021 coup (see The Diplomat (2021)
‘Facebook bans all Myanmar military-linked accounts
and ads’, 25 February) and from Russian state media
after the full-scale Ukraine invasion in 2022, but it
does not appear to have taken comparable measures
in response to other armed conflicts, including most
recently in Palestine. For a direct comparison of steps
adopted, see Meta (2022) ‘Meta’s ongoing efforts
regarding Russia’s invasion of Ukraine’, 26 February;
and Meta (2023) ‘Meta’s ongoing efforts regarding the
Israel-Hamas war’, 13 October. With respect to other
armed conflicts active around the same time, Meta has
not published equally detailed communications about
steps taken, although some were mentioned in its
annual Human Rights report. See Meta (2023) ‘Human
rights report: Insights and actions’.

209 For example, the UN Special Rapporteur on the
Promotion and Protection of the Right to Freedom of
Opinion and Expression, Irene Khan, found that during
the war in Gaza, ‘censorship of content on Palestinian
rights and views has increased significantly across
platforms, including Meta, X, Google and Telegram'.
See UN Special Rapporteur on freedom of expression
(2024) ‘Global threats to freedom of expression
arising from the conflict in Gaza’, A/79/319,

23 August, para 52.

210 For example, Meta’s ‘Coordinating harm and
promoting crime’ policy (as applicable in November
2024) prohibits exposing the identity of prisoners of
war and putting them at risk of harm.

211 For example, TikTok’s 'Violent and hateful
organizations and individuals’ policy (as applicable
in November 2024) bans accounts from ‘violent
political organisations’ which it defines as ‘non-state
actors that commit violent acts primarily against
state actors (such as national military) rather than
civilians, as part of ongoing political disputes (such
as territorial claims)’. While references to targeting
state actors rather than civilians seem inspired by
IHL standards (a distinction is made with violent
extremists, understood by TikTok as non-state groups
‘that threaten or use violence against civilians for
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