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l. Introduction

An important debate is taking place over whethes WWorld Summit on the
Information Society should adopt a declaration ¢ime ‘right to communicate’.
Different rationales have been expressed in supgfosuch a declaration but, in a
broad sense, its advocates tend to act out of eecorthat the media are becoming
increasingly homogenised and that minority, dissgnbr even local voices and
issues are not being heard. Globalisation and canialisation of the media is one of
the concerns, along with the exclusion of the goom decision-making processes
due to a lack of information and access to the me&icommunication. Governments
are part of the problem, for example where they asep restrictive rules and
regulations on the media or telecommunications tere they seek to impose
political control over these sectors. It is, howewwso argued that developments in
the private sector, particularly the increasing @@nce of large media corporations,
are now posing a parallel threat to freedom of esgion, along with these
‘traditional’ State threats.

ARTICLE 19 has described the right to communicatéts widest sense, as “the right
of every individual or community to have its steriend views heard.In principle,
an authoritative elaboration of a right to commatgccould serve a useful purpose.

! Andrew Puddephatt, Executive Director, ARTICLE 1&@&ynote speech at Community Media
Festival, 27 November 2001, London.



Numerous claims are made in the name of the rglebtnmunicate and it would be
useful to promote consensus as to its contenth&urtore, authoritative clarification

of the right to communicate would help promoteatseptance by decision-makers,
courts and other influential bodies, leading toagge respect for human rights. At the
same time, however, some of the claims made far right undermine or directly

breach established rights and it is important timese are not reflected in any
authoritative statemeft.

The right to communicate should not be conceived asw and independent right but
rather as an umbrella term, encompassing withengtoup of related, existing rights.
This means that any elaboration of the right to mmmicate must take place within
the framework of existing rights. There alreadysexiunder international law broad
consensus on the basic content of fundamental huiglats and we are of the view
that the various legitimate claims made for thehtrigo communicate can be
accommodated within this framework. We note, intipalar, that the right to
freedom of expression is recognised to include aitipe element, placing an
obligation on States to take positive measuresngure respect for this important
right. Interpretation by courts and other authdisiea bodies has started to elaborate
on the nature of these positive rights and, callebt, this interpretation broadly
encompasses the legitimate content of the righbtomunicate.

Full implementation of the right to freedom of ojpim and expression is central to the
realisation of the right to communicate. Commundarats not a one-way process and
the right to communicate therefore also presuppaseght to receive information,
from both State and private sources. Key elemehthe right, elaborated below,
include the right to a diverse, pluralistic medemjuitable access to the means of
communication, as well as to the media; the rightptactise and express one’s
culture, including the right to use the languagermé’s choice; the right to participate
in public decision-making processes; the right¢oeas information, including from
public bodies; the right to be free of undue retitths on content; and privacy rights,
including the right to communicate anonymously.

This position paper will elaborate on the varioosstituent elements of the right to
communicate, providing evidence of support for ¢hiekeas in existing or emerging
international law.

[I.  The Right to Communicate

It is common ground that the right to communicateeeply rooted in the established
right to freedom of expression, a fundamental humght on its own, key to the

fulfilment of other rights, and an essential undempg of democracy. The

importance of freedom of expression cannot be ¢taed; international law is replete
with statements underlining its essential naturarticle 19 of the Universal

% See the ARTICLE 18lote on the draft Declaration on the Right To Comitate Prepared by C.
Hamelink available on our website at: http://www.articledr@/docimages/1502.doc, highlighting our
concerns with that particular draft.

% See, for example, UN General Assembly Resoluti®@l)514 December 1946Fae-Hoon Park v.
Republic of Korea20 October 1998, Communication No. 628/1995, p&aéa3 (UN Human Rights
Committee); Thorgeirson v. Iceland25 June 1992, Application No. 13778/88, para.(BGropean



Declaration on Human Right§UDHR)," binding on all States as a matter of
customary international law, guarantees the righfreedom of expression in the
following terms:

Everyone has the right to freedom of opinion angression; this right includes
the right to hold opinions without interference andseek, receive and impart
information and ideas through any media and regasdbf frontiers.

This provision does more than simply to state évaty individual has the right to say
what they want. Article 19 of the Universal Dectara, and its twin Article 19 of the
International Covenant on Civil and Political Rig{t CCPR)? were carefully drafted
to guarantee explicitly:

» an unfettered right to hold opinions;

» aright to express and disseminate ‘any informatioideas’;

* aright to have access to media;

« aright to seek and receive information and ideas.

Not only does Article 19 prohibit States from irigging with the enjoyment of these
rights, international law requires them to takehssteps as are necessary to make
freedom of expression a reality for everydn€his includes legislative or other
regulatory steps, as well as ‘practical’ positiveasures, for example through the
establishment of public communication centres.

1.1 Pluralism

A key positive element of the right to freedom gpeession and a crucial foundation
of the right to communicate is the obligation onvgmments to create an
environment in which a diverse, independent media ftourish, thereby satisfying
the public’s right to receive information from ariy of different source$ As the
European Court of Human Rights has stated:

Court of Human Rights)Constitutional Rights Project and Media Rights Adgerv. Nigeria 31
October 1998, Communication Nos. 105/93, 130/98/92and 152/96, para. 52 (African Commission
on Human and Peoples’ Right§pmpulsory Membership in an Association Prescribgd.aw for the
Practice of JournalismAdvisory Opinion OC-5/85 of 13 November 1985,i&A, No. 5, para. 34 (Inter-
American Court of Human Rightsiovernment of the Republic of South Africa v. thed8y Times
[1995] 1 LRC 168, pp. 175-6 (Transvaal ProvincialiSion).

* UN General Assembly Resolution 217A(lll), 10 Det®mn1948.

® Adopted and opened for signature, ratification andession by UN General Assembly Resolution
2200A (XXI) of 16 December 1966, entry into forceJ8nuary 1976. As of December 2002, it had
been ratified by 149 States.

® See, for example, the UN Human Rights Committ@eseral Comment No. 10, 29 June 1983, on
the implementation of the similarly worded Articl® of the International Covenant on Civil and
Political Rights.

" Article 2 of the ICCPR, places an obligation oat8s to “adopt such legislative or other measuses a
may be necessary to give effect to the rights neisegl by the Covenant.” A similar obligation can be
found in the pre-amble of the UDHR. See also variBuropean Court of Human Rights' judgments,
including Fuentes Bobo v. Spai29 February 2000, Application No. 39293/98, p&&.andYoung,
James and Webster v. United Kingddr@ August 1981, Application Nos. 7601/76, 7806f&ra. 55.

8 See, for exampledthukorale v. Attorney-General of Sri Lanke997) 2 BHRC 610 (Supreme Court
of Sri Lanka), p. 624.



[Imparting] information and ideas of general intre.. cannot be successfully
accomplished unless it is grounded in the prinailpluralism?

One aspect of pluralism is that all groups in sycleave access to the media. The
Inter-American Court has held that freedom of egpi@n requires that,

The communication media are potentially open toagthout discrimination or,
more precisely, that there be no individuals orugthat are excluded from
access to such media.

Similarly, it has been observed that:

Today, television is the most powerful medium formenunications, ideas and
disseminating information. The enjoyment of freedofmexpression therefore
includes freedom to use such a medim.

States are under various obligations to promoteapsum, both in terms of media
outlets and in terms of content available throumh media. It requires States to take
practical positive measures to create an environmewhich the media, and diverse
content, can flourish. Specific measures requirdtd depend on the circumstances
but examples include setting up non-discriminatogdia subsidy schemes, adopting
rules on local content, encouraging community beaating, providing tax-breaks for
new media outlets and promoting local content petidn? Indirect measures
include ensuring a constant supply of the goodsssary for different media, such as
electricity or newsprint, promoting modern commuations technologies and
providing adequate training opportunities.

A key instrument through which States are requteedontribute to plurality in the
media is public service broadcasting. This is gogsible if public broadcasters are
sufficiently protected against government contrnotl avhere State and government
broadcasters are transformed into true public serdroadcasters. Furthermore,
these broadcasters should be required to promaiteeesity of information and views
through broadcasting. Such broadcasters can ptaycal role in supplementing the
material provided by commercial broadcasters andebguring strong local and
minority voices. The German Federal ConstitutidDaurt, for example, has held that
promoting pluralism is a constitutional obligatifom public service broadcastefsAs
early as 1981, it held:

® Informationsverein Lentia and Others v. Austr2 November 1993, Application Nos. 13914/88 and
15041/89, 17 EHRR 93, para. 38.

10 Compulsory Membership in an Association Prescribgd.aw for the Practice of Journalismote 3
Fpara. 34

1 Belize Broadcasting Authority v. Courtenay and Hodi988] LRC (Const) 276, p. 284 (the Belize
High Court and Court of Appeal), quoted with appdovun Retrofit (Pvt) Ltd v. Posts and
Telecommunications Corporatigh996] 4 LRC 489, p. 503 (Supreme Court of Zimbapwe

12 See, for example, Council of Europe Recommenda¢®9)1 on measures to promote media
pluralism, adopted by the Committee of Ministers I January 1999. See als@cess to the
Airwaves: Principles on Freedom of Expression amdaBcast RegulatiorfLondon: ARTICLE 19,
2002), Principles 3 and 6-8.

13 This has been stressed in numerous statementsoaniddecisions. For an overview of the relevant
principles, sedccess to the Airwavesote 12, Section 10.

4 SeeFourth Televisiorcase, 87 BverfGE 181 (1992).



Free individual and public formation of opinion Hyroadcasting initially
requires that broadcasting be free of State doromand influence...[But mere]
freedom from the State does not mean that free poeimensive formation of
opinion by broadcasting is made possible; this ratsdannot be fulfilled by a
mere negative duty...a positive order is necessahnichwensures that the variety
of existing opinion is expressed in broadcasting.ohder to achieve this,
substantive, organizational and procedural rulesacessary that are oriented to
the mandate of freedom of broadcasting.

Similarly, aResolution of the Council and of the Representatdbfehe Governments
of the Member Statepassed by the European Union, recognises theriemaole
played by public service broadcasters in ensurifigve of information from a variety

of sources to the public. It notes that public Eervbroadcasters are of direct
relevance to democracy, and social and culturad$)eand the need to preserve media
pluralism®® The 1992Declaration of Alma Ataadopted under the auspices of
UNESCO, calls on States to encourage the developnoénpublic service
broadcasters for the same reasgns.

Community broadcasting can also enhance pluralgpréviding a cheap, accessible
form of communication for communities which woultherwise have no independent
voice and it should, as a result, be recognisedmothoted. Recent human rights
declarations have begun to recognise this. For pkartheDeclaration of Principles
on Freedom of Expression in Africadopted in October 2002, states:

The broadcast regulatory system shall encourageatpriand community
broadcasting in accordance with the following piphes:
» there shall be equitable allocation of frequenchetween private
broadcasting uses, both commercial and communitgnd.
e community broadcasting shall be promoted givempdtential to broaden
access by poor and rural communities to the airadve

In addition, the capacity of community broadcasterpublishers to disseminate their
products over the Internet should be enhanced,dintd) through the provision of the
necessary hardware and software, as well as tggihin

It is now obvious that, “enjoyment of the rightdommunicate is intrinsically linked

to the society’s level of socio-economic developtﬁé?\As a result, communities

that have fallen behind in the global race for fficial and economical development
normally find it more difficult to make their voiseheard. Specific measures to
redress global inequities in relation to media tewment, as well as access to
information and the means of communication, shdaddorioritised by development

bodies and national governments.

15 3. Rundfunkurteil (“Third Broadcasting Case’$7 BverfGE 295 (1981).

16 Official Journal C 030, 5 February 1999.

" Clause 5. See aldResolution No. 1: Future of Public Service Broadcasof the 4" Council of
Europe Ministerial Conference on Mass Media PolRiggue, 1994.

8 Adopted by the African Commission on Human and gRes Rights at its 32nd Session, 17-23
October 2002, Principle V.

19 See Principle 3, Part Ill of the African Charter Broadcasting 2001, adopted by a representative
conference of experts in Windhoek, Namibia, untierduspices of UNESCO and the Media Institute
of Southern Africa (MISA).

% “The Right to Communicate: A Fundamental HumanhRjg-. Jagne, Kubatana.net, 17 December
2002.



[I.2 Equitable Access

Under international law, States are under a dutgriseure equitable access to the
means of communication. This implies both a ‘nagatduty not to restrict access to
the media and a positive duty to ensure pluralitg diversity. States should not
impose unreasonable regulatory obligations such li@nsing or registration
requirements for journalists, licensing of smalbjications or registration of Internet
service provideré*

Licensing of broadcasters is permitted under imtgomal law?® as long as it meets
certain conditions of independence and respectfieedom of expression. The
principle of plurality requires a diversity of commcators and legitimate regulation
should promote diversity on the airwaves. For eXapgromoting diversity should be
one of the criteria for deciding between competingnce application$® This does
not, however, imply an individual right of accessthe media or, in particular, to
privately owned means of communication. Such atngbuld constitute a serious
infringement of editorial independence, as well afsrespect for freedom of
expression.

Both public and private broadcast monopolies haweenb held to constitute
illegitimate restrictions on freedom of expressimmnd effective measures must be
taken to ensure that they do not emerge, incluttirmugh the regulatory syste%As
long ago as 1983, the UN Human Rights Committeernecended that Sates should
implement “effective measures ... necessary to pitesech control of the media as
would interfere with the right of everyone to freed of expression?® This reasoning
extends to monopolies over all forms of communaraj not just television and
radio. In an application to strike down legislatigmoviding for a monopoly by a State
company over telephone services, the ZimbabweareSwgpCourt observed:

[R]estriction upon or interference with the meaficommunication, whatever
form it may take, abridges the guarantee of freedbexpression. A fortiori any
monopoly which has the effect, whatever its purpagenindering the right to
receive and impart ideas and information, violatae protection of this
paramount right®

Effective State action to ensure equitable acaesiset means of communication must
also incorporate a positive element. In the fiefdtalecommunications, so-called
‘universal service’ commitments are now well-esiti®d, requiring service providers
to ensure that their products, such as accessleéphtne lines, are universally

2l see, for exampld,aptsevich v. Belary20 March 2000, Communication No. 780/1997 (UN tam
Rights Committee) and th@ompulsory Membershigase, note 10.

2 See, for example, the last sentence of Articlel16f the European Convention on Human Rights
gECHR), Adopted 4 November 1950, entered into f@&eptember 1953.

3 SeeAccess to the Airwavesote 12, Principle 21.

%4 gee, for exampleRadio ABC v. Austria20 October 1997, Application No. 19736/92 (Eumpe
Court of Human Rights) andnited States v. American Telephone and Telegrapt{1882) 552 F
Supp 131 (District Court of Columbia).

5 UN Human Rights Committee, General Comment, note 6

%6 Retrofit (Pvt) Ltd v. Posts and Telecommunicati@osporation,note 11, p. 503.



available. In the United States, this goal was temitinto federal law as early as
1934?" The EU Voice Telephony Directive requires that péirsons reasonably
requesting it should be able to obtain a connectmithe fixed public telephone
network at an affordable price; the connection ed should be capable of national
and international calls, supporting speech, fadsirand/or data communicatiofs.
Similarly, the Zimbabwean Supreme Court statedhénsecondretrofitjudgment:

A government committed to the grant of affordatdkephonic communication
for its people in the rural areas must be preptodzbar a portion of the expense
required to promote such a commendable endeavoue. rEmedy lies in
subsidising this social need, not in impacting updandamental human rigfit.

Similar reasoning is currently being extended ®ltiternet, as well as to reception of
broadcasting servicé®.The Internet provides an unparalleled opportufuty low-
cost but effective dissemination of information adeas, and is hence central to the
right to communicate. Numerous statements have begle about the capacity of the
Internet to give practical effect to freedom of eegsion. The Genoa Plan of Action,
adopted by the G8 countries, for example, provitlas “local content on the Internet
should be strengthened and encouraged, includingniopuraging governments to
provide freely-available access to State-ownedrim&dion and local content, except
where it is genuinely private or classifiet.”UN bodies have stressed that
governments should take action to make the Intemme accessible, including by
bringing down the price of access. In his repotth® UN Millennium Assembly, UN
Secretary General Kofi Annan urged Member Statgaitsue a development agenda
which includes a “review [of] policies in order temove regulatory and pricing
impediments to Internet acces$”.Responding to this, ECOSOC adopted a
Ministerial Declaration recommending that natiopadgrammes be established which
“promote access to information and communicati@stinology for all by supporting
the provision of public access points.” This wada@sed by the UN Heads of State at
the Millennium Assembly®

1.3 Freedom to Practice One’s Culture

The freedom to practice and express one’s cultsr&ely to diversity in society
generally and is therefore inextricably linked teefidom of expression and the right to
communicate. Article 27 of the UDHR states:

2T 47 USC 254.

28 Directive 98/10/EC, 26 February 1998, OJ L101/RApril 1998.

%9 Retrofit (Pvt) Ltd. v. Minister of Information, Resand Telecommunicatiofi$996] 4 LRC 512, p.
516.

%0 SeeAccess to the Airwavesote 12, Principle 6.

%1 Genoa Plan of Action, proposed by the Digital Omytity Task Force and adopted by the G8 Heads
of State in Genoa, 2 July 2001. See http://wwwatct.org/.

32 United Nations, We the Peoples: The Role of theednNations in the 21st Centurilillennium
Report of the Secretary General of the United MatigNew York: United Nations, 2000), Key
Proposals, http://www.un.org/millennium/sg/repoet/khtm.

33 United Nations Millennium Declaration, 18 SeptemB@00, Doc. A/IRES/55/2, Article 20. See also
Recommendation R(99)14 on Universal Community $erndgoncerning New Communication and
Information Services, adopted by the Committee afisters of the Council of Europe on 9 September
1999.



1. Everyone has the right freely to participate in thdtural life of the
community, to enjoy the arts and to share in sifieradvancement and its
benefits.

2. Everyone has the right to the protection of theahand material interests
resulting from any scientific, literary or artisgproduction of which he is
the author.

This is mirrored in Article 15 of thimternational Covenant on Economic, Social and
Cultural Rights(ICESCR)** Moreover, States parties to the ICESCR are exlici
required to take active steps to promote and diffaslture. Article 15(2) of the
ICESCR states:

The steps to be taken by the States Parties torédsent Covenant to achieve the
full realization of this right shall include thosecessary for the conservation,
the development and the diffusion of science aniieu

As the UN Human Rights Committee has observedumilpresents itself in many
forms, including a particular way of life assoc@isith the use of land resources or
such traditional activities as fishing or huntifithe enjoyment of those rights may
require positive legal measures of protection arehsures to ensure the effective
participation of members of minority communitiesdiecisions which affect thefi.

A crucial aspect of one’s culture is the right seuhe language of one’s choice. This
is a right that is well-established in internatiblaav, both as an aspect of the right to
freedom of expression and explicitly under Arti2lé of the ICCPR. The UN Human
Rights Committee has observed that although th# t@use one’s own language is
in essence an individual right, it neverthelesméxtricably linked to the culture of
the group to which the individual belongs. As witther aspects of the right to
communicate, positive measures by States are ezhjuar protect the right to use
one’s own languag®. Particular steps include the teaching of minoldyguages in
primary and secondary educafibrand the right of language groups to set up their
own educational and training institutiofs.

Measures should also be taken to encourage aac#ss media by different minority

or language groups, for example through fundingrfonority broadcasting or for

programme productions dealing with minority issws®d/or offering a dialogue

between groups, and by ensuring that minority aajliage groups are properly
represented in both the staff and though the progra content of public service
broadcasterd’

% Adopted and opened for signature, ratification andession by UN General Assembly Resolution
2200A (XXI), 16 December 1966, entered into forcdaduary 1976. As of December 2002, it had
been ratified by 146 States.

% UN Human Rights Committee, General Comment 23p8IA994, para. 7.

% |bid., para. 6.2.

87 European Framework Convention for the ProtectiorNational Minorities E.T.S. No. 157, signed

1 February 1995, entry into force 1 February 1998icle 14. As of February 2003, 12 States had
ratified the Convention.

%8 |bid., Article 13

% |bid., Article 9 and Explanatory Memorandum.



1.4 Right to Information

The right to communication depends on a free fléwnformation, both to and from
the communicant. In particular, the exercise of demtic rights requires that
everyone should have access, subject only to niralefined exceptions, to
information held by public bodies, often referreml ds the right to freedom of
information. Freedom of information is an importaeimponent of the international
guarantee of freedom of expression, which inclutiesright to seek and receive, as
well as to impart, information and ideas.

There can be little doubt as to the importance reedom of information and

numerous authoritative statements have been madsfibial bodies to this effect.

During its first session in 1946, the United Nasoeneral Assembly adopted
Resolution 59(1) which stated:

Freedom of information is a fundamental human rigid... the touchstone of
all the freedoms to which the UN is consecréfed.

All three regional human rights systems have adbpatethoritative statements on
freedom of informatioi’ These international developments find their patail the
passage or preparation of freedom of informatiagislation in countries in every
region of the world. In the past seven years, nti@adar, a large number of countries
from all regions of the world have adopted freedominformation legislation,
including Bulgaria, Fiji, India, Israel, Japan, Mex, Pakistan, Peru, Poland, South
Africa, Thailand, Trinidad and Tobago, the Uniteisi¢ddom and Uzbekistan.

Global governance actors, as well as individuateStahold public information and

should have to provide access to it. This is irgiregy being recognised as various
international actors adopt disclosure policies,ludimg, for example, the United

Nations Development Programme (UNOP)s well as the World Bank and all four
regional development bank.

With the shift of power from the State to privatermorations, and in particular
multilateral corporations, it is important that $leeactors should also recognise at least
a limited right to access information. The Southiégn Constitution provides for an
enforceable right to information vis-a-vis privatetors where this is necessary for the
exercise or protection of a right. The ARTICLE li$bpication,A Model Freedom of
Information Lawstates:

014 December 1946.

“l See Recommendation Rec(2002)2 of the Committe®infsters of the Council of Europe to
member states on access to official documents,ebtuary 2002; thénter-American Declaration of
Principles on Freedom of Expressjadopted by the Inter-American Commission on HuiRaghts at
its 108" Regular Session, 19 October 2000; and frexlaration of Principles on Freedom of
Expression in Africanote 18.

“2 public Information Disclosure Policy, UNDP, 1997.

43 See The World Bank Policy on the Disclosure obinfation (Washington, D.C.: World Bank,
1994); OP-102 Disclosure of Information, Inter-Amcan Development Bank, December 1994;
Disclosure of Information Policy, African Developnie Bank Group; and Confidentiality and
Disclosure of Information, Asian Development BaAkigust 1994.



Any person making a request for information to &gte body which holds
information necessary for the exercise or protectb any right shall, subject
only to the relevant provisions of ... this Act, batied to have that information
communicated to him or hét.

At the same time, a worrying trend is emerging \wbgr the development of
intellectual property and related rights serioustyits the amount of material that is
available in the public domain. Increasingly, itlgetual property rights are being
granted over ideas or even sets of factual datzch as the human genome — which
limit their availability and use to others. The iagp of this on scientific and academic
freedom of expression should not be underestimanteldthe ‘public domain’ should
be protected from being fenced off and turned iptivate property”® Similar
developments are taking place in copyright law,epbally limiting the right to
freedom of expressidfi.

II.5 Right to Participate in Public Affairs

The right to participate in public decision-makipgpcesses is protected under the
ICCPR. Article 25 states:

Every citizen shall have the right and the oppdtyun. without unreasonable
restrictions:
(a) To take part in the conduct of public affaidiectly or through freely
chosen representatives;
(b) To vote and to be elected at genuine periokdictiens which shall be by
universal and equal suffrage and shall be heldeeyes$ ballot, guaranteeing
the free expression of the will of the electors;

The right to be able to influence and actively totgipate in political processes is
necessary to enable effective input by everyone pdlitical processes and a vital
element of the right to communicate. The politishape of the society an individual
lives in is a determining factor in the enjoymehalb other human rights. The right to
communicate must therefore extend not only to f@odunity to comment on public
affairs, but to be enabled to vote and take papuislic affairs.

In turn, the role of freedom of expression in r&ialj the right to vote and take part in
public affairs is also well-established. The HuniRights Committee has emphasised
that freedom of expression is “essential ... for dfffective exercise of the right ...
and must be fully protected. Positive measures |dhog taken to overcome specific
difficulties, such as illiteracy, language barrigseverty ... Information and materials
about voting should be available in minority langes. Specific methods, such as
photographs and symbols, should be adopted to erthat illiterate voters have
adequate information on which to base their chtié&he media in particular play a
vital role in all democratic processes by actingpalic watchdog' of government

4 (London: ARTICLE 19, 2001), section 4(2).

“5 For a thorough analysis, see J. Boyle, “The Se&rdosure Movement and the Construction of the
Public Domain”, paper for Duke Conference on thellelDomain, 9 November 2001.

6 See, for example, B. Pfaffenberger, “Why Open €onMatters”, at http://www.linuxjournal.com/.

47 UN Human Rights Committee, General Comment 25]ul@ 1996, para. 12.
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and by reporting on matters of public intef&sthis includes the right of the media to
publish widely on all matters of public interesttiwaut fear of restriction. It also
implies, as a matter of principle, that the mediaudd have access to sessions of
public decision making bodies, such as Parliamsatthat they may report to the
public generally on the activities of these bodfes.

1.6  Restrictions on Freedom of Expression

The right to communicate cannot be exercised imstile environment. Individuals
should be allowed to collect, receive and dissetainaformation without undue
hindrance and any restrictions on this right mushain within strictly defined
parameters. Article 19(3) of the International Quaet on Civil and Political Rights
lays down the conditions which any restriction mmeflom of expression must meet. It
states:

The exercise of the rights provided for in paragra@pof this article carries with
it special duties and responsibilities. It may #fere be subject to certain
restrictions, but these shall only be such as awmviged by law and are
necessary:

(a) For respect of the rights or reputations oeath

(b) For the protection of national security or afbfic order (ordre public), or

of public health or morals.

It is @ maxim of human rights jurisprudence thatnietions on rights must always be
construed narrowly and this is especially truehef tight to freedom of expression in
light of its importance in democratic society. Argstriction on the right to freedom

of expression must, in accordance with the promigibove, meet a strict three-part
test, as recognised by the Human Rights Commiftdéis test requires that any

restriction must a) be provided by law, b) be foe purpose of safeguarding one of
the legitimate interests listed, and c) be necgdsagichieve this goal.

The first condition, that any restrictions shoukl ‘provided by law’, is not satisfied
merely by setting out the restriction in domestuvl Legislation must itself be in
accordance with human rights principles set othé&ICCPR* This implies that it is
sufficiently precise that individuals may know idvance what is prohibited. The
second condition requires that legislative measuesgricting free expression must
truly pursue one of the aims listed, namely thétggor reputations of others or the
protection of national security, public order (‘cedpublic’) or of public health or
morals. The third condition means that even measwhich seek to protect a
legitimate interest must meet the requisite stahdastablished by the term
“necessary”. The European Court of Human Rightsdsaablished that this is a very
strict test:

“8 E.g. Bladet Tromsg and Stensaas v. Norway, 20 M99, Application No. 21980/93 (European
Court of Human Rights), para. 59.

4% See Gauthier v. Canada7 April 1999, Communication No. 633/1995 (UN Hum&ights
Committee).

%0 5ee, for exampléylukong v. Cameroqr21 July 1994, Communication No. 458/1991.

51 SeeFaurisson v. France8 November 1996, Communication No. 550/1993 (Utimidn Rights
Committee).
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[The adjective necessary] is not synonymous witllli§pensable”, neither has it
the flexibility of such expressions as “admissiblg'brdinary”, “useful”,
“reasonable” or “desirable”. [It] implies the exsice of a “pressing social
need”>?

Furthermore, any restriction must restrict freedufrexpression as little as possibfe.
The measures adopted must be carefully designachieve the objective in question,
and they should not be arbitrary, unfair or basedrrtional consideratior$.Vague
or broadly defined restrictions, even if they datie “provided by law” criterion,
are unacceptable because they go beyond whaticslystrequired to protect the
legitimate interest.

II.7  Anonymity and freedom from unwarranted surveil lance

The right to speak anonymously, the right to usengation tools and the right to be
free from unwarranted monitoring and surveillance @l part and parcel of the right
to communicate.

If an Internet user suspects that his or her om+imovements are monitored, he or she
will exercise caution with regard to statements enad sites visited. The same goes
for telephone, fax or any other kind of communimasi. Although it may be necessary
to monitor or intercept communications in certa@rowly prescribed cases, for
example for the prevention of serious crime, gu@es are necessary in order to
safeguard against abuse of such powers. Theresexistealth of case law and
national practice, from international courts aslvasl from national jurisdictions, on
the kind of safeguards that are needed. Interratioourts have stressed that clear
legislative rules are needed to regulate the useariitoring and surveillance powers,
particularly now that technology allows ever-ingieg intrusion on the privacy of
communications® Such legislation should require that all surveitie operations are
authorised by an independent authority — for exampljudge® — and that they are
instituted only where there are real indicationat ttihey are necessary to prevent or
detect serious crime, or to protect national séguiihere also need to be more
general mechanisms to monitor the use of survedgowers, for example through a
parliamentary committee or through a specially lshed ‘surveillance
commissioner®’ including a reporting requirement on the numbeopérations and
results obtained®

Similar guarantees should safeguard against im&rée by private actors as well.
The European Court of Human Rights, for examples loag held that workplace
monitoring constitutes an interference with théntip respect for private lif&.

2 The Sunday Times v. The United Kingd@8 April 1979, Application No. 6538/74, para. 59
(European Court of Human Rights)

*3 Handyside v. the United Kingdom December 1976, Application No. 5493/72, paea(Buropean
Court of Human Rights).

** SeeR. v. Oake$1986), 26 DLR (4th) 200, pp. 227-8, (Canadianr8ope Court).

% Kruslin v. France 24 April 1990, Application No. 11801/85, para. @uropean Court of Human
Rights); Klass and others v. Federal Republic of GermaGySeptember 1978, Application No.
5029/71 (European Court of Human Rights).

%% E.g. Article 184.2, Canadian Criminal Code.

5 E.g. the UK’s Surveillance Commissioner, establishiePart IV of the Regulation of Investigative
Powers Act 2000.

*® This is practised in the US, for example: see $actB USC 2518.

%9 SeeHalford v. the United Kingdon®25 June 1997, Application No. 20605/92.
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In addition to freedom from unwarranted monitorimgptection of anonymity is
another key element of the right to communicaterio/es courts have recognised
anonymity as an important pre-condition for thereise of the right to freedom of
expression, as well as of other rights. The US &uprCourt, for example, has held:

...anonymity may be motivated by fear of economiofficial retaliation, by concern about
social ostracism, or merely by a desire to preseawenuch of one's privacy as possible.
Whatever the motivation may be, at least in thé&dfief literary endeavor, the interest in
having anonymous works enter the marketplace @sdmquestionably outweighs any public
interest in requiring disclosure as a conditiorenfry. Accordingly, an author's decision to
remain anonymous, like other decisions concernmgsions or additions to the content of a

publication, is an aspect of the freedom of spee%%...

Finally, there should be no restrictions on the ak¢echnology to enhance on-line
privacy, such as encryption or anonymising softw&articularly in those countries
where there is heavy State monitoring, anonymitplstocan allow users to
communicate with the outside world without feanddntification and reprisals. Any
restrictions on the use of anonymity tools will riéfere impact on the right to
freedom of expression.

1.  Conclusion

ARTICLE 19 considers that the right to communidateo be understood as “the right
of every individual or community to have its stariand views heard.” This means
that full implementation of the right to freedom ayfinion and expression, including
the right of equitable access to the media andrtéans of communication, is central
to its realisation.

Understood in the way outlined in this Statemem, tight to communicate is not a
new, independent right, but rather as an umbredjat,r encompassing within it a

group of related rights including the right to seedceive and impart information and
ideas, the right to pluralism within and equitablecess to the media, the right to
practice and express one’s culture, the right tdigdpate in public decision-making

processes, the right to access information fromlipuimdies and supporting rights
including the right to communicate anonymously &émel right to respect for private

life. A Declaration on the Right to Communicaterajahese lines will contribute to

the ongoing process of implementation of the Iragamal Bill of Rights.

0 McIntyre v. Ohio(1995) 115 S. Ct. 1511.
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