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Executive summary

In April 2016, ARTICLE 19 analysed the Information and Communication Technology Act,
2006 (ICT Act). The analysis examines the most problematic aspects of both laws from the
perspective of international human rights standards, in particular the right to freedom of
expression and privacy.

In the analysis, ARTICLE 19 concludes that several provisions of this law are too vague or
unnecessarily criminalise legitimate expression. The same is true of provisions granting
investigatory powers to the authorities or imposing obligations on service providers for the
purposes of assisting the investigation of cybercrimes. Procedural or public interest
safeguards are also missing. We therefore recommend that a number of provisions must be
either repealed or substantially reviewed to be compatible with international standards in this
area.

Key recommendations:

91 Clauses 46 and 57 of the ICT Act should be repealed in their entirety;

1 Clause 63 which deals with certain violations of privacy should be reviewed and clarified.
In particular, a public interest disclosure exemption should be added. Furthermore, the
scope of clause 63 should be more clearly limited to public officials.

1 The protection of personal data undergoing automated processing should properly be
addressed as part of comprehensive data protection legislation.
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Introduction

In August 2015, ARTICLE 19 analysed the Information and Communication Technology Act,
2006 (ICT Act).! The analysis examines the most problematic aspects of both laws from the
perspective of international human rights standards, in particular the right to freedom of
expression and privacy.

The ICT Act was passed by the Bangladesh Parliament in 20062 with the aim of
implementing the National Information and Communication Technology Policy 2002 (The
2002 Policy). The Policy called for legislation to protect against cybercrime® and formulate
new laws and amend existing ones to ensure security of data and freedom of information.* The
Cyber-security Bill is being currently considered in the Parliament and it complements, rather
than replaces the controversial ICT Act 2006.

ARTICLE 19 is well place to undertake this analysis thanks to our extensive experience of
working on freedom of expression issues, including working on issues related to the protection
of freedom of expression online. We have analysed several cybercrime laws from around the
world including in Kenya®, Brazil®, Iran’, Pakistan® and Cambodia.® In Bangladesh ARTICLE
19 has been consistently working on different fronts to defend freedom of online expression
for the last few years. These include our submissions to the Human Rights Council in 2012
for the second cycle of Universal Periodic Review on Bangladesh. Our report highlighted
restrictions on internet expression. In 2013 our Bangladesh Country Report raised concerns
on the application of Section 57 especially in view of the amendments made by the ICT
Amendment Act 2013. In the same year in collaboration with several civil society
organisations we organised a Roundtable on the implications of the amendment on freedom of
expression. In our 2014 Report we stressed that criminalisation of online expression has
continued with the application of Section 57 of the ICT Act.

The analysis not only highlights concerns and conflicts with international human rights
standards within both pieces of legislation but also actively seeks to offer constructive
recommendations on how they can be improved. We urge the Bangladesh legislator to
consider these recommendations and bring both laws in full compliance with international
standards.

1 ARTICLE 19's analysis is based on English translations of these laws. ARTICLE 19 does not take responsibility
for the accuracy of the translation or for comments made on the basis of any inaccuracies in the translation.

2 Act No. 39 of 2006.

3 Paragraph 3.7.2.

4 Paragraph 3.7.4.

5 ARTICLE 19, Kenya: Cybercrime and Computer Related Crimes Bill, July 2014, available at
http://bit.ly/1HOPICH.

6 ARTICLE 19, Brazil: Draft Cybercrimes Law, January 2012,

7 ARTICLE 19, Islamic Republic of Iran: Computer Crimes Law, 2012.

8 ARTICLE 19 and Digital Rights Foundation Pakistan, Pakistan: New Cybercrime Bill Threatens the Rights to
Privacy and Free Expression, 2014, available at http://bit.ly/1G1LSrh.

° ARTICLE 19, Cambodia: Secret Draft Cybercrime Law seeks to undermine free speech online, April 2014.
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International standards on freedom of expression and privacy

The right to freedom of expression

The right to freedom of expression is protected by a number of international human rights
instruments that are binding on Bangladesh; in particular, Article 19 of the Universal
Declaration of Human Rights (UDHR)! and Article 19 of the International Covenant on Civil
and Political Rights (ICCPR)!! that elaborates upon and gives legal force to many of the rights
articulated in the UDHR. Bangladesh acceded to the ICCPR on 06 September 2000 and is
therefore legally bound to respect and to ensure the right to freedom of expression as
contained in Article 19 of the ICCPR.

In September 2011, the UN Human Rights Committee (HR Committee), as treaty monitoring
body for the ICCPR, issued General Comment No 34 in relation to Article 19.'2 General
Comment No.34 constitutes an authoritative interpretation of the minimum standards
guaranteed by Article 19 ICCPR. General Comment No 34 states that Article 19 ICCPR
protects all forms of expression and the means of their dissemination, including all forms of
electronic and Internet-based modes of expression.'® In other words, the protection of
freedom of expression applies online in the same way as it applies offline. At the same time,
General Comment No 34 requires States party to the ICCPR to consider the extent to which
developments in information technology, such as Internet and mobile-based electronic
information dissemination systems, have dramatically changed communication practices
around the world.'* In particular, the legal framework regulating the mass media should take
into account the differences between the print and broadcast media and the Internet, while
also noting the ways in which media converge.'®

Similarly, the four special mandates for the protection of freedom of expression, including the
African Special Rapporteur on Freedom of Expression and Access to Information, have
highlighted in the 2011 Joint Declaration on Freedom of Expression and the Internet that
regulatory approaches in the telecommunications and broadcasting sectors cannot simply be
transferred to the Internet.!® In particular, they recommend the development of tailored
approaches for responding to illegal content online, while pointing out that specific
restrictions for material disseminated over the Internet are unnecessary.!” They also promote
the use of self-regulation as an effective tool in redressing harmful speech.!®

As a state party to the ICCPR, Bangladesh must ensure that any of its laws attempting to
regulate electronic and Internet-based modes of expression comply with Article 19 ICCPR as
interpreted by the HR Committee and that they are in line with the special mandates’
recommendations.

10 UN General Assembly Resolution 217A(l11), adopted 10 December 1948. The UDHR is not directly binding on
states; however, parts of it, including Article 19, are widely regarded as having acquired legal force as customary
international law since its adoption; see, e.g. Filartiga v. Pena-lrala, 630 F. 2d 876 (1980) (US Circuit Court of
Appeals, 2" circuit).

11 GA res. 2200A (XXI), 21 UN GAOR Supp. (No. 16) at 52, UN Doc.

12 General Comment 34, CCPR/C/GC/3.

13 Ipid., para. 12.

14 Ipid., para. 17.

15 |pid., para. 39.

16 Joint Declaration on Freedom of Expression and the Internet, June 2011.

7 |bid.

18 |pid.
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Limitations on the right to freedom of expression

While the right to freedom of expression is a fundamental right, it is not guaranteed in
absolute terms. Article 19(3) of the ICCPR permits the right to be restricted in the following
respects:

The exercise of the rights provided for in paragraph 2 of this article carries with it special
duties and responsibilities. It may therefore be subject to certain restrictions, but these
shall only be such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others;

(b) For the protection of national security or of public order, or of public health or morals.

Restrictions on the right to freedom of expression must be strictly and narrowly tailored and

may not put in jeopardy the right itself. The determination whether a restriction is narrowly

tailored is often articulated as a three-part test. Restrictions must:

i be provided by law, i.e. formulated with sufficient precision to enable an individual to
regulate his or her conduct accordingly;!°

1 pursue a legitimate aim as exhaustively enumerated in Article 19(3)(a) and (b) of the
ICCPR; and

9 conform to the strict tests of necessity and proportionality, i.e. if a less intrusive measure
is capable of achieving the same purpose as a more restrictive one, the least restrictive
measure must be applied.?°

The same principles apply to electronic forms of communication or expression disseminated
over the Internet. In particular, in General Comment No. 34, the HR Committee has said that:

43. Any restrictions on the operation of websites, blogs or any other Internet-based,
electronic or other such information dissemination system, including systems to support
such communication, such as Internet service providers or search engines, are only
permissible to the extent that they are compatible with paragraph 3. Permissible
restrictions generally should be content-specific; generic bans on the operation of certain
sites and systems are not compatible with paragraph 3. It is also inconsistent with
paragraph 3 to prohibit a site or an information dissemination system from publishing
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