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Executive summary

In this policy paper, ARTICLE 19 proposes a set of recommendations to state
actors and policy makers about what they should do to promote and protect the
rights of bloggers domestically and internationally. It also gives practical advice
to bloggers about their rights and explains how - and in what situations - they can
invoke some of the privileges and defences that traditional journalists have found
vital to the integrity of their work.

In common with many other aspects of modern life, the Internet has transformed
the way in which we communicate with one another. Where the printed press and
broadcast media were once the main sources of information, the Internet has
made it possible for any person to publish ideas, information and opinions to the
entire world. In particular, blogging and social media now rival newspapers and
television as dominant sources of news and information. Unsurprisingly, these
developments have also called into question the very definition of ‘journalism’ and
‘media’ in the digital age. It has also raised difficult questions of how the activities
of bloggers and ‘citizen journalists’ can be reconciled to existing models of media
regulation.

ARTICLE 19 argues that it is no longer appropriate to define journalism and
journalists by reference to some recognised body of training, or affiliation with

a news entity or professional body. On the contrary, ARTICLE 19 believes that

the definition of journalism should be functional, i.e. journalism is an activity

that can be exercised by anyone. Accordingly, it argues that international human
rights law must protect bloggers just as it protects journalists. The policy paper
therefore addresses the key areas that bloggers are likely to face, that is: licensing,
real-name registration (vs. anonymity), accreditation, the protection of sources,
protection from violence, legal liability and ethical responsibility and suggests
ways for them to be addressed.



Key recommendations

— Relevant legal standards should reflect the fact that ‘journalism’ consists
of disseminating information and ideas to the public by any means of
communication. As such, it is an activity which can be exercised by anyone.

— Any definition of the term ‘journalist’ should be broad, to include any natural
or legal person who is regularly or professionally engaged in the collection
and dissemination of information to the public via any means of mass
communication.

— Bloggers should never be required to obtain a licence to blog.

— Bloggers should never be required to register with the government or other
official bodies.

— Accreditation schemes must meet international freedom of expression
standards and should ensure that:

— all applicants, including bloggers, who meet the minimum requirements
defined in the law should be automatically issued with a ‘press’ facilitation
card;

— press cards should only be required to get access to events or premises
where there is a clear need to limit attendance based on limited space or
the potential for disruption;

— the conditions for obtaining a press card should be based on the overall
public interest and not on considerations such as affiliation with a
professional association or degree in journalism.

— Legal commentators, including bloggers, should be allowed to use social media
from court rooms if the hearings are open to the public.

— To the extent that they are engaged in journalistic activity, bloggers should be
able to rely on the right to protect their sources.

— Any request to disclose sources should be strictly limited to the most serious
cases. It should be approved only by an independent judge in a fair and public
hearing with a possibility of an appeal.

— State authorities must guarantee the safety of bloggers using a variety of
measures, including the prohibition of crimes against freedom of expression in
their domestic laws.



States must take reasonable steps to protect bloggers and other individuals
actively engaged in online communities when they know or ought to know of
the existence of a real and immediate risk to the life of an identified blogger as
a result of the criminal acts of a third party;

State authorities must carry out independent, speedy and effective
investigations into threats or violent attacks against bloggers or other
individuals engaged in journalistic activity online.

The laws governing the liability of bloggers, including defamation law,
incitement and other speech-related offences, must comply with international
freedom of expression standards.

As a general rule, bloggers should not be held liable for comments made by
third parties on their blogs in circumstances where they have not intervened or
modified those comments.

For certain types of content, for example content that is defamatory or infringes
copyright, consideration should be given to adopting ‘notice-and-notice’
approaches whereby bloggers would be required to pass the complaint to the
original maker of the statement at issue, without removing the material upon
notice.

The term ‘duties and responsibilities’ in Article 19 of the ICCPR and Article 10
of the European Convention must be interpreted flexibly to take into account
the particular situation of the blogger in question.

Bloggers should not be forced to abide by the ethical codes or codes of conduct
developed by traditional media and should not be coerced or given an incentive
to join self-regulatory bodies for traditional media.

Bloggers may decide to follow the ethical standards of traditional media of their
own accord. They can also develop their own code of practice either for their
own blogs or for associations they voluntarily join. Alternative dispute resolution
systems should also be encouraged.

When bloggers produce a piece for a traditional newspaper, they should be
subject to the newspaper’s editorial control, and abide by the ethical standards
of journalists.
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Introduction

Nothing is so unsettling to a social order as the presence
of a mass of scribes without suitable employment and
acknowledged status.

Eric Hoffer, The Ordeal of Change, 1963

Many of the current forms of publication have nothing to do with paper. Thanks to
the Internet, traditional media — both print and broadcast — are no longer fully in
charge of the information flow and no longer hold a monopoly over it. Anyone with
access to a computer or a smartphone can gather and disseminate information.
Anyone can make their own broadcast. Anyone can publicly communicate their
opinions and ideas to the entire world via a blog or social media network.

Many bloggers gather information in the public interest in much the same way as
traditional journalists. They interview sources, check facts and debate important
public issues. In countries where the traditional media is heavily censored,
blogging provides people with a rare opportunity to distribute information and
exercise their right to freedom of expression.

Many traditional journalists and media also have blogs or use social media. Most
media outlets feature blogs on their websites or recruit bloggers to provide content
for them. They also embrace social media by inviting readers, listeners or viewers
to follow their activities on Facebook or Twitter.

A number of bloggers have also created organised communities or forged ways
of cooperating that bear certain similarities to publishing houses or established
media institutions. This means that the boundaries between blogging and
traditional media/journalism are now blurred and raises difficult questions about
what and who count as ‘media’ and ‘journalists’ in this digital age.

At the same time, blogging itself encompasses a broad spectrum of activities, not
all of which necessarily fall within the definition of ‘journalism’. Many blogs are
social in nature, describing personal or family occupations, entertainment, etc.
Some argue that many blogs are simply rants, others that they are very dangerous!
and others that they have no value at all.



Equally, other questions arise, such as:
— Should bloggers be licensed or registered?

— Should bloggers be granted the same rights that have traditionally been enjoyed
by journalists?

— Should bloggers be held to the same professional and ethical standards
expected of a journalist?

— In what circumstances can they be held liable for what they say online?

— How can bloggers benefit from the kinds of protection programmes that are
usually available to professional journalists in order to prevent them from being
physically attacked?

In this brief, ARTICLE 19 offers answers to these and other complex questions
by referring to international standards of freedom of expression. Our aim is to
provide recommendations to state actors, legislators and policy makers and to
all stakeholders about what they should do to promote and protect the rights of
bloggers domestically and internationally.

We begin with an overview of the ‘blogging’ phenomenon and applicable
international standards of freedom of expression in this area. We then examine
key issues that bloggers are likely to face, namely licensing, real-name registration
(vs. anonymity), accreditation, the protection of sources, protection from violence,
legal liability and ethical responsibility. We conclude each section with specific
recommendations to state actors and policy makers about what they should do to
promote and protect the rights of bloggers domestically and internationally.

Blogging plays an invaluable role in the free flow of information worldwide. It
enables a true exchange of information in ways that traditional media did not in
the past. It also allows an immediate sharing of information with its audience and
immediate feedback. It represents a valuable form of alternative journalism and is
an example of the Internet’s ‘democratisation of publishing.’

In the 21st century, many bloggers will take their place as watchdogs, alongside
traditional media. The international community and individual states must develop
protection for bloggers, just as they have developed protection for traditional
media, despite the many constraints. Throughout history, the traditional media
have obtained protection as a group although, at the individual level, many
members of the media are not concerned with advancing public interest. Similar
protection must be provided to bloggers.



Blogging and the definition
of ‘journalism’



Blogs, blogging, bloggers

There is no universally agreed definition of ‘bloggers’ or ‘blogging’.?

In the most basic sense, a blogger is any person who writes entries for, adds materials
to, or maintains a ‘blog’ — a web log published on the Internet. Blogs allow anyone

to self-publish online without prior editing or commissioning by an intermediary (e.g.
someone like a newspaper editor). They can be immediate and also anonymous if the
blogger so desires. They reflect their authors’ personal interests and preferences and
vary enormously in style, content (from politics to gardening or fashion) or length (from
short written pieces to longer ones closely resembling ‘reportage’).

Blogs normally allow readers to post comments and allow authors to engage in virtual,
multilateral conversations with their readers.® Typically, they also contain a series of
hyperlinks that take the reader to other content.

Although blogging originally began as a wholly informal activity, blogs have come to

be used on a widespread basis by a variety of people (for example, doctors, judges,
lawyers, police officers and professional journalists) in a professional or semi-
professional capacity. While many journalists blog, not all of them do. Conversely,
bloggers may get published in mainstream media online, without necessarily
identifying themselves as a ‘journalist’. By contrast, in some countries, the term
‘blogger’ is usually applied to someone who is a freelance journalist and is not used for
the myriad of other individuals who may be blogging in their spare time or on a more
regular basis.

Unsurprisingly, this situation contributes to the considerable confusion around the
legal status of bloggers and the rules that may be applicable to them.*

The relationship between blogging and journalism

ARTICLE 19 has long argued that ‘journalism’ and ‘journalists’ should not be defined
by reference to some recognised body of training, or by affiliation with a media entity or
professional body.® We have argued that journalism is an activity that can be exercised
by anyone, and that it is important that any legal standards and principles applicable
to the activity should reflect this.

In particular, the definition of the term ‘journalist’ should be broad to include any
natural or legal person who is regularly or professionally engaged in the collection and
dissemination of information to the public via any means of mass communication.

At the same time, any person who seeks to publish information on matters of public
interest should benefit from the same protection and privileges given to professional
journalists under existing case law, including prohibiting any requirement for journalists
to be registered, requiring the authorities to investigate attacks on them, and protecting
their sources.

Further, as we will see below, bloggers are liable for any content they produce under
the relevant laws of their country. In addition, where bloggers are also members of a
particular profession, for example lawyers or doctors, they also remain subject to the
rules of professional conduct (e.g. the requirement of client or patient confidentiality).



Bloggers and international
standards on freedom
of expression



Under international human rights law, everyone has a right to freedom of expres-
sion.

To date, we are not aware of any attempt to address the position of bloggers within
international law. However, there are two reasons why this is not necessarily prob-
lematic.

— First, in so far as bloggers’ activities fall within the functional definition of
‘journalism’ outlined below, they should benefit from the protection afforded to
journalists under international law in specific areas.

— Second, this lack of specific international standards is an opportunity for the
international community to develop the highest standards of protection for
bloggers.

Freedom of expression under international law

The right to freedom of expression is guaranteed under Article 19 of the Universal
Declaration on Human Rights (UDHR)® and further elaborated and given legal
force under Article 19 of the International Covenant on Civil and Political Rights
(ICCPR).”

In September 2011, the UN Human Rights Committee (the HR Committee),

the treaty body which monitors implementation of the ICCPR, interpreted the
minimum standards guaranteed in Article 19 in General Comment No.34.8
Importantly, the HR Committee stated that it protects all forms of expression

and the means of their dissemination, including all forms of electronic and
Internet-based modes of expression.® In other words, the protection of freedom of
expression applies online in the same way as it applies offline.

At the same time, the HR Committee stipulated that states party to the ICCPR are
required to consider the extent to which developments in information technology,
such as Internet and mobile-based electronic information dissemination systems,
have dramatically changed communication practices around the world.° In
particular, the legal framework regulating the mass media should take into account
the differences between print and broadcast media and the Internet, as well as
noting the ways in which these different media converge.!!

Additionally, in their 2011 Joint Declaration on Freedom of Expression and the
Internet, the four special mandates for the protection of freedom of expression
highlighted that regulatory approaches in the telecommunications and
broadcasting sectors cannot simply be transferred to the Internet.'? In particular,
they recommended the development of tailored approaches for responding to
illegal content online, while pointing out that specific restrictions for material
disseminated over the Internet are unnecessary.'® They also promoted “self-
regulation as an effective tool for redressing harmful speech.”!*

11
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Limitations of the right to freedom of expression

While the right to freedom of expression is a fundamental right, it is not
guaranteed in absolute terms. Under Article 19(3) of the ICCPR, any limitation of
the right to freedom of expression must meet the so- called ‘three-part test” which
consists of the following criteria:

— Restrictions must be provided by law. The law must be formulated with
sufficient precision to enable an individual to regulate his or her conduct
accordingly.

— Restrictions must pursue a legitimate aim, as exhaustively enumerated in
Article 19(3)(a) and (b) of the ICCPR.

— Restrictions must be necessary and proportionate in a democratic society.
There must be a pressing social need for the restriction; and if a less intrusive
measure is capable of achieving the same purpose as a more restrictive one,
the least restrictive measure must be applied.

The same principles apply to electronic forms of communication or expression
disseminated over the Internet, such as blogging. In particular, the HR Committee
has said in its General Comment No. 34 that:

Any restrictions on the operation of websites, blogs or any other Internet-based,
electronic or other such information dissemination system, including systems

to support such communication, such as Internet service providers or search
engines, are only permissible to the extent that they are compatible with [Article
19] paragraph 3. Permissible restrictions generally should be content-specific;
generic bans on the operation of certain sites and systems are not compatible
with [Article 19] paragraph 3.%°

These principles have been endorsed by the UN Special Rapporteur on the
promotion and protection of the right to freedom of opinion and expression in his
2011 report.'®

Bloggers, journalism and new media under international
law

There is currently no agreed definition of ‘journalism’ or what constitutes
‘media’ at the international level. Similarly, international standards do not define
‘bloggers’ or blogging’.

Nonetheless, the HR Committee and the Council of Europe have provided
tentative definitions. In particular, they have recognised the important role that
‘citizen journalists’ and bloggers play in the gathering and dissemination of
information.



Most significantly, they have proposed a functional definition of ‘journalism’, one
which encompasses those communicating publically using new media, provided they
fulfil certain criteria.

In its General Comment No 34, the UN Human Rights Committee defined
‘journalism’ as follows:

Journalism is a function shared by a wide range of actors, including ... bloggers and
others who engage in forms of self-publication in print, on the Internet or elsewhere,
and general State systems of registration or licensing of journalists are incompatible
with [Article 19] paragraph 3. Limited accreditation schemes are permissible only
where necessary to provide journalists with privileged access to certain places and/or
events. Such schemes should be applied in a manner that is non-discriminatory and
compatible with Article 19 and other provisions of the Covenant, based on objective
criteria and taking into account that journalism is a function shared by a wide range
of actors.

In other words, journalism is an activity, which consists of the collection and
dissemination of information to the public via any means of mass communication.

The Committee of Ministers of the Council of Europe (COE) has adopted an equally
broad definition of the term ‘journalist’.'” It has also called on member states to:

Adopt a new, broad notion of media which encompasses all actors involved in the
production and dissemination, to potentially large numbers of people, of content
(for example information, analysis, comment, opinion, education, culture, art and
entertainment in text, audio, visual, audiovisual or other form) and applications
which are designed to facilitate interactive mass communication (for example
social networks) or other content-based large-scale interactive experiences (for
example online games), while retaining (in all these cases) editorial control or
oversight of the contents; [emphasis added]

Review regulatory needs in respect of all actors delivering services or products in
the media ecosystem so as to guarantee people’s right to seek, receive and impart
information in accordance with Article 10 of the European Convention on Human
Rights, and to extend to those actors relevant safeguards against interference
that might otherwise have an adverse effect on Article 10 rights, including as
regards situations which risk leading to undue self-restraint or self-censorship;
[emphasis added.] ®

In addition, the Committee of Ministers provided a set of indicators to determine
whether a particular criterion is fulfilled. For example, a particular organisation or
individual engaged in the dissemination of information will fully meet the public

expectation criterion if it:

is available;
is reliable;

provides content that is diverse and respects the value of pluralism;
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— respects professional and ethical standards; and
— is accountable and transparent.

At the same time, the Council of Ministers highlighted that each of the criterion
should be applied flexibly.

Most notably, the Committee said that bloggers should only be considered as
media

if they meet certain professional standards criteria “to a sufficient degree.”?°

In ARTICLE 19’s view, however, this criterion is unnecessary. While professed
adherence to a set of professional standards may be a helpful indicator of

whether an individual is engaged in media activity, it should not be regarded as

a necessary condition.?* The activity of disseminating information in the public
interest is not something that should require membership of a professional body or
adherence to some established code of conduct.



Licensing, registration and the
anonymity of bloggers
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Licensing and registration schemes

As the number of bloggers around the world has skyrocketed, several countries
have sought to limit the free flow of information and ideas by creating licensing
and registration schemes for bloggers.

— Licensing schemes are systems which require prospective bloggers to obtain
permission from the government in order to be allowed to blog. In addition,
they may be required to register their blogs on an official list controlled by
the government. The ostensible purpose of such schemes is usually to create
a ‘safe’ online environment by placing the task of informing the public in the
hands of ‘qualified’ individuals of high moral integrity. It is usually argued that
this will promote higher ethical standards and a higher quality of information
online.

— Registration schemes can also refer to a requirement for bloggers to use their
real names online. The usual justification for real name registration systems
is that individuals would not engage in all sorts of unpleasant — but not
necessarily unlawful - activities if their real identity were revealed.

Such schemes are usually found in societies such as Iran,?” Saudi Arabia®® and
Sri Lanka?*, where freedom of expression has traditionally been under tight
government control.

ARTICLE 19's position on the licensing and registration of bloggers

ARTICLE 19 believes that licensing and registration schemes for all bloggers,
whatever they do, are deeply inimical to protection of the right to freedom of
expression and in flagrant breach of international law.

Although there are no specific international standards regarding the licensing

or registration of bloggers, it is well established that mandatory licensing or
registration of journalists is incompatible with the right to freedom of expression.
Similarly, there is no legitimate reason why bloggers — or in fact members of the
general public — should be subject to mandatory licensing to express themselves.

An important source of legal authority on the subject is an opinion of the Inter-
American Court of Human Rights issued in 1985.%° Most tellingly, the Court
dismissed the argument that licensing schemes were necessary to ensure the
public’s right to receive truthful information or high standards of publication and
found that such systems ultimately prove counterproductive.?®

Similarly, the UN Human Rights Committee has repeatedly held that mandatory
licensing schemes for print media constitute a violation of the right to freedom of
expression.?” The UN, OAS and OSCE special mandates for freedom of expression
have also stated that individuals should not be required to obtain a licence or
register.?®



ARTICLE 19 believes that these standards are fully applicable to bloggers and that
they must not be subjected to registration or licensing requirements. The right to
express oneself through the mass media belongs to everyone, and should not be
subject to government approval. Licensing and registration schemes would allow
governments to control who is engaged in blogging and what they say; or to use
the threat of licence denial/withdrawal if the government did not agree with the
content of a particular blog. Moreover, once would-be bloggers know they have to
register or apply for a licence, they are far less likely to be overtly critical of the
government.

ARTICLE 19's position on real name registration of bloggers

The right to ‘anonymity’ is not universally recognised as part of the right to
freedom of expression under international law. Instead, it is typically considered
as part of the right to privacy,?® although in some countries, anonymous speech is
protected under free speech guarantees.°

The rationale behind anonymity is clear: individuals are far more likely to speak

or disclose information knowing that their identity will not be revealed. However,
some argue that real name registration would prevent certain socially unacceptable
or even criminal activities, as users could be held accountable.

ARTICLE 19 recalls that, under international standards states must be responding
to a pressing social need and not merely out of convenience in order to justify any
restriction on freedom of expression as being “necessary”. Also, the restriction
must impair the right as little as possible and, in particular, not restrict speech in
a broad or untargeted way; nor should it go beyond the realm of harmful speech in
order to rule out legitimate speech. Most real name requirements would go beyond
what is permissible under these standards, in particular:

— Online anonymity has been extremely effective in promoting freedom of
expression and has been an intrinsic part of the culture of the Internet and
how it works. In many instances, it has given people the ability to express
their opinions, even controversial ones, and it has contributed to the success
of many blogs. Real name registration schemes can be easily abused by the
authorities and can become a tool of repression, leading to the persecution
and harassment of bloggers and their readers. In many countries, criticising
the government is illegal and only the anonymous posting of such information
online can ensure that authors are not at risk of reprisal.?!

— Anonymity has been also used for years in print publishing. Using anonymous
sources is often necessary in investigative journalism and the right of journalists
to protect the confidentiality of their sources is universally accepted.?

— Moreover, many authors or journalists write under pen names and, in many
cases, their true identity has never been revealed. Newspapers also typically
publish anonymous letters to the editor or letters signed with pseudonyms.

17
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Even newspaper articles are sometimes not attributed to individual journalists
but to a press agency or the publication itself. In academia, anonymous peer
reviews of proposals and articles are also common.

— The requirements of real name registration are ineffective in practice, as
bloggers can always use other technical means and security tools (like data
encryption, use of virtual private networks (or ‘VPNs’), anonymous Internet
navigation and secure file removal) to preserve their anonymity.

— Anonymity is not limited to the Internet and cannot be fully avoided in ‘real
life’.
For example, it is still possible to send anonymous letters, make anonymous
phone calls, or distribute leaflets and other publications anonymously.
Although the Internet makes it much easier and less expensive to reach large
numbers of people, any requirement for real name identification would make
Internet communication more restrictive than many other everyday forms of
communication (e.g. postal services are not required to authenticate the return
addresses of letters with harmful content; real name identification is also not
required for telephone calls.)

Therefore, ARTICLE 19 believes that real name registration systems for
bloggers (as well as Internet users in general) should be abolished as being
disproportionate restrictions to the right to freedom of expression

Recommendations:

— Bloggers should never be required to obtain a licence
to blog.

— Bloggers should never be required to register with the
government or other official bodies.

— Bloggers should not be required to register with their
real identity/name in order to blog.



Bloggers and accreditation
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Accreditation under international law

The right to freedom of expression includes a right to “seek and receive”
information and ideas. Gathering information is clearly essential to the media, and
courts have

often confirmed that the activity of newsgathering is protected under the right to
freedom of expression.

At the same time, states usually impose some limits on newsgathering, such as
restricting access to government buildings, attendance at certain events (e.g.
official briefings, press conferences, sports events), or attendance at certain court
hearings that are closed to the public. It is also common to operate accreditation
schemes . Usually, this means that journalists can apply for a press card, which
must be produced to gain entrance on days when audience numbers exceed the
number of seats available. Holders of press cards are sometimes granted certain
privileges, such as access to communication facilities and front row seats.

The problem with many accreditation schemes, however, is that they are also

a common source of abuse. Governments often refuse to grant press cards to
journalists who criticise them, or require possession of press cards in situations
where there are no authentic constraints. The situation is even more difficult for
bloggers since public officials do not consider them to be ‘real’ or ‘professional’
journalists and prevent

them from even being eligible for accreditation schemes.

Like all restrictions, limitations to newsgathering must comply with the three-
part test. The HR Committee has stated that an accreditation procedure should
not be susceptible to political interference and that it should impair the right to
gather news as little as possible. The number of accredited journalists permitted
to attend an event may be limited only when there are demonstrable problems
in accommodating all those interested.®? Furthermore, accreditation decisions
must be taken by independent bodies, subject to clear criteria set out in law.
Similar recommendations have been made by special rapporteurs on freedom

of expression, who have emphasised that the decision to withdraw accreditation
should never be based solely on the content of an individual journalist’s work.3*

ARTICLE 19’s position on the accreditation of bloggers

ARTICLE 19 believes that accreditation schemes should not be the sole preserve
of professional journalists but should also be available for bloggers when they
are engaged in the gathering and dissemination of information to the public. It is
positive that some states are already

moving towards this practice; for example, in Indonesia® and Canada®® some
bloggers have been granted press cards allowing them access to certain events.

At the same time, states must ensure that all accreditation schemes can only be



limited in the areas and situations that meet the international freedom of expression
standards outlined above.

ARTICLE 19 also believes that, in principle, anyone should be able to use social
media from court rooms, subject to contempt of court laws. Again, it is positive that
some states have already adopted rules of this kind.

For example, in the UK the Lord Chief Justice recently issued guidelines allowing
“legal commentators,” which include bloggers, to tweet or use live text messaging
from court without prior court permission.®” The guidelines further provide that the
wider public may also use social media in court subject to court permission.*® While
we consider this latter requirement to be unnecessary if appropriate guidance is given
in writing or orally by the court at the beginning of proceedings, ARTICLE 19 suggests
that this generally permissive approach should be followed elsewhere as an example
of best practice in court reporting in the digital age.

Recommendations:

— Accreditation schemes must meet international freedom
of expression standards and should ensure that:

— all applicants, including bloggers, who meet the
minimum requirements defined in the law should be
automatically issued with a ‘press’ facilitation card;

— press cards should only be required to get access to
events or premises where there is a clear need to limit
attendance based on limited space or the potential for
disruption;

— the conditions for obtaining a card should be based on
the overall public interest and not considerations, such
as professional association or degree.

— Legal commentators, including bloggers, should be
allowed to use social media from court rooms if the
hearings are open to public.

21



Bloggers and the protection
of sources



Protection of sources under international law

The protection of sources is a vital element in the newsgathering process and
numerous international and regional bodies have endorsed a strong policy towards
it.39

The African Commission on Human and Peoples Rights maintains the protection
of sources in Principle XV of its Declaration of Principles on Freedom of Expression
in Africa*?; the Inter-American Commission on Human Rights has adopted the
protection of sources as part of its Declaration of Principles on Freedom of
Expression*'; and, most recently, the European Court of Human Rights (European
Court) observed that the right to protect sources is:

[A] cornerstone of freedom of the press, without which sources may be deterred
from assisting the press in informing the public on matters of public interest. As
a result the vital public-watchdog role of the press may be undermined and the
ability of the press to provide accurate and reliable information to the public may
be adversely affected.*?

This important principle has also been recognised in domestic legislation and
jurisprudence.*?

Like the right to freedom of expression, the right not to disclose the identity of
journalistic sources is not absolute. It may be restricted in certain circumstances
that are justifiable under the three-part test set by international law.** In particular,
journalists might be required to reveal the sources of their information, if doing so
is necessary to prevent a major or serious crime (such as murder, manslaughter or
severe bodily injury) or for the defence of someone accused of committing a major
crime.*® In addition, all other alternative measures must be exhausted and there
must be a fair and public hearing involving the journalist concerned before an order
for disclosure may be issued.*®

It is also important to note that, under international standards, the right to protect

sources is not limited to traditional media.*” Some international bodies have sought
to avoid using the term ‘journalist’ in their definition of the right. For instance, the

Declaration of Principles on Freedom of Expression adopted by the Inter-American

Commission on Human Rights states:

Every social communicator has the right to keep his/her source of information,
notes, personal and professional archives confidential.*®

Similarly, the Council of Europe has been careful to formulate a very wide definition
of ‘journalist’, covering anyone who serves as a conduit of information to the public,
regardless of whether they would normally be perceived as ‘journalists’.*° Recently,
the Committee of Ministers of the Council of Europe said that:
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In the new media ecosystem, the protection of sources should extend to the
identity of users who make content of public interest available on collective online
shared spaces which are designed to facilitate interactive mass communication
(or mass communication in aggregate); this includes content-sharing platforms
and social networking services.*°

With a few exceptions, domestic practice has largely failed to keep pace with the
new media phenomenon, partly because of frequently narrow definitions of the
term ‘journalist’ in the laws of many countries. Nonetheless, some domestic courts
have recently recognised bloggers’ right to protect sources, for example the Irish
High Court.5!

ARTICLE 19’s position on the protection of bloggers’ sources

ARTICLE 19 believes that, to the extent that they are engaged in journalistic
activity, bloggers should be able to rely on existing international standards and
comparative law and should be able to invoke the right to protect sources in the
same way as professional journalists affiliated with traditional news entities.

This means that bloggers should not be required to disclose the identity of their
confidential sources, unpublished materials, notes, documents or other materials
that may reveal information about their sources or publication processes simply
because they are not recognised as ‘journalists’. If they are given such protection,
however, bloggers should understand that they may still be required to identify
their sources in certain circumstances.

Recommendations:

— To the extent that they are engaged in journalistic
activity, bloggers should be able to rely on the right to
protect their sources.

— Any request to disclose sources should be strictly
limited to the most serious cases. It should be approved
only by an independent judge in a fair and public
hearing with a possibility of an appeal.



Violence against bloggers
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Protection from violence under international law

Bloggers have recently become the targets of physical attacks, death threats and
murders because of what they say. In 2012 alone, 48 ‘citizen journalists’ were
killed compared to four the previous year.>? During the same year, in at least 19
countries, a blogger or internet user was tortured, disappeared, beaten or assaulted
as a result of their online activity.>® Impunity for violence is rampant. This is in
violation of international human rights standards.

Under international law, states have two sets of obligations:

Duty to prevent attacks: States have a positive obligation to take steps to
prevent violent attacks against anyone on their territory. These obligations
take on a particular importance when individuals are attacked for exercising
their right to freedom of expression, both on and offline.>* It has been stated
repeatedly by international bodies that states must “create a favourable
environment for participation in public debate by all the persons concerned,
enabling them to express their opinions and ideas without fear.”>®

What this means in practice is difficult to define. On the one hand, this
protection should at least markedly reduce the risk of violence occurring. For
example, the European Court has found that the protection of the right to life
“may also imply in certain well-defined circumstances a positive obligation on
the authorities to take preventive operational measures to protect an individual
whose life is at risk from the criminal acts of another individual.”*® On the other
hand, the duty to protect should not place “an impossible or disproportionate
burden on the authorities”*’ or provide an excuse for constantly shadowing a
journalist or a blogger. In other words, not every claim of a threat will give rise
to a right to protection. The European Court considered that the deciding factor
should be whether “the authorities knew or ought to have known at the time of
the existence of a real and immediate risk to the life of an identified individual
or individuals from the criminal acts of a third party.’>®

Duty to investigate: If states fail to prevent attacks, they are required to
investigate the circumstances of the attack and prosecute those responsible.
The purpose of such an investigation should be to enable victims “to discover
the truth about the acts committed, to learn who are perpetrators and to obtain
suitable compensation.”%® On numerous occasions, international bodies have
recognised that impunity for violence has a chilling effect on the free flow of
information in society and prevents “the right of everyone to seek and receive
information and ideas.”® Journalists in the broad sense may be deterred from
performing the important task of informing the public, and ordinary citizens
may also become more reluctant to denounce criminals or criticise public
officials. All in all, an insufficient investigation “constitutes an incentive for all
violators of human rights.”6!



In order to comply with international law, an investigation must be
independent, speedy and effective.®® The investigation should also be set in
motion by law enforcement agencies on their own initiative, and not on the
initiative of the victim or their family.5® The investigation should be concluded
within a reasonable amount of time with reference to: the complexity of

the matter, the judicial activity of the interested party and the behaviour of
the judicial authorities.®* In addition, victims of attacks must have effective

remedies to seek redress, including in the civil courts, where appropriate.®®

ARTICLE 19’s position on the protection of bloggers from violence

ARTICLE 19 believes that all international standards regarding protection against
violence and the obligation to carry out effective investigation into attacks must
apply to bloggers and other individuals actively engaged in online communities
when they are targeted by violence. States must ensure that measures aimed

at protecting journalists are not exclusively aimed at journalists affiliated with
traditional media.

In particular, ARTICLE 19 recommends that states consider the following
measures:

— States should prohibit ‘crimes against freedom of expression’ in their domestic
legislation with appropriate penalties which take into account the seriousness
of such offences. These crimes should include instances of violence and other
forms of attack against bloggers and those who are targeted for exercising their
right to freedom of expression.

— States must treat violence and attacks on bloggers as a direct attack on
freedom of expression. They must publicly refute any attempt to silence critical
or differing voices in society. States should also publicly recognise that some
bloggers are vulnerable to violence and other forms of attacks specifically
because they are exercising their right to freedom of expression.

— States must pay special attention to the responsibility of non-state actors
and focus on the violations they carry out. This is of particular importance in
countries where organised crime groups have emerged as the main violators of
the right to freedom of expression.

— States have a positive obligation to take preventive operational measures to
protect bloggers whose lives and safety are at risk of the criminal acts of others.
This obligation arises when the authorities know or ought to have known of the
existence of a real and immediate risk to life resulting from the criminal acts of
third parties. It should not be limited to cases where the individuals concerned
requested state protection.
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— When an attack against bloggers takes place, states must launch an
independent, speedy and effective investigation in order to bring both the
perpetrators and the instigators to justice. They must also ensure that victims
can obtain complex and holistic remedies for what they have suffered.

Recommendations:

— State authorities must guarantee the safety of bloggers
using a variety of measures, including the prohibition
of crimes against freedom of expression in their
domestic laws.

— States must take reasonable steps to protect bloggers
when they know or ought to know of the existence of
a real and immediate risk to the life of an identified
blogger as a result of the criminal acts of a third party;

— State authorities must carry out independent, speedy
and effective investigations into threats or violent
attacks against bloggers or other individuals engaged in
journalistic activity online.



Bloggers’ liability
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It is often said that the Internet is like the ‘Wild West’ operating in a legal vacuum.
This is very far from the truth. The fact that some activity is not specifically regulated
does not mean that it is not regulated at all. In the absence of any specific Internet
legislation, Internet users, including bloggers, are subject to the general laws of the
land; this includes laws prohibiting defamation, incitement, copyright infringement and
many others. It is also important to bear in mind that any limitations on the right to
freedom of expression must comply with the three-part test under international law.

Different types of content call for different legal and technological responses. In his
2011 report, the UN Special Rapporteur identified three types of expression for online
regulation:

— expression that constitutes an offence under international law and which can be
criminally prosecuted;

— expression that is not criminally punishable but may justify a restriction and a civil
suit; and

— expression that does not give rise to criminal or civil sanctions, but still raises
concerns in terms of tolerance, civility and respect for others.®®

The Special Rapporteur clarified that the only exceptional types of expression that
states are required to prohibit under international law are: ‘child pornography’, direct
and public incitement to commit genocide, ‘hate speech’ and incitement to terrorism.
He also made clear that the legislation criminalising these types of expression must
also be sufficiently precise, and that there must be adequate and effective safeguards
against abuse or misuse, including oversight and review by an independent and
impartial tribunal or regulatory body.®” Furthermore, the Special Rapporteur stressed
that all other types of expression should not be criminalised. Instead, states should
promote the use of more speech to combat offensive speech.

While in principle, speech-related laws apply both offline and online, they must be
interpreted in a way that takes into account the nature of the medium or platform in
line with international standards on freedom of expression. At the same time, while it
is important to protect the right to freedom of information online, it is also important
not to silence victims of particular types of speech. Victims should have recourse to
protection of their rights; and court oversight for existing protection should also apply
for online speech, with necessary guarantees of fair trial.

Whilst it is beyond the scope of this brief to examine each particular type of law and
how it should be applied to bloggers, we will briefly examine four important issues:

— bloggers and defamation;
— bloggers and laws prohibiting incitement to hatred;

— bloggers and various common speech offences which have proved to be problematic
when applied online; and

— bloggers and liability for third party comments.



Bloggers and defamation

Although defamation laws have always applied in principle to any speech, the
Internet has made liability for defamatory statements a much more realistic
prospect for ordinary individuals than in the past. This is especially the case since,
unlike traditional media, bloggers tend not to have to submit to any editorial
control or have no resources to seek legal advice pre-publication.

Given the nature of online publications, ARTICLE 19 finds several defamation rules
to be particularly problematic for bloggers (and for online speech in general):

— Criminalisation of defamation online: Some countries have elected to introduce
special criminal sanctions for online defamation or to impose harsher penalties
in cases where defamatory statements are disseminated on the Internet.5®

— ‘Libel tourism’: Blogs and other Internet publications are usually visible to
the world at large and can be speedily disseminated (or become ‘viral’). This
means that bloggers may be sued for defamation anywhere in the world.
The Internet can facilitate the practice of ‘libel tourism’ or ‘forum shopping’
whereby plaintiffs choose to sue in a country where they have better prospects
of success rather than in the country they have suffered the most harm. This
practice is notoriously damaging for freedom of expression.®°

— The multiple publication rule: Under some defamation laws, defendants can be
held liable for each separate instance of publication of a defamatory statement
(the so-called “multiple publication rule”). However, the Internet allows any
potentially defamatory statement to be indefinitely stored on the Internet and
then searched and unearthed at any future point in time. This rule is highly
problematic for freedom of expression as it raises the spectre of endless liability
for defamation each time a statement is accessed online.”®

— The repetition rule: In some countries, it is no defence in defamation cases for
the defendant to prove that they were merely repeating what they had been told
(the so-called “repetition rule”). Therefore, bloggers who refer to statements
made by others or make links to defamatory statements may be held liable
under defamation laws.”* This has a potentially chilling effect on freedom of
expression online, especially when the vast majority of bloggers are not familiar
with the intricacies of defamation law in their own countries, let alone with
defamation laws worldwide.”?

In practice, many allegations made online are often too trivial, or not sufficiently
serious, and the extent of publication is too minimal, to have caused any
substantial damage to the reputation of the complainant. It is positive that
defendants in some countries are increasingly seeking to strike out trivial claims as
an abuse of process for the reasons listed above.’?

Additionally, states should consider adopting alternative systems for dispute
resolution: since the mid 1990s there have been several notable efforts towards
establishing a system for online dispute resolution. These efforts began with, and
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continue to be primarily focused on, resolving e-commerce disputes and domain
name disputes.” Although this ‘online dispute resolution’ (ODR) industry has not
expanded as rapidly

in focus or breadth as was once anticipated, it may nevertheless be worth
considering the lessons learned as a result of these ODR efforts when considering
similar systems for bloggers.

ARTICLE 19’s position

— ARTICLE 19 believes that recent developments demonstrate the need for a
new, more balanced approach to defamation which better upholds freedom of
expression online. In particular:

— Any laws which specifically criminalise online defamation, and/or impose
harsher penalties for online defamation than for offline defamation, should
be abolished as incompatible with international standards on freedom of
expression. All criminal defamation laws should be abolished and replaced with
civil remedies where appropriate. In this regard, we note that new Web 2.07°
types of applications have made it possible to respond to derogatory comments
online almost immediately and at no cost. Given the availability of an easy right
of reply, we believe that the sanctions available for offline defamation are highly
likely to be both unnecessary and disproportionate in the digital environment.’®

— The threshold for bringing a defamation action in relation to online
publications, including blogs, should be a high one. Complainants should
be required to prove substantial harm to their reputation. Hence, it is highly
unlikely that substantial damage could be established in circumstances where,
for instance, an allegedly defamatory comment is rapidly buried by a large
number of other comments in a thread.”” Moreover, the impact of a blog is likely
to be qualitatively different from that of a comment made in a newspaper or
broadcast.”®

— Jurisdiction in Internet defamation cases should be restricted to the state or
states in which the author is established or to which the content is specifically
directed; jurisdiction should not be established simply because the content has
been downloaded in a certain state.”®

— The multiple publication rule should be abolished and replaced with a single
publication rule in accordance with international standards on freedom of
expression.®® This means that for content that was uploaded in substantially
the same form and same place, statutes of limitation for bringing legal cases
should start from the first time the content was uploaded and only one action
for damages should be allowed in respect of that content. Where appropriate, it
should be possible for the damages suffered in a number of jurisdictions to be
recovered at one time.



— The repetition rule should be applied flexibly, taking into account the
position or status of the person making the statement so as to prevent
ordinary individuals from being prosecuted for merely distributing (posting or
hyperlinking) defamatory statements made by others. This is especially the
case when the original statement was made in the mainstream media.

— Self-regulatory right of reply is likely to be the most proportionate way to
deal with defamatory content in the vast majority of cases. If, nonetheless,
an application is made to court and the allegations of defamation are not
sufficiently serious, the application should be struck out as an abuse of
process.

— Bloggers should be able to avail themselves of all defences available in
defamation cases under international standards, such as defence of reasonable
publication or defence of truth.®!

Bloggers and incitement to hatred

In recent years, ‘hate speech’ online has emerged as a particularly thorny issue for
freedom of expression on the Internet,®?in particularly in countries with a diverse
ethnic and/or religious makeup.®3 There is no universally agreed definition of ‘hate
speech’, either online or offline. Moreover, most laws targeting the phenomenon of
‘hate speech’ are unduly vague, which means that freedom of expression can be
unduly restricted under them.

ARTICLE 19's position

ARTICLE 19 has long argued that all prohibitions of ‘hate speech’ must

conform to international standards on limiting the right to freedom of expression
and freedom of information. Prohibitions that censor contentious viewpoints
unnecessarily are often counter-productive to the aim of promoting equality and
fail to address the underlying social roots of the kinds of prejudice of which ‘hate
speech’ is symptomatic. n most instances equality is better promoted through
positive measures aiming to increase understanding and tolerance, rather than
through censorship of those views perceived as injurious to some groups or
individuals.

ARTICLE 19 has also pointed out that it is only under certain limited
circumstances that states are obliged by international human rights law to prohibit
specific forms of “hate speech,” namely the advocacy of hatred that constitutes
incitement to discrimination, hostility, or violence (“incitement” or “incitement to
hatred”), as mandated by Article 20(2) of the ICCPR. These prohibitions should
primarily be enforced by civil and administrative laws; only in the most serious
cases should criminal sanctions be imposed. Criminal law should not be the
default response to instances of incitement if less severe sanctions or measures
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could achieve the same effect. ARTICLE 19 has also recommended numerous
measures for states to adopt to ensure uniform and consistent implementation of
their obligations under Article 20 of the ICCPR, as well as measures that should be
offered to victims of incitement.®*

In assessing whether a particular expression amounts to incitement, ARTICLE 19 has
recommended a “six-part test” of incitement, where the authorities should examine:
the context of the expression, the speaker, the speaker’s intent to incite to hatred,
the content of the expression, the extent and magnitude of the expression including
its means of dissemination and the likelihood of the advocated action occurring,
including its imminence.®® All these criteria should also be applied to cases involving
bloggers. Equally, states should adopt a wide variety of positive measures that foster
freedom of expression as well as tolerance and diversity in society, including online
campaigns and educational programmes for young people.

Bloggers and other offences

Bloggers may also be liable for a range of offences that seek to criminalise the
dissemination of grossly offensive or menacing speech made via an electronic
communications network. The laws that give rise to such prosecutions remain deeply
problematic for freedom of expression. In particular, provisions criminalising ‘grossly
offensive’ speech call for eminently subjective interpretations. In some countries,
this has led to a rise in the number of prosecutions against bloggers (or social media
users) for comments posted online.®®

Similarly, bloggers should be aware that they remain subject to contempt of court
laws if they disclose the names of individuals whose anonymity is protected by court
order or if they fail to respect the presumption of innocence when reporting on court
cases.

ARTICLE 19’s position

ARTICLE 19 believes that freedom of expression cannot be trampled upon in the
name of civility or politeness online. Laws giving rise to such prosecutions should be
repealed.

We also believe that, in the face of what seems to be a growing concern about
acceptable’ behaviour online, it is vital to bear in mind the importance of the context
of statements made on the Internet. This includes the “fervent, if not florid” nature
of discourse there, its tendency towards the “rapid and spontaneous exchange of
comments,” as well as its “broad range of tolerance for hyperbolic language.”®’
Intermediaries and social media networks have also highlighted the importance of
context in online communications, especially in relation to offensive comments.®8
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As contempt laws constitute a restriction to freedom of expression, ARTICLE 19
recommends that any such case would have to be examined in the light of the
three-part test under international law.

Bloggers’ liability for third-party content

One of the striking features of blogs is that they allow other Internet users to
post comments. A key issue for bloggers is therefore their potential liability for
comments posted by those reading their blogs.

As a starting point, it is important to remember that legal responsibility for a blog
generally lies with its ‘owner’, that is, the person who exercises editorial control
over its contents. Accordingly, it is always up to each individual blogger to decide
for themselves the content they wish to publish and whether to allow readers

or users of the site to post comments. The decision of a blogger to enable third
party comments on their blog merely reflects their willingness to engage in online
conversation. This is highly desirable and should be encouraged, but it is not an
obligation and is not recognised as such under international law.

Similarly, just as bloggers are free to decide for themselves whether or not to allow
comments, bloggers are entitled to moderate any comments on their blog as they
see fit, including removing any comments they dislike or which fall short of the
terms and conditions or community standards which they have decided to impose.

At the same time, bloggers may be liable as publishers for comments made by
third parties or ‘user-generated content’. In some countries, however, they may
benefit from immunity from liability since they may be considered as ‘hosts’

(i.e. providing storage of information) in relation to user-generated content. They
can lose their immunity from liability, though, if they fail to remove allegedly
unlawful content when informed of a complaint (so called ‘notice and takedown’
procedures). In other words, bloggers are given a strong incentive to have a robust
takedown policy in place.

Additionally, bloggers become even more exposed to liability when they have

a moderation system in place since they can more easily be fixed with actual
knowledge that allegedly unlawful content has been posted on their site.The risk of
liability is particularly high as an unlimited number of people can post comments
and it might be difficult for individual bloggers to keep up with the amount of
traffic on their sites. Equally, bloggers may be liable if they host or make available
content that is owned by third parties, e.g. copyrighted material.
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ARTICLE 19’s position

ARTICLE 19 suggests that the following measures should be adopted to protect
bloggers from liability for third-party comments:

Bloggers should be given immunity from liability for comments posted by

third parties:®°as a general rule, bloggers should benefit from immunity from
liability as long as they do not specifically intervene in third-party content.® In
particular, as a matter of principle, bloggers should only be required to remove
content following a court order that the material at issue is unlawful. This is
consistent with the recommendations of the four special mandates on freedom
of expression in their 2011 Joint Declaration on Freedom of expression and the
Internet.!

Bloggers should not be required by law to monitor content posted by

third parties: ARTICLE 19 also believes that as a general rule, it would be
disproportionate to hold bloggers liable for comments posted by others on the
basis that they voluntarily operate a moderation system. Moderation systems can
serve useful purposes in certain circumstances. For example, post-moderation
may be appropriate if anonymous Internet users start abusing others online.
However, if bloggers are fixed with knowledge simply on the ground that they
operate such systems — rather than because they specifically intervened in the
comments - this is likely to discourage them both from: (i) having a moderation
system in place despite their other benefits; or (ii) even enabling comments

in the first place, something which would undoubtedly diminish freedom of
expression online more generally. Moreover, we consider that any provision or
court decision, which would have the effect of requiring bloggers to monitor
user-generated content, would be contrary to international standards of freedom
of expression since it would be tantamount to endorsing a form of private
censorship.?

‘Notice-and-takedown’ rules should be abolished: ARTICLE 19 is deeply
concerned by the widespread adoption of ‘notice-and-takedown’ rules. We
consider them inimical to free speech for several reasons. These rules often

lack a clear legal basis®® as well as basic procedural fairness. Under such rules,
bloggers (as hosts) are effectively given an incentive to remove content promptly
based on allegations made by a private party or public body and without any
judicial determination of the lawfulness of the content at issue. Moreover, the
maker of the statement at issue is usually not given an opportunity to consider
the complaint. Such rules can have a chilling effect on freedom of expression, as
naturally bloggers may err on the side of caution and take down material which
may be perfectly legitimate and lawful.

‘Notice-to-notice’ approaches should be considered as an alternative to ‘notice-
and-takedown’: Whilst we believe that, as a matter of principle, bloggers should
only be required to remove content when ordered to do so by a court, ‘notice-to-
notice’ approaches are also compatible with international standards of freedom



of expression in that bloggers are merely required to pass the complaint to the
original maker of the statement at issue, without having to remove the material
upon notice. This system is especially suitable for certain types of content,
such as defamatory statements.

Recommendations:

— The laws governing the liability of bloggers, including
defamation law, incitement and other speech-related
offences, must comply with international freedom of
expression standards.

— As a general rule, bloggers should not be held liable
for comments made by third parties on their blogs
in circumstances where they have not intervened or
modified those comments.

— For certain types of content, for example content that is
defamatory or infringes copyright, consideration should
be given to adopting ‘notice-and-notice’ approaches
whereby bloggers would be required to pass the
complaint to the original maker of the statement at
issue, without removing the material upon notice.



Bloggers and ethical
responsibilities
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One of the most controversial issues related to blogging and its relationship to
traditional journalism is the question of ethics and, more generally, bloggers’ ‘duties
and responsibilities’.

Bloggers and ‘duties and responsibilities’

The notion of ‘duties and responsibilities’ features in Article 19 of the ICCPR and
Article 10 of the European Convention on Human Rights, both of which guarantee

the right to freedom of expression. It does not, however, form part of Article 19 of the
UDHR, nor does it appear in the American Convention on Human Rights or the African
Charter on Human and Peoples’ Rights. The main justification for inserting these terms
to the ICCPR was a fear amongst the drafters that, although it was vitally important for
democracy, unfettered freedom of expression could be misused.®* There were particular
concerns among the participating governments that the media could exert an undue
influence over the conduct of national and international affairs, as well as public
opinion generally.®®

Over the years, this concept of ‘duties and responsibilities’ has become an integral part
of the reasoning of the European Court when assessing whether a restriction imposed
on journalists by the authorities is necessary within a democratic society. In particular,
the European Court has frequently examined whether the journalist has acted in good
faith and provided reliable and precise information in accordance with the ethics of
journalism.?®

However, although some have argued that an idea of ‘duties and responsibilities’ is
necessary in order to promote ethical standards in journalism, many jurists have pointed
out serious flaws in this concept.

— Firstly, it wrongly suggests that ‘duties and responsibilities’ serve as a precondition
to the protection of freedom of expression. Critics have warned that if this was
the case, human rights would only be granted to those who perform their duties
to a community whose codes and values they accept and share and that such a
conception would be “antithetical to both the unconditional nature of the rights and
freedoms (which are not “meritorious”) and their universal nature.”?’

— Secondly, there is nothing exceptional about freedom of expression that requires
such a special emphasis upon ‘duties’. All human rights involve equal respect for
the rights of others. Any suggestion that freedom of expression, in particular, may be
limited by reference to ‘duties’ is contrary to the very spirit of human rights, as they
belong not just to the virtuous but to all without qualification.
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ARTICLE 19's position on bloggers’ duties and responsibilities

ARTICLE 19 believes that the term ‘duties and responsibilities’ in Article 19 of the
ICCPR and Article 10 of the European Convention must be interpreted in a much
more flexible manner for bloggers. In particular, we submit that it would be highly
problematic to judge bloggers by reference to the standards developed for traditional
media for two main reasons:

— Lack of resources: the overwhelming majority of bloggers does not have the same
resources and technical means as newspapers or television stations, especially as
regards fact checking. The case-law of the European Court lends support to this
view. In particular, the European Court has highlighted that the scope of any such
‘duties and responsibilities’ depends on the person’s situation and their technical
means.®®

— Bloggers are already ‘regulated’: it should not be forgotten that, like anyone,
bloggers are already required to comply with the laws of the country in which
they reside (see above). Therefore, the suggestion that there should be ‘standards
of acceptable behaviour’ online beyond what is already required by law — akin
to an enforceable code of civility or politeness online - is both unwarranted and
overbroad.

Bloggers and self-regulation

Self-regulation has a long tradition in the news media, especially the press, and

it typically involves a voluntary adoption of a code of practice by an association of
journalists or media outlets. Such codes usually include as a minimum: duties of
accuracy, fairness and independence; and respect for the presumption of innocence
and privacy.99 Compliance with this code is usually undertaken by press councils,
made up of industry members, which also receive and resolve complaints against the
media. Most press councils operate independently of the state. Press councils of this
type can be found in Australia, Canada, South Africa, India and in many countries of
Europel00 and Africa.101

With the advent of blogging, there have been discussions in some countries about the
question of whether bloggers engaged in journalistic activity online ought to be subject
to self-regulation in the same way as the press. With this model, bloggers would
voluntarily adopt a code of conduct and accept the complaint- solving mechanisms

of a press council. Several countries are currently considering reforming their press
councils so that they include new media, including Australia,'°> New Zealand,'3
Finland'** and the UK.1%®



ARTICLE 19's position on bloggers’ self-regulation

On the one hand, ARTICLE 19 considers that it is entirely reasonable for
traditional media using new media (e.g. newspapers’ websites) to extend the
existing mechanisms for self-regulation to their online activities. On the other
hand, while it remains possible for all bloggers to voluntarily abide by the
standards established for traditional media or to set up their own ethical codes,
we would oppose any form of legal ‘incentive’ or threat of sanction aimed at
encouraging bloggers to comply with such codes. Similarly, bloggers should not be
coerced or given incentives to join self-regulatory bodies.

The particular reasons for this are:

— Firstly, there is no evidence that the blogosphere needs to be self-regulated
by particular ethical codes or bodies. In many ways, the Internet is already
subject to a degree of self-regulation: for example, the provision of moderators
for discussion groups and talkbacks;'¢ or informal networks of discussion and
criticism which aim to correct inaccurate information. The same is true of the
use of offensive language and other socially unacceptable content. It has also
been noted that the success of a particular blog usually depends on the quality
of its content and approval by peer review.!?” Bloggers also tend to abide by
some form of online ‘etiquette’, e.g. by acknowledging content produced by
others or reproducing it on their own blog ‘with permission and thanks'.

— Secondly, contrary to popular belief, the quality of the information found on
blogs frequently surpasses that of the traditional press. Many bloggers have
at times performed a useful function by actively exposing the low quality
of information published by certain sections of the press - despite the fact
that they are not themselves subject to the same form of self-regulation as
traditional journalists.'°® Often, bloggers have picked up on a news story that
mainstream media outlets have neglected'®, or have exposed the inaccuracy
of news broadcasted by major media outlets.!'° In other words, as competitors
in the online marketplace of ideas, bloggers are arguably contributing to the
raising of press standards.

— Thirdly, many blogs take the form of opinion pieces, which are never properly
the subject of journalistic ethical standards. Indeed, it is worth remembering
that the right to hold opinions is not limited under Article 19 of the ICCPR.
Furthermore, if bloggers seek to emulate the output of traditional media, it
remains possible for them to follow the relevant standards in that area if they
wish.
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Recommendations:

— The term ‘duties and responsibilities’ in Article 19 of the
ICCPR and Article 10 of the European Convention must
be interpreted flexibly to take into account the particular
situation of the blogger in question.

— Bloggers should not be forced to abide by the ethical
codes or codes of conduct developed by traditional
media and should not be coerced or given an incentive
to join self-regulatory bodies for traditional media.

— Bloggers may decide to follow the ethical standards of
traditional media of their own accord. They can also
develop their own code of practice either for their own
blogs or for associations they voluntarily join. Alternative
dispute resolution systems should also be encouraged.

— When bloggers produce a piece for a traditional
newspaper, they should be subject to the newspaper’s
editorial control, and abide by the ethical standards of
journalists.
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